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From: Terrorism Transnational Crime and Corruption Center <traccc@gmu.edu>
Sent: Tuesday, March 27, 2018 1:53 PM
Subject: Report: Kleptocratic Regimes and National Security
Attachments: KleptocraticRegimesandNationalSecurity.pdf

On November 15, 2017 TraCCC co-
sponsored a conference at the 

Hudson Institute on “Kleptocratic 
Regimes and National Security: A 

Pervasive Threat and How It Can be 
Neutralized.”

It had two objectives:

· To identify and raise awareness about the vast array of threats that are caused or
exacerbated by kleptocracies. These include great power competitors, nuclear
aspirants, terrorism, organized crime, state failure, genocide, and obstruction of peace
and stability operations.

· To propose and obtain feedback on recommendations for responding to this
threat.

The following recommendations were addressed:

· Tailor assessment and planning to the threat from kleptocratic regimes

Sever the flow of illicit revenue, the center of gravity for kleptocratic regimes, by:

– Passing beneficial ownership legislation
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–       Using data science to combat kleptocracy’s threat to national security 

–       Creating a database on the financial transactions of Politically Exposed Persons 
and a mechanism for the USG to share information about them with financial 
institutions 

–       Using the Global Magnitsky Act and other precision-guided policy tools to sever 
the flow of illicit revenue to kleptocrats who threaten our national security 

  

·      Use hybrid justice institutions to combat impunity by kleptocrats 

·      Make accountability a priority equal to capacity building in the security sector 

  

Click here to read the full report or see attached. 
  

  
  

Terrorism, Transnational Crime and Corruption Center (Traccc) 
Schar School of Policy and Government 
George Mason University 
3351 Fairfax Drive MS3B1, Rm. 705,   
Arlington, VA 22201, USA 
Ph: (703) 993‐9757 
Fax: (703) 993‐8193 
Web: traccc.gmu.edu  
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Executive Summary 
 

Kleptocratic regimes abscond with national assets and use those assets against both their own citizens and 
the United States and its allies. The national security implications of this global phenomenon are wide 
ranging, overlapping, and poorly recognized. On November 15, 2017 George Mason University’s 
Terrorism, Transnational Crime and Corruption Center sponsored a conference on this issue that was 
hosted by Hudson Institute. It had two objectives: 

● To identify and raise awareness about the vast array of threats that are caused or exacerbated by 
kleptocracies. These include great power competitors, nuclear aspirants, terrorism, organized 
crime, state failure, genocide, and obstruction of peace and stability operations.  

● To propose and obtain feedback on recommendations for responding to this threat. 

On Dec 21, 2017 President Trump issued an “Executive Order Blocking the Property of Persons Involved 
in Serious Human Rights Abuse or Corruption,” in which he proclaimed: 

I therefore determine that serious human rights abuse and corruption around the 
world constitute an unusual and extraordinary threat to the national security, foreign 
policy, and economy of the United States, and I hereby declare a national emergency 
to deal with that threat.1  

Given that corruption and human rights abuses (the most extreme form of which is genocide) have now 
been proclaimed a national emergency, our first purpose has essentially been met by other means. The 
second purpose thus becomes the paramount contribution of this report: to provide vetted and actionable 
recommendations for neutralizing this threat. 

The Trump Administration’s National Security Strategy (NSS) was also published shortly after this 
conference was conducted. In Pillar I, “Protect the American People, the Homeland, and the American 
Way of Life,” the NSS articulates the nation’s gravest threats, which include weapons of mass 
destruction, specifically referencing North Korea, Russia, China, and Iran.2 The kleptocratic nature of 
these regimes is discussed below, and this point was reinforced in a Dec 18 announcement by White 
House homeland security adviser Thomas Bossert that “…the U.S. today publicly attributes the massive 
“WannaCry” cyberattack to North Korea.”3 A contemporaneous report claims that the proceeds from this 
                                                             
1 Donald Trump, “Executive Order Blocking the Property of Persons Involved in Serious Human Rights Abuse or 
Corruption,” The White House, Dec 21, 2017, 1. 
2 National Security Strategy of the United States of America,” The White House, December 2017, 8. 
3 Thomas P. Bossert, “It’s Official: North Korea Is Behind WannaCry,” Wall Street Journal, Dec 18, 2017. 

I therefore determine that serious human rights 
abuse and corruption around the world 
constitute an unusual and extraordinary threat to 
the national security, foreign policy, and 
economy of the United States. 
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hacking are “likely being spent advancing North Korea's development of nuclear weapons.” The same 
report also cites Bossert as “calling out the ’bad behavior’ by other countries, including what he called the 
‘corrupt regime’ of Tehran.”4 The NSS goes on to state that “The primary transnational threats Americans 
face are from jihadist terrorists and transnational criminal organizations.” 5 The NSS implicitly links this 
threat to failed states and protracted conflicts that are instigated or perpetuated by kleptocratic regimes 
stating that “…they thrive under conditions of state weakness and prey on the vulnerable as they 
accelerate the breakdown of rules to create havens from which to plan and launch attacks on the United 
States, our allies, and our partners.”6 

Taken together, President Trump’s declaration that corruption and human rights abuse constitute a 
national emergency and the catalogue of threats identified in the NSS have recognized all of the topics 

discussed in this report (i.e., great power competitors, nuclear aspirants, terrorism, organized crime, state 
failure, genocide, and obstruction of peace and stability operations). The central lesson that should be 
derived is that kleptocratic regimes are not an added threat that is competing in a zero-sum manner for 
scarce national security resources; rather they are a cross-cutting national security threat that either 
causes or contributes decisively to the threat actors already identified by the Trump Administration. 

Our first order of business is to catalogue why kleptocratic regimes constitute a pervasive threat to 
national security. Our second purpose is to propose recommendations for neutralizing this threat by being 
smarter about how we deal with it. These arguments are summarized below. 
 

Kleptocratic Regimes: A Pervasive Threat to National Security 

● Russian/Chinese kleptocracy, a systemic threat, and the general systemic threats posed by 
kleptocratic regimes 

One of the greatest threats to U.S. national security is the corrosive impact of kleptocracy on geopolitical 
order. Kleptocracy and financial secrecy have metastasized into an existential threat to our civilization. 
Vladimir Putin has “weaponized” use of corruption for geopolitical ends. The convergence of corrupt 
values and practices in the former Soviet Union, reformulated for the 21st century and exported to the 
West, now pose an encompassing threat. The economic power of kleptocrats like Putin is safeguarded in 
the West by our lack of transparency regarding the real owners of corporations which allows kleptocrats 

                                                             
4 Eli Watkins, “White House officially blames North Korea for massive 'WannaCry' cyberattack,” CNN, Dec 19, 
2017. 
5 National Security Strategy, 10. 
6 Ibid. 

Kleptocratic regimes are not an added threat that is 
competing in a zero-sum manner for scarce 
national security resources; rather they are a cross-
cutting national security threat that either causes or 
contributes decisively to the threat actors already 
identified by the Trump Administration. 
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to launder their illicit revenue in shell companies. We must address these threats by enhancing 
transparency and closing off our financial system to those intent on damaging our country. 

● Kleptocracy and the Link to Terrorism, Radicalization, Fragile States, and Political Instability 

Inherent in the nature of kleptocracies is massive diversion of public funds for private gain. The 
consequences – inadequate resources for public services, de-legitimization of the regime, and repression 
of dissent – fuel radicalization, state fragility, and conflict. Extremist groups draw on public anger at the 
abuse of power. Prominent current examples include the Houthi rebels in Yemen, the Taliban in 
Afghanistan, the Islamic State in Iraq and Syria, and Boko Haram in Nigeria. The most salient cases 
where kleptocractic actors have posed a clear threat to U.S. counter-terrorism and stabilization efforts are 
Afghanistan and Iraq. Systemic and high-level corruption – within governments we supported and funded 
– funneled revenue out of the domestic economy, further impoverished the country, hollowed out security 
institutions, undermined the legitimacy of the state, and fueled recruitment by insurgent and terrorist 
groups. Kleptocracy also has economic effects that slow growth, thereby undercutting political stability. 
Corruption distorts markets by adding costs and creating inefficiencies, and it deters Foreign Direct 
Investment.  

● The “Convergence” among terrorism, organized crime, corruption and illicit power structures 

The convergence of terrorism, organized crime, corruption, and illicit power structures constitutes an 
alternative, parasitic, global political economy that represents an existential threat to societies based on 
the rule of law. Their effects have been exacerbated by the dramatic increase in the flow of goods and 
services, money, people, and data that have resulted from globalization. Terrorists and criminals take 
advantage of these same flow paths and are able to do so invisibly as their transactions are lost in the 
overwhelming volume of licit and illicit transactions. There is an increasing level of organizational 
collusion between international terrorist organizations, organized crime and networked insurgencies (e.g., 
Hezbollah and the Sinaloa cartel). This threat is compounded by the collusion of “mafia states” that 
utilize the traditional tools of statecraft, such as passports, airline and shipping registries, and diplomatic 
pouches, to provide free passage to engage in criminal activity.  

● Criminalized Power Structures: Leading Spoilers of Peace and Stability Operations 

Criminalized power structures, defined as regimes that obtain and maintain power through exploitation of 
illicit revenue, have been responsible for obstructing or thwarting peace processes in at least 70% of the 
internal conflicts in which the United Nations has intervened since 1990.7 When the U.S. has been 
involved--and this has included both peace and stability operations--the figure rises to 100% (i.e., 
Somalia, Haiti, Bosnia, Kosovo, Afghanistan, and Iraq). Both the U.S. and the international community 
chronically overlook this problem. In the ten case studies examined in Criminalized Power Structures: 
The Overlooked Enemies of Peace, almost five years elapsed before missions had the mandate and means 

                                                             
7 Since 1990 the UN Department of Peacekeeping Operations has intervened in 26 internal conflicts listed below. 
The cases where criminalized power structures obstructed these efforts are underlined: Afghanistan, 
Angola/Namibia, Bosnia /Former Yugoslavia, Burundi, Cambodia, Côte d'Ivoire, Central African Republic, 
Democratic Republic of the Congo, East Timor, El Salvador,  Georgia, Guatemala, Guinea-Bissau, Haiti,  Iraq, 
Kosovo, Liberia,  Mali, Mozambique, Rwanda/Uganda, Sierra Leone, Somalia, South Sudan, Sudan/Abyei/Darfur, 
Tajikistan, and Western Sahara. Additional research into the cases that are not underlined might provide evidence 
that more missions were undermined by criminalized power structures. 
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to mount a strategy to confront their kleptocratic spoilers.8 Not only had the “golden hour” been 
squandered, the legitimacy of the mission had typically been severely compromised. This is perhaps the 
most likely explanatory factor for the 50% rate of return to conflict within five years after an international 
intervention, as claimed by Kofi Annan.9  

● Violent kleptocracy as the source of genocide 

“Violent kleptocracy” is a system of state capture in which ruling networks hijack governing institutions 
for the purpose of looting public coffers and natural resource wealth. The state is thus transformed from 
an institution that is supposed to provide social and educational services and employment opportunities 
for its citizens and to safeguard the rule of law into a predatory criminal enterprise that does quite the 
opposite. Ruling kleptocratic networks utilize violence to maintain power and repress dissenting voices 
leading to a propensity for conflicts to spiral out of control and precipitate mass atrocities and genocide. 
Terrorist organizations, militias, and rebel groups can also control territory and operate in a similar 
manner. The most prominent current examples in Africa are South Sudan, Sudan, Democratic Republic of 
the Congo, Central African Republic, and Somalia. Previous African conflicts that have metastasized 
under the influence of violent kleptocracies include Angola, Liberia and Sierra Leone. In all cases, the 
result has been destabilized/ungoverned regions, humanitarian crises, and gross human rights violations 
that have frequently led to mass atrocities and genocide. 
 

Kleptocratic Regimes: How They Can Be Neutralized 

The sine qua non for neutralizing the pervasive national security threat posed by kleptocratic regimes is to 
recognize the threat. Proper assessment and planning are essential. This requires the identification of the 
network of actors and their most vulnerable nodes so that a comprehensive strategy exploiting all the 
relevant tools at our disposal can be orchestrated. The second requirement is to craft effective tools for 
attacking their center of gravity: access to the illicit revenue that is vital to maintain kleptocratic rule. To 
raise the cost of continuing to govern in a predatory manner, kleptocrats must be deprived of impunity. 
Hybrid justice institutions, comprised of both indigenous and international personnel,10 are the means to 
accomplish this. Finally, the admonition to “do no harm” must be heeded. In our unseemly haste to 
proclaim an exit strategy, all too often capacity building for the security sector is regarded as the 
simplistic elixir. When the security sector is also an instrument of repression for a kleptocratic regime, 
this only compounds the problem. Recommendations for addressing each of these pivotal issues are 
summarized below. 

● Tailor assessment and planning to the threat from kleptocratic regimes 

A proven assessment methodology exists that was responsible for the success in Bosnia against the 3rd 
Entity Movement. It emphasizes identifying both the formal and informal components of these pernicious 

                                                             
8 Michael Dziedzic (ed.), Criminalized Power Structures: The Overlooked Enemies of Peace, (Lanham, Rowman 
and Littlefield, 2016), 393.   
9 UN Secretary General Kofi Annan,“ In Larger Freedom: Towards Development, Security and Human Rights for 
All,” March 2005, 8. 
10 The precise composition of hybrid justice institutions has varied in terms of the range of legal functions performed 
by both international and indigenous officials and the range of crimes under their jurisdiction. Ideally the full range 
of judicial functions should be involved (i.e., prosecutors, judges, police, and corrections), and the jurisdiction 
should be determined by the purpose of the mandate. See p 37 for a full definition of this concept. 
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networks and the “exchanges of power” between them (e.g., illicit revenue in exchange for impunity from 
prosecution or repression of opposition). Identifying critical nodes and enablers in these exchanges of 
power and exploiting their vulnerability to prosecution are keys to developing an effective strategy.

● Pass beneficial ownership legislation 

The vehicle of choice for most kleptocrats to disguise the source of their illicit revenue is to set up 
corporations where their identity is hidden (i.e., shell companies). The U.S. sets up nearly two million 
corporations a year, but none of the states requires that the owners be identified (known as beneficial 
ownership). Federal legislation has recently been introduced with broad bipartisan support to require 
disclosure of beneficial owners (i.e., the identities of who controls, has an ownership interest in, or 
benefits from the corporation). 

● Use data science to combat kleptocracy’s threat to national security 

Increases in computing processing power and storage capability coupled with developments in data 
science make possible creation of a computationally analyzable graph database that maps the networks of 
primary kleptocratic targets down to at least their first and second level connections. To dismantle hubs of 
connectivity, identify the nodes that contain the greatest degree centrality and betweenness centrality. 
Focus data scientific efforts on suspicious pattern recognition, anomaly detection, network analytics, and 
predictive analytics. These techniques are useful for lead generation, targeting, preemptive action, and 
evidentiary analysis. For agencies tasked with combatting kleptocracy, equip them with data scientists. 
Finally, National Security Presidential Memorandum 7 on “Integration, Sharing, and Use of National 
Security Threat Actor Information to Protect Americans” should be amended to include kleptocratic 
regimes as threat actors. 

● Create a database of Politically Exposed Persons and a procedure for the U.S. Government (USG) 
to share analysis about them with financial institutions 

There is a high probability that kleptocrats will appear to the international financial sector as Politically 
Exposed Persons (PEP). A PEP is “…an individual who is or has been entrusted with a prominent 
function…many PEPs are in positions that potentially can be abused for the purpose of committing 
money laundering…corruption and bribery, as well as…terrorist financing.11 Currently there is no 
requirement for banks to provide the data they collect about PEPs or their transactions to anyone. An 
information sharing procedure should be established between the U.S. government and financial 
institutions to enable secure exchange of information and USG analysis about the transactions of 
PEPsThe use and enforcement of precision-guided policy tools 

                                                             
11 Financial Actions Task Force, “FATF Guidance: Politically Exposed Persons (Recommendations 12 and 22),” 
June 2013, 3. 

Federal legislation has recently been introduced with broad 
bipartisan support to require disclosure of beneficial 
owners (i.e., the identities of who controls, the corporation. 
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Targeted sanctions (i.e., smart sanctions) and asset seizure have been unleashed with decided impact 
against terrorists, transnational organized crime, and nuclear proliferation. These tools need to be 
harnessed for use against the nemesis of kleptocratic regimes, since these national security threats are 
routinely intertwined. The U.S. can also lend substantial weight to international regimes by invoking 
Section 311 of the USA PATRIOT Act against money laundering and the Global Magnitsky Act to 
counter kleptocratic regimes. Precision-guided policy tools include targeted sanctions focused on 
designating networks more than individuals and the creative use of sectoral and secondary sanctions. 
Sectoral sanctions can be tailored to vulnerable nodes in kleptocratic networks denying transactions 
in the U.S. financial system to an entire sector or sectors of the economy. “Secondary” sanctions can 
also be imposed on financial institutions that are enabling the illicit activities of kleptocrats, allowing 
the denial of all or only a portion of the array of correspondent financial services provided by the 
U.S. financial system. 

● Use hybrid justice institutions to combat impunity of kleptocrats 

When contemplating a prospective international peace or stability operation, the international community 
has shackled itself with a false dichotomy between either completely replacing the local legal system (i.e., 
exercising full executive authority) or merely providing advice and assistance to develop its proficiency 
(i.e., capacity building). The purpose of this recommendation is to expand the repertoire to include an 
intermediate “partnership” option involving collaborative exercise of legal authority involving 
international and carefully selected and assiduously protected judges, prosecutors, police and corrections 
officials. For peace and stability operations, the authority of this hybrid justice institution would be 
limited to crimes against the mandate. Hybrid justice institutions may also be a viable option for averting 
state capture. 

● Accountability is essential when building capacity in the security sector  

U.S. and other donors involved in security sector capacity building in a given country should develop a 
coordinated strategy that provides equal weight to capacity building and establishing transparent and 
accountable security sectors. To provide clout, metrics should be developed for determining whether 
accountability systems are functioning, and they should be used annually to review performance and 
reallocate spending as needed to address the most serious accountability deficiencies. An assessment 
of the risk that corruption could pose to our capacity building efforts needs to be conducted prior to 
intervention, and policies and procedures should be implemented to mitigate the risk and ensure we 
“do no harm.”  

Targeted sanctions and asset seizure have been unleashed 
with decided impact against terrorists, transnational organized 
crime, and nuclear proliferation. These tools need to be 
harnessed for use against the nemesis of kleptocratic regimes. 
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Introduction 
 

Kleptocratic regimes abscond with national assets and use those assets against both their own citizens and 
the United States and its allies. The national security implications of this global phenomenon are wide 
ranging, overlapping, and poorly recognized. On November 15, 2017 George Mason University’s 
Terrorism, Transnational Crime and Corruption Center sponsored a conference on this issue that was 
hosted by Hudson Institute. It had two objectives: 

● To identify and raise awareness about the vast array of threats that are caused or exacerbated by 
kleptocracies. These include great power competitors, nuclear aspirants, terrorism, organized 
crime, state failure, genocide, and obstruction of peace and stability operations.  

● To propose and obtain feedback on recommendations for responding to this threat. 

On Dec 21, 2017 President Trump issued an “Executive Order Blocking the Property of Persons Involved 
in Serious Human Rights Abuse or Corruption,” in which he proclaimed: 

I therefore determine that serious human rights abuse and corruption around the 
world constitute an unusual and extraordinary threat to the national security, foreign 
policy, and economy of the United States, and I hereby declare a national emergency 
to deal with that threat.12  

Given that corruption and human rights abuses (the most extreme form of which is genocide) have now 
been proclaimed a national emergency, our first purpose has essentially been met by other means. The 
second purpose thus becomes the paramount contribution of this report: to provide vetted and actionable 
recommendations for neutralizing this threat. 

The Trump Administration’s National Security Strategy (NSS) was also published shortly after this 
conference was conducted. In Pillar I, “Protect the American People, the Homeland, and the American 
Way of Life,” the NSS articulates the nation’s gravest threats, which include weapons of mass 
destruction, specifically referencing North Korea, Russia, China, and Iran.13 The kleptocratic nature of 
these regimes is discussed below, and this point was reinforced in a Dec 18 announcement by White 
House homeland security adviser Thomas Bossert that “…the U.S. today publicly attributes the massive 
“WannaCry” cyberattack to North Korea.”14 A contemporaneous report claims that the proceeds from this 
hacking are “likely being spent advancing North Korea's development of nuclear weapons.” The same 
report also cites Bossert as “calling out the ’bad behavior’ by other countries, including what he called the 
‘corrupt regime’ of Tehran.”15 The NSS goes on to state that “The primary transnational threats 
Americans face are from jihadist terrorists and transnational criminal organizations.” 16 The NSS 
implicitly links this threat to failed states and protracted conflicts that are instigated or perpetuated by 
kleptocratic regimes stating that “…they thrive under conditions of state weakness and prey on the 

                                                             
12 Donald Trump, “Executive Order Blocking the Property of Persons Involved in Serious Human Rights Abuse or 
Corruption,” The White House, Dec 21, 2017, 1. 
13 National Security Strategy of the United States of America,” The White House, December 2017, 8. 
14 Thomas P. Bossert, “It’s Official: North Korea Is Behind WannaCry,” Wall Street Journal, Dec 18, 2017. 
15 Eli Watkins, “White House officially blames North Korea for massive 'WannaCry' cyberattack,” CNN, Dec 19, 2017. 
16 National Security Strategy, 10. 
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vulnerable as they accelerate the breakdown of rules to create havens from which to plan and launch 
attacks on the United States, our allies, and our partners.”17 

Taken together, President Trump’s declaration that corruption and human rights abuse constitute a 
national emergency and the catalogue of threats identified in the NSS have recognized all of the topics 
discussed in this report (i.e., great power competitors, nuclear aspirants, terrorism, organized crime, state 
failure, genocide, and obstruction of peace and stability operations). The central lesson that should be 
derived is that kleptocratic regimes are not an added threat that is competing in a zero-sum manner for 
scarce national security resources; rather they are a cross-cutting national security threat that either 
causes or contributes decisively to the threat actors already identified by the Trump Administration. 

Our first order of business below is to catalogue why kleptocratic regimes constitute a pervasive threat to 
national security. The following topics are treated: 

• Russian/Chinese kleptocracy, a systemic threat, and the general systemic threats posed by 
kleptocratic regimes 

• Kleptocracy and the Link to Terrorism, Radicalization, Fragile States, and Political Instability 

• The “Convergence” among terrorism, organized crime, corruption and illicit power structures   

• Criminalized Power Structures: Leading Spoilers of Peace and Stability Operations 

• Violent kleptocracy as the source of genocide 

Our second purpose is to propose recommendations for neutralizing this threat by being smarter about 
how we deal with it. The good news is that there are actionable steps that can be taken to address this 
recurrent risk that would require little new revenue -- and should save billions.  

The following recommendations are addressed below: 

• Tailor assessment and planning to the threat from kleptocratic regimes 

• Sever the flow of illicit revenue, which is the center of gravity for kleptocratic regimes, by: 

- Passing beneficial ownership legislation 

- Using data science to combat kleptocracy’s threat to national security 

- Creating a database on the financial transactions of Politically Exposed Persons and a 
mechanism for the USG to share information about them with financial institutions 

- Using the Global Magnitsky Act and other precision-guided policy tools to sever the flow of 
illicit revenue to kleptocrats who threaten our national security 

• Use hybrid justice institutions to combat impunity by kleptocrats 

• Make accountability a priority equal to capacity building in the security sector 
  

                                                             
17 Ibid. 
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Kleptocratic Regimes: A Pervasive Threat 
 

Russian/Chinese Kleptocracy: 
 A Systemic Threat, and the General Systemic Threats Posed by Kleptocratic Regimes 

Charles Davidson, Hudson Institute 

One of the greatest threats to U.S. national security is the corrosive impact of kleptocracy on 
geopolitical order. 

We also face the threat not of kleptocracy per se, but corruption in various guises, undermining our 
foreign development assistance, stability operations, and foreign policy in general terms. Given that 
overseas operations are extremely costly, vast sums are being stolen from U.S. taxpayers -- before 
disappearing into the pockets of bad actors who are not exactly advocates for our values and objectives. 

Financial secrecy poses a national security threat to all free nations, to all democracies, because it enables 
lawlessness. Left unchecked, it will continue to eat at our societies like gangrene. 

We need to curtail the geopolitical downsides of financial secrecy. This is not a new suggestion. But what 
is new is that freedom and democracy are on the retreat, and there should be now a real sense of urgency 
in defending our core values:  Kleptocracy and financial secrecy have metastasized into an existential 
threat to our civilization.  

The economic power of kleptocrats is for the most part safeguarded for them in the West. We must come 
to our senses and close off our system to those bent on its decay. Take away our adversaries’ economic 
power, and a lot of other global problems might shrink to a more manageable size.  

Since 2015, Hudson Institute has published the following series of reports on various aspects of the threat 
emanating from kleptocratic states and ways of mitigating the national security implications: 

Our first report, “Cleaning Up Atlantis: How to Put a Kleptocracy on the Road to Transparency” by Tom 
Firestone, looked at options for putting kleptocracies transitioning to democracy back on the road to 
transparent governance. 

Our second report, “Stage Hands: How Western Enablers Facilitate Kleptocracy” by Oliver Bullough, 
traced the (all too familiar) pattern used by kleptocrats to launder their money and reputations into the 
West – and their reliance on professional enablers at every stage. 

Our third report, “The Kleptocracy Curse: Rethinking Containment” by Ben Judah, showed how the West 
not only failed to address the emergence of globalized corruption after the end of the Cold War – but 
became actively complicit in it, and ends with policy suggestions for containment. 

One of the greatest threats to U.S. national security is the 
corrosive impact of kleptocracy on geopolitical order. 
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Our fourth report, “Weaponizing Kleptocracy: Putin’s Hybrid Warfare” by Marius Laurinavičius, 
reminded Western policy experts that Vladimir Putin’s “weaponized” use of corruption for geopolitical 
ends is nothing new – but that he does have dangerous new tools at his disposal. 

Our fifth report, “How Non-State Actors Export Kleptocratic Norms to the West” by Ilya Zaslavskiy, 
chronicled the convergence of corrupt values and practices in the former Soviet Union – and how these 
norms, reformulated for the 21st century and exported to the West, now pose a civilizational threat. 

Our sixth report, “The United States of Anonymity” by Casey Michel, exposed the United States’ descent 
into the world’s biggest offshore haven – with dire implications for democracy and national security. 

And our most recent report, “Money Laundering for 21st Century Authoritarianism” by Ben Judah and 
Belinda Li, shows why an anti-money laundering regime designed to counter 1980s “Cocaine Cowboys” 
is simply no match for 21st century globalized kleptocrats – and what can be done to close the loopholes. 
 

Kleptocracy and the Link to Terrorism, Radicalization, 
Fragile States, and Political Instability 

Kate Bateman, Truman National Security Project Fellow 

Inherent in the nature of kleptocracies is massive diversion of public funds for private gain. The 
consequences – inadequate resources for public services, de-legitimization of the regime, and repression 
of dissent – fuel radicalization, state fragility, and conflict.   

Kleptocracy and terrorism 

Extremist groups draw on public anger at the abuse of power. Prominent current examples include the 
Houthi rebels in Yemen, the Taliban in Afghanistan, the Islamic State in Iraq and Syria, and Boko Haram 

in Nigeria. Corrupt state institutions can also facilitate the operations of extremist groups by enabling the 
movement of money, fighters, weapons, and supplies. Additionally, the security institutions of 
kleptocracies are vulnerable to being hollowed out by corrupt practices such as ghost soldiers and 
misappropriation of procurement funds, leading to low combat readiness, poor morale, weak leadership, 
and little accountability. As a result, those security institutions may not be able to respond effectively to 
terrorist or insurgent threats and are less capable of partnering with U.S. forces for shared 
counterterrorism objectives. The fall of Mosul in 2014 is a prominent case in point. (See the 
recommendation below “Accountability is essential when building capacity in the security sector”). 

There is growing empirical evidence for the assertion that kleptocratic governance is conducive to 
radicalization. A 2015 Mercy Corps report on programs in Afghanistan, Colombia, and Somalia found 
that “the principal drivers of political violence are rooted not in poverty, but in experiences of injustice: 

Inherent in the nature of kleptocracies is massive diversion of public 
funds for private gain. The consequences – inadequate resources 
for public services, de-legitimization of the regime, and repression 
of dissent – fuel radicalization, state fragility, and conflict. 
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discrimination, corruption and abuse by security forces.”18 In a 2017 report, the UN Development 
Program interviewed nearly 600 former members of Al-Shabaab, Boko Haram, ISIS, al Qaida, and others 
and concluded that “…disaffection with government is highest by significant margins 
among…respondents who were recruited by violent extremist groups.” This held true across several 
indicators, including: “belief that government only looks after the interests of a few; low level of trust in 
government authorities; and experience, or willingness to report experience, of bribe-paying.”19 

State fragility and political instability 

Owing to the enormous commitment of U.S. military and civilian personnel, the lives lost, and the vast 
expenditure of resources involved, the most salient recent cases where kleptocractic actors posed a threat 
to U.S. counter-terrorism and stabilization efforts are Afghanistan and Iraq. Systemic and high-level 
corruption – within governments we supported and funded – funneled revenue out of the domestic 
economy, further impoverished the country, undermined the legitimacy of the state, and fueled 
recruitment by insurgent and terrorist groups. As noted above, corruption also eroded the capacity of 
security forces, imperiling the transition to host-nation security responsibility and lasting peace. 

Kleptocracy has economic effects that slow growth and undercut political stability. Systemic corruption 
distorts markets by adding costs and creating inefficiencies, and it deters foreign direct investment by 
creating market volatility and an uncertain business climate. Corruption is a particularly insidious threat 
to emerging but vulnerable democracies (e.g., Indonesia, Kenya, Ukraine).  

Several institutional and structural factors militate against a unified, coherent U.S. government response 
to the threats posed by corruption abroad. Defense and security professionals tend to view corruption as a 
governance challenge and thus belonging in the realm of development experts and diplomats, not the 
military. Compounding this, policymakers do not have access to adequate intelligence and analysis on the 
causes and consequences of kleptocracy. That makes it harder to identify the problem accurately before 
we intervene. (See “Criminalized Power Structures as leading spoilers of peace and stability operations” 
and “Tailoring assessment and planning to the threat from kleptocratic regimes” below for a discussion of 
how better assessments could allow future missions to come equipped with the appropriate tools and 
strategies to address this common threat to stabilization). 

In addition, there is significant skepticism that outsiders can effectively combat corruption, both 
because the problem is so pervasive and because international interventions have an admittedly 
mixed track record. Finally, it is difficult to measure corruption, and thus hard to identify metrics by 
which to assess the effectiveness of anti-corruption efforts – especially within the short timelines on 
which policymakers operate. 

                                                             
18 Mercy Corps, “Youth and Consequences: Unemployment, Injustice and Violence,” February 13, 2015, 2. 
19 United Nations Development Program, “Journey to Extremism in Africa: Drivers, Incentives and the Tipping 
Point for Recruitment.” 2017, 5. 
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“Convergence” Among Terrorism, Organized Crime, Corruption 
and Illicit Power Structures 

Michael Miklaucic, National Defense University 

The national security enterprise is conservative and can be resistant to change especially regarding 
assessments of what constitutes an existential threat to our vital interests. General Joseph Dunford, 
Chairman of the Joint Chiefs of Staff, has articulated a four plus one threat perception formula, consisting 
of China, Russia, North Korea, Iran, plus violent extremism. The convergence of terrorism, organized 
crime, corruption, and illicit power structures constitutes a different kind of threat to our nation’s security 
that is equally grave, and receives little attention in our constrained, zero-sum fiscal environment. It is 
often dismissed as vague and non-immediate; if we want attention to this threat, what are we to exclude 
from the current national threat assessment? 

Although corrupt regimes, transnational crime, and terrorism are not by any means new or unique to our 
era, their effects have been profoundly exacerbated by the dramatic increase in volume and acceleration 
of global processes, including the flow of goods and services, money, people, and data, that have resulted 
from globalization. The confluence of these forces has ushered in an alternative, parasitic, global political 
economy that constitutes a new paradigm, and an existential threat to societies based on the rule of law.  

The flow of goods and services across international boundaries has burgeoned with as many as 20 million 
intermodal container units on the high seas at any given time. As many as 15 million such units enter the 
U.S. every year; only 2 per cent of these are inspected by our border authorities. Money is also moving 
around the world—as much as $30 billion a day is transferred through electronic means, much of which is 
difficult to monitor, track or detect. People are on the move as never before. There are over 65 million 
displaced persons globally, a greater number than ever before, and one billion travelers cross international 
borders every year. That equates to 20 per cent of the planet’s population on the move. Data is also on the 
move via the seven billion mobile phones and two billion computers currently in use. Every second the 
amount of data transmitted equals the content of the Library of Congress, a 45 per cent increase in the last 
ten years. 

Terrorists and criminals take advantage of these same flow paths and are able to do so invisibly as they 
and their transactions are lost in the overwhelming volume. Among the byproducts of the unprecedented 
connectivity catalyzed by these developments is the increasing level of organizational collusion between 
international terrorist organizations, organized crime and networked insurgencies (e.g., Hezbollah and the 
Sinaloa cartel). We do not know whether the interactions are best described as coordination, cooperation, 
collusion, or collaboration; the adoption of criminal methods by terrorists, and terrorist methods by 
criminals however is well-documented.  

Hezbollah is both a terrorist organization and a global criminal enterprise, engaged in narcotics and other 
illegal trafficking, money-laundering, and a variety of other criminal lines of effort. The Islamic State, or 

Although corrupt regimes, transnational crime, and terrorism are not 
by any means new or unique to our era, their effects have been 
profoundly exacerbated by the dramatic increase in volume and 
acceleration of global processes that have resulted from globalization. 
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ISIS, engages in criminal extortion, and trafficking in antiquities, humans, and drugs. The Sinaloa drug 
cartel, known primarily as a criminal organization, has adopted the tactics of terrorism, as when it tossed 
the severed heads of five rival gang members onto the dance floor of a night club in Mexico; the 
propaganda of the deed. Likewise, the D-Company criminal organization led by fugitive Ibrahim Dawood 
has been linked to the Mumbai hotel terrorist attacks in both 1993 and 2008. 

The reality of this phenomenon, which I call convergence, is demonstrated in a study published by the 
Combatting Terrorism Center at West Point. The study began with the identification of 40 designated 
international smugglers. Using an extensive database maintained by the Thompson-Reuters organization 
consisting of many millions of data points, a network node analysis shows that these smugglers were 
connected by one degree of separation with 754 terrorists, transnational criminals, and insurgents. Those 
754 in turn were further connected by one degree of separation in a network of 2,739, 98 percent of which 
were connected within one or two degrees of separation.20 The conclusion to be drawn from this is that 
anyone in these networks can communicate with anyone else in these networks; just a click away. 

As I have written elsewhere (Beyond Convergence: World Without Order, 2016), this convergence is 
generating a global alternative political economy that is both parasitical and antithetical to our own rule-
based Westphalian system. The magnitude of this threat can be estimated by the percentage of the global 
economy that these threat actors control. In 1998, then Managing Director of the International Monetary 
Fund Michel Camdessus estimated that the volume of the global illicit economy was an unbelievable 2-5 
percent of total global product. It is highly unlikely that this figure has declined since that time as none of 
the illicit markets have been shrinking. Indeed, some estimates of the global illicit economy are as high as 
15 percent.21 Today the global economy is roughly $100 trillion. If the share captured by this parasitic 
political economy has remained consistent, the flows annually into the hands of terrorists, transnational 
criminal, and insurgents, might range from $2-15 trillion. The precise amount of course is unknowable 
due to the clandestine nature of these phenomena, and the limitations on our forensic capacity; however 
even at the lower end this amount can finance highly lethal military grade weaponry, as well as the most 
talented lawyers, accountants, IT experts, corrupt politicians, and paramilitaries. 

This threat is compounded by the collusion of corrupt officials, politicians, and criminal states, called 
“mafia states by Moises Naim, or “criminalized states,” by Douglas Farah. While no state is completely 
immune to corruption, there is a worrisome number that are significantly captured by corrupt networks, 
such that the state apparatus itself has begun to function as a criminal enterprise. Such states utilize the 
traditional tools of statecraft, such as passports, airline and shipping registries, and diplomatic pouches to 
engage directly in criminal activity. Venezuela, for example, is known to have issued Venezuelan 
passports to numerous individuals from Middle East countries providing potential influence agents, or 
even terrorists, the means for free passage throughout most of the Western Hemisphere. Russian 
intelligence services allegedly collude with Russian-speaking mafia organizations throughout Europe, the 
Caucasus, and Central Asia.  

The convergence of terrorism, organized crime, corruption and illicit power structures constitutes a clear, 
present, and growing danger to the rule-based Westphalian system of states. Our challenge is to 
persuade the policy community that existential threats to our national security come not only in the 
                                                             
20 Scott Helfstein, “Risky Business: The Global Threat Network and the Politics of Contraband,” Combating 
Terrorism Center, May 2014. 
21 David M. Luna, “Fighting Networks with Networks,” in Michael Miklaucic and Jacquiline Brewer (eds) 
Convergence: Illicit Networks and National Security in the Age of Globalization (Washington D.C.: National Defense 
University Press, 2013), 213-4. 

F2018-0036-H-TRU-0126 18 of 72Obtained via FOIA by Judicial Watch, Inc.



16 

form of mushroom clouds or airliners crashing into the World Trade Towers. Indeed, General 
Dunford’s formulation of four plus one perhaps should be reversed with the one representing the 
confluence of terrorism with organized crime, corruption and illicit power structures, increasingly 
supported by criminal states. 

Criminalized Power Structures: 
Leading Spoilers of Peace and Stability Operations 

Michael Dziedzic, George Mason University and Pax Advisory 

In Criminalized Powers Structures: The Overlooked Enemies of Peace,22 we provide empirical evidence 
from ten case studies that criminalized power structures constitute a predominant spoiler threat to peace 
and stability operations (i.e., Afghanistan--Criminal Patronage Networks, Bosnia—Parallel Power 
Structures, Colombia--Paramilitaries, Democratic Republic of the Congo--M23, Guatemala--Clandestine 
Security Apparatus, Haiti--Gangs, Iraq--Moqtada al-Sadr, Iraq--Nouri al-Maliki, Kosovo--Kosovo 
Liberation Army, and Sierra Leone--Revolutionary United Front). The findings from Impunity: 
Countering Illicit Power in War and Transition confirm many of these cases and add Liberia to the list.23 

Four of the five cases that Stephen Stedman examined in his path breaking work, “Spoiler Problems in 
Peace Processes,” were also kleptocratic entities (i.e. Angola--Jonas Savimbi, Cambodia--Hun Sen and 
Khmer Rouge, and Rwanda--Akazu).24 The Enough Project, which focuses on Africa, uses the term 
“violent kleptocracies” and has identified such regimes or insurgencies in Burundi, Central African 
Republic, Democratic Republic of the Congo, Libya, Mali, Somalia, Sudan (Darfur), and South Sudan as 
bearing fundamental responsibility for the continuing conflicts in those countries.25  

Since the end of the Cold War in 1990, the United Nations has intervened in 26 internal conflicts. If we add up 
the conflicts identified above where UN missions were plagued by obstruction from criminalized power 
structures, the total is 18. That equates to 70% of the conflicts where peace operations have been mounted. 
When it comes to NATO-led stability operations, the figure is 100% (Afghanistan, Bosnia, Iraq, and Kosovo). 

Although there are nuances of difference among the definitions for kleptocratic regimes, criminalized 
power structures, and violent kleptocracies, they are essentially synonymous. The defining characteristic 
of a criminalized power structure (CPS) is exploitation of revenue derived from criminal activities to 
obtain and maintain power. This revenue can be generated from two sources: the gray economy and the 

22 Michael Dziedzic (ed.), Criminalized Power Structures: The Overlooked Enemies of Peace, (Lanham, Rowman 
and Littlefield, 2016). 
23 Michelle Hughes and Michael Miklaucic (eds.), Impunity: Countering Illicit Power in War and Transition, 
(Washington, DC : Center for Complex Operations, 2016). 
24 Stephen Stedman, “Spoiler Problems in Peace Processes,” International Security, Vol. 22, No. 2, Fall 1997. 
25 J.R. Mailey and Jacinth Planer, “Bankrupting Kleptocracy: Financial Tools to Counter Kleptocracy in Africa’s 
Deadliest War Zones,” Enough Project, October 2016 

If we add up the conflicts where UN missions were plagued by obstruction 
from criminalized power structures, the total is 18. That equates to 70% of 
the conflicts where peace operations have been mounted. When it 
comes to NATO-led stability operations, the figure is 100%  
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black economy. The gray economy involves commodities that would normally be considered legal; 
however, the transactions are conducted in illegal/corrupt ways, such as the evasion of customs duties 
(i.e., smuggling), avoidance or selective enforcement of regulations, violation of economic embargoes, 
manipulation of exchange rates, and looting of raw material resources. Cash and material resources of the 
government may also be siphoned off through misappropriation, procurement kickbacks, stripping of 
assets from state-owned enterprises, diversion of foreign assistance, and privatization of state assets to 
cronies at below market prices. The black economy involves patently illegal commodities typically 
associated with organized crime. Common activities include trafficking in illicit drugs, people, and 
weapons (in contravention to an arms embargo), kidnapping, extortion, and money laundering. 

When ill-gotten wealth plays a decisive role in the competition for and maintenance of political power, 
the result is an illicit political economy orchestrated by a CPS. Power is typically maintained by violently 
repressing opposition groups, securing impunity from prosecution, and dispensing patronage to privileged 
clientele groups. This can lead to criminalization of both the public and private sectors. The result is apt to 
be a zero-sum political economy conducive to conflict, but it may be masked by other cleavages in 
society, as was the case in Rwanda, Bosnia, and Kosovo. Criminally derived wealth may be a motivation 
for acquiring power, or it may be a means used by rebel groups for rectifying group grievances. CPS may 
either capture the state, or they may constitute an armed opposition to it.  

One likely explanation for the 50% rate of return to conflict within five years after international 
intervention, as claimed by Kofi Annan,26 is that by overlooking this spoiler threat and arriving 
unprepared to deal with it, missions have squandered the "golden hour." In the ten cases examined in 
Criminalized Power Structures: The Overlooked Enemies of Peace, the average delay in obtaining 
authorization for essential authorities and capabilities to mount effective strategies has been almost five 
years.27 The consequences include allowing CPS to become entrenched, driving down prospects for 
success, driving up costs with inconclusive missions, and on several occasions risking mission collapse.  

The good news is that there are actionable steps that can be taken to address this recurrent risk to mission 
success. These are addressed below in the discussion of recommendations: 

• Tailor assessment and planning to the threat from kleptocratic regimes 

• Sever the flow of illicit revenue to criminalized power structures by: 

- Passing beneficial ownership legislation 

- Using data science to combat kleptocracy’s threat to national security 

                                                             
26 UN Secretary General Kofi Annan,“ In Larger Freedom: Towards Development, Security and Human Rights for 
All” March 2005, 8. 
27 “Recommendations for Subduing Criminalized Power Structures,” in Dziedzic, Criminalized Power Structures. 

One likely explanation for the 50% rate of return to conflict within five 
years after international intervention, as claimed by Kofi Annan, is that 
by overlooking this spoiler threat and arriving unprepared to deal with 
it, missions have squandered the "golden hour." 
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- Creating a database on the financial transactions of Politically Exposed Persons and a 
mechanism for the USG to share information about them with financial institutions 

- Using the Global Magnitsky Act and other precision-guided policy tools to sever the flow of 
illicit revenue to kleptocrats who threaten our national security 

• Use hybrid justice institutions to combat impunity by kleptocrats 

• Make accountability a priority equal to capacity building  

Implementing these recommendations would require little new revenue sources -- and should save billions.  
 

Violent Kleptocracy as the Source of Genocide 
Brad Brooks-Rubin, The Enough Project 

The Enough Project defines “violent kleptocracy” as a system of state capture in which ruling networks 
and their commercial partners hijack governing institutions for the purpose of looting public coffers and 
natural resource wealth while they sideline or silence those who get in their way. The state is thus 
transformed from an institution that is supposed to provide social services and safeguard the rule of law 
into a predatory criminal enterprise that does quite the opposite. These regimes often deny any sort of 
peaceful path to political turnover or meaningful power sharing, thereby encouraging the rise of armed 
opposition movements, which in turn lead to cycles of increasingly deadly force. Ruling networks utilize 
violence to maintain power and repress dissenting voices leading to a propensity for conflicts to spiral out 
of control and precipitate mass atrocities and genocide. Terrorist organizations, militias, and rebel groups 
can also control territory and operate in a similar manner.  

The focus of the Enough Project is on East and Central Africa; however, this phenomenon has also 
manifested itself in the Balkans and elsewhere. The most prominent current examples in Africa are South 
Sudan, Sudan (including but not limited to the conflict in Darfur), Democratic Republic of the Congo, 
Central African Republic, and Somalia. Previous African conflicts that have metastasized under the 
influence of violent kleptocracies include Angola, Liberia and Sierra Leone. Each is or was a violent 
kleptocracy, though the system differs in each country, and sometimes there have been multiple forms of 
violent kleptocracy within the same country. In all cases, however, the result has been 
destabilized/ungoverned regions, humanitarian crises, and gross human rights violations that have 
frequently led to mass atrocities and genocide. 

Genocide and the impending threat thereof is a grave national security concern that requires an urgent and 
compelling response. Failure to respond effectively will only invite a multiplication of national security 
threats associated with failed states, ungoverned spaces, terrorism, and regional instability.  
  

The Enough Project defines “violent kleptocracy” as a system of state capture 
in which ruling networks and their commercial partners hijack governing 
institutions for the purpose of looting public coffers and natural resource 
wealth while they sideline or silence those who get in their way. 
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Recommendations 
 

Tailor Assessment and Planning to the Threat from Kleptocratic Regimes 
Oscar Vera,  SFOR architect of the strategy to defeat the Third Entity Movement in Bosnia 

As demonstrated above in the discussion of national security threats from kleptocratic regimes, 
criminalized power structures were responsible for seriously obstructing or thwarting the stabilization 
process in 75% of UN interventions. When the U.S. has been involved in peace or stability operations, 
this figure rises to 100% (i.e., Somalia, Haiti, Bosnia, Kosovo, Afghanistan and Iraq). We chronically 
overlook this problem. In the ten case studies examined in Criminalized Power Structures: The 
Overlooked Enemies of Peace, almost five years elapsed before missions had the mandate and means to 
mount a strategy to confront their kleptocratic spoilers. Not only had the “golden hour” been squandered, 
the legitimacy of the mission had typically been severely compromised by ineptitude. The obvious 
solution is to stop overlooking the problem.  

A proven assessment and planning methodology exists that was responsible for the success in Bosnia 
against the Third Entity Movement. It emphasizes identifying both the formal and informal components 
of these networks (e.g., politicians, government officials, law enforcement, military leadership, business 

enterprises, bankers, terrorists and insurgents, illicit business operators, organized crime) and the 
“exchanges of power” between them (e.g., illicit revenue in exchange for impunity from prosecution or 
repression of opposition). Vulnerable nodes and enablers in these exchanges of power and their exposure 
to prosecution are the keys to developing an effective strategy.  

The total environment needs to be assessed with the aim of identifying not only who the potential 
obstructionists are but also who the supporters of the peace process are (so they can be protected) and 
who is on the fence (so a strategy to persuade them to take the risk for peace can be developed). The 
strategy needs to be iterative, take into account potential negative second and third order effects, and be 
constantly re-assessed. One pivotal question for properly sequencing the strategy is whether critical 
institutions (e.g., armed forces, intelligence service, legal system and police, customs, central bank, 
procurement) are politicized/criminalized and part of the problem or whether they are accountable to the 
law and part of the solution. By integrating this methodology or something similar into U.S. government 
assessments, it might be possible for future U.S.-supported international interventions to know if 
kleptocratic spoilers are a potential threat and for these missions to come armed from the outset with an 
appropriate campaign plan to defeat, disrupt, or neutralize them.  

During the breakout session, the following were the most salient comments: 

● Those who have been responsible for planning interventions into conflict-ridden states in the past 

A proven assessment and planning methodology exists that was 
responsible for the success in Bosnia against the Third Entity Movement. 
It emphasizes identifying both the formal and informal components of 
these networks and the “exchanges of power” between them. 
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have invariably lacked an understanding of informal political economies leading to a failure to 
recognize the likelihood that kleptocratic networks would obstruct our objectives. This has been 
conducive to either mission failure or protracted engagements and frozen conflicts, in part 
because the golden hour has been lost. 

● When the policy community must respond to a crisis, there's an exceedingly short timeline before 
serious decisions must be made--no more than six weeks. That affords virtually no opportunity to 
educate policymakers about the need to assess properly the threat that kleptocratic networks and 
criminalized power structures might constitute. Therefore, education and socialization of these 
ideas need to happen now so that the assessment and planning process can be adapted to cope 
with this recurrent threat before the next intervention is upon us. 

 

Pass Beneficial Ownership Legislation 
Elise Bean, Co-Director, Levin Center at Wayne Law 

The 2016 release of the Panama Papers and the 2017 release of the Paradise Papers have provided an 
avalanche of data on the use of companies with hidden owners for corrupt activities. The information 
shows that shell companies represent a dangerous nexus of corruption, money laundering, 
transnational organized crime, and terrorism, all of which directly harm U.S. national security and 
foreign policy interests.  

The vehicle of choice for most kleptocrats to disguise the source of their illicit revenue is to set up 
corporations where their identity is hidden. The U.S. sets up nearly two million corporations a year, but 
none of the states requires that the owners of those corporations be identified. Our first step in fighting 
back must be financial transparency where the true or “beneficial” owners are identified. We need all 50 
states to join in or kleptocrats will go to the states that continue to allow the identity of owners to be 
hidden. Thus, federal legislation is essential. 

Such legislation has recently been introduced with broad bipartisan support to directly address these 

threats: the Wyden-Rubio and Whitehouse-Grassley bills in the Senate and the Maloney–King bill in the 
House. These bills would all require disclosure of beneficial owners, meaning the identities of who 
controls or has an ownership interest in or benefits from the relevant company. One bill would have the 
states maintain this information; the other two would have the U.S. Treasury’s Financial Crimes 
Enforcement Network (FinCEN) do it. All three bills would require the same information, and they would 
impose civil or criminal penalties for providing false information.  

These bills have been strongly endorsed by law enforcement, and now financial institutions are 
supporting them as well because they are required by the Treasury Department to know who their clients 
are. After this legislation passes, they will be able to meet their new regulatory requirements by asking 
their new clients to provide a copy of their beneficial ownership registrations. Many businesses also 

The U.S. sets up nearly two million corporations a year, but none of 
the states requires that the owners be identified. We need all 50 states 
to join in or kleptocrats will go to the states that continue to allow the 
identity of owners to be hidden. Thus, federal legislation is essential. 
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support the legislation, because they don’t want to be surprised by someone in their supply chain being 
engaged in illicit activity. A recent survey found that ninety-one per cent of senior executives say it’s 
important to know who you’re doing business with. 

Adoption of beneficial ownership legislation would align the United States with the rest of the world. The 
G-20 started this trend owing to concerns about corruption, organized crime, and national security 
concerns. The European Union now requires all member states to have beneficial ownership information. 
The United Kingdom has even made its beneficial ownership information public, and it’s working well.  

As the rest of the world cracks down, the danger is that wrongdoers will begin to target the United States 
if we continue to provide anonymity to people who form U.S. corporations. The United States is one of 
the few developed countries that does not require or even ask who the beneficial owners are of the 
companies it forms. If we do not act to increase corporate transparency, the United States will become a 
haven for corrupt and kleptocratic regimes, facilitating all the national security perils they provoke. If this 
legislation is passed, however, it will deprive kleptocratic regimes of easy access to U.S. corporate and 
financial systems to launder the proceeds of their criminality. Requiring ownership transparency for U.S. 
corporations would provide a decisive tool to help cripple the kleptocratic regimes that currently threaten 
the United States. 

The breakout session identified the following issues: 

● Who will be responsible for managing the database of information on beneficial ownership? 

Response: This remains to be determined since one bill would have the states maintain this information, 
and the other two would have the U.S. Treasury’s Financial Crimes Enforcement Network do it. 

● Will this information be publically available? 

Response: The current legislation does not make information about beneficial owners public, but drafters 
are working to ensure that all law enforcement agencies have access, including federal and state 
authorities as well as foreign officials working through the Mutual Legal Assistance Treaty process. 
Financial institutions with anti-money laundering responsibilities would also have access. 
 

Using Data Science to Combat Kleptocracy’s Threat to National Security 
Ted Moorman 

“The contest over information accelerates these political, economic, and military competitions. Data, like 
energy, will shape U.S. economic prosperity and our future strategic position in the world. The ability to 
harness the power of data is fundamental to the continuing growth of America’s economy, prevailing 
against hostile ideologies, and building and deploying the most effective military in the world.” 

National Security Strategy of the United States of America, December 18, 2017, 3. 

Increases in computing processing power and storage capability, coupled with developments in data 
science, make possible a range of options for improving information processing speed and accuracy for 
intelligence, law enforcement, national security, and strategic diplomacy. 

Recommendation 1: Include Kleptocratic Regimes as Transnational Criminal Actors per National 
Security Presidential Memorandum #7

 

F2018-0036-H-TRU-0126 24 of 72Obtained via FOIA by Judicial Watch, Inc.



 

22 
 

The recently published National Security Strategy of the United States states that: 

These organizations [Transnational Criminal Organization or TCOs] weaken our allies 
and partners too, by corrupting and undermining democratic institutions. TCOs are 
motivated by profit, power, and political influence. They exploit weak governance and 
enable other national security threats, including terrorist organizations. In addition, some 
state adversaries use TCOs as instruments of national power, offering them territorial 
sanctuary where they are free to conduct attributable cyber intrusions, sabotage, theft, and 
political subversion…Terrorists and criminals thrive where governments are weak, 
corruption is rampant, and faith in government institutions is low.28 [Brackets added] 

National Security Presidential Memorandum #7 (NSPM-7), “Integration, Sharing, and Use of National 
Security Threat Actor Information to Protect Americans,” dated October 4, 2017, defines transnational 
criminal actors as: 

…individuals, organizations, groups, or networks known or appropriately suspected to be 
engaged in an ongoing pattern of serious illegal activity involving a foreign jurisdiction 
and the United States or the jurisdictions of at least two sovereign states that threaten the 
national security interests of the United States or other global security interests, to include 
the security of citizens, welfare of communities, economic prosperity and trade, and 
regional stability.29 

The Deputies Committee of the National Security Council should recognize kleptocratic regimes as 
transnational criminal actors and transnational criminal organizations. Kleptocratic regimes are 
individuals, organizations, groups, or networks using an official foreign government office to abscond 
with national assets and use those assets against both their own citizens and the United States and its 
allies. As described in the first section of this report, kleptocratic regimes very often “…threaten the 
national security interests of the United States or other global security interests.” Kleptocracies exhibit 
characteristics consistent with “state adversaries that use TCOs as instruments of national power” and the 
type of governments in which “terrorists and criminals thrive.”30 

Recommendation 2: Compile Identity Attributes and Associated Information on Kleptocratic Regimes 
into a Single Database 

The National Security Strategy declares that: 

The United States will improve its ability to assess the threats and hazards that pose the 
greatest risks to Americans and will prioritize resources based on the highest risks…We 
will establish national-level strategic intelligence and planning capabilities to improve the 

                                                             
28 National Security Strategy of the United States of America, December 18, 2017, 12, 45. See 
https://www.whitehouse.gov/wp-content/uploads/2017/12/NSS-Final-12-18-2017-0905.pdf  
29 The White House, National Security Presidential Memorandum #7, Oct 4, 2017, 4. 
30 National Security Strategy of the United States of America, 12, 34, 45. 

The Deputies Committee of the National Security Council 
should recognize kleptocratic regimes as transnational 
criminal actors and transnational criminal organizations. 
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ability of agencies to work together to combat TCOs at home and abroad…U.S. agencies 
and foreign partners will target TCO leaders and their support infrastructure. We will 
assist countries, particularly in the Western Hemisphere, to break the power of these 
organizations and networks…We will disrupt the financial, materiel, and personnel 
supply chains of terrorist organizations. We will sever their financing and protect the U.S. 
and international financial systems from abuse…We will deny revenue to terrorists, 
WMD proliferators, and other illicit actors in order to constrain their ability to use and 
move funds to support hostile acts and operations…Economic tools—including 
sanctions, anti-money-laundering and anti-corruption measures, and enforcement 
actions—can be important parts of broader strategies to deter, coerce, and constrain 
adversaries.31  

NSPM-7 declares that: 

…it is the policy of the United States to: (a) lawfully identify, integrate, and make 
available thorough, accurate, and timely national security threat actor information 
[which] comprises identity attributes and associated information about individuals, 
organizations, groups, or networks assessed to be a threat to the safety, security, or 
national interests of the United States.32 

This recommendation proposes the creation of an electronically stored and computationally analyzable 
graph database for kleptocratic regimes that threaten the United States. The database should map the 
networks of the kleptocrats and Politically Exposed Persons (See the Recommendation below) in these 
regimes to at least their first and second level connections, including interconnectedness between 
networks. The graph database should contain detailed metadata for all entities (nodes) and their 
connections (edges). The metadata should contain relevant fields and descriptors, such as capabilities, 
intentions, biographic, and biometric data, as well as an event history of communications, travel, 
transactions, and other relevant activities. 

This would enable the development of a strategy to disrupt hubs of connectivity identified as nodes with 
the greatest degree centrality, betweenness centrality, or other measures of connectedness or critical 
dependency (See the Recommendation to “Tailor assessment and planning to the threat from kleptocratic 
regimes.”) The graph database must be structured to document network changes and needs to be 

                                                             
31 Ibid., 11, 12, 14, 34. 
32 National Security Presidential Memorandum #7, 4. 
 
 

This recommendation proposes the creation of an electronically stored 
and computationally analyzable graph database for kleptocratic regimes 
that threaten the United States. The database should map the networks 
of the kleptocrats and Politically Exposed Persons in these regimes. 
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frequently updated to ensure data are current, because a time-series analysis of historical network activity 
will be useful in dismantling kleptocratic regimes.33  

Recommendation 3: Standardize Reporting and Formatting of Data Related to Kleptocratic Regimes 

NSPM-7 states that:  

The Director of National Intelligence shall work with Intelligence Community elements 
to explore and implement solutions for standardizing and publishing key identity 
attributes captured within intelligence information reports in machine readable formats to 
support automated processing…34 

The reporting and formatting of data related to kleptocratic regimes should be standardized for 
computational efficiency and for ease of entry and categorization in a relational database. Also, all meta-
data fields and descriptors for categorical entries should be standardized to better leverage any important 
relational aspects of the data. For reporting not easily categorized, require it to be machine readable to 
facilitate automated processing but maintain a format that can be understood by end users. Apply natural 
language processing and other automated methods to assist in populating existing fields and in suggesting 
new fields to be added, as the type of data that are relevant can be expected to change over time.35  

For example, Suspicious Activity Reports (SARs) that are filed by financial institutions may provide 
important information on kleptocratic regimes. Significant time is spent reading and analyzing SARs. 
From numerous SAR narratives, more and better-defined categories may be constructed for SAR analysis. 
The Financial Crimes Enforcement Network reports slightly less than 2 million SARs were filed in 2016. 
Annual money laundering convictions based on SARs filed, however, are less than 0.05%, and only 0.1% 
of laundered money is seized and forfeited. Computational analytics and natural language processing 
could determine which SARs are notable and whether any important patterns exist across SARs. As a 
result, the scarce resources dedicated to analyzing SARs may be more efficiently used.36 

                                                             
33 House bill H.R. 4373, “AML and CTF Modernization Act”, requests a report on “the costs and benefits associated 
with the establishment, by the Federal Government or by the Federal Government in partnership with the private 
sector, of a centralized database to help financial institutions detect and prevent money laundering and terrorist 
financing, including the impact of such a database on the security and privacy of financial information and the 
ability of technology or changes in law to ensure the security and privacy of such information.” See 
https://www.congress.gov/bill/115th-congress/house-bill/4373/text  
34 National Security Presidential Memorandum #7, 7. 
35 House bill H.R. 4373, “AML and CTF Modernization Act”, requests a report on “actions that can be taken, 
administratively or through the enactment of legislation, to streamline and improve reporting requirements under the 
United States anti-money laundering regime.” See https://www.congress.gov/bill/115th-congress/house-
bill/4373/text . 
 

Suspicious Activity Reports (SARs) that are filed by financial 
institutions may provide important information on kleptocratic 
regimes. 2 million SARs were filed in 2016. Computational 
analytics and natural language processing could determine which 
SARs are notable and whether any important patterns exist. 
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Recommendation 4:  Fully Utilize and Integrate Collective Data Holdings Related to Kleptocratic Regimes 

The National Security Strategy declares that the United States should: 

HARNESS ALL INFORMATION AT OUR DISPOSAL: The United States will, in 
concert with allies and partners, use the information-rich open-source environment to 
deny the ability of state and non-state actors to attack our citizens, conduct offensive 
intelligence activities, and degrade America’s democratic institutions. 

FUSE INFORMATION AND ANALYSIS: The United States will fuse our analysis of 
information derived from the diplomatic, information, military, and economic domains to 
compete more effectively on the geopolitical stage.37 

NSPM-7 states that:  

…continuing efforts to achieve these goals requires both systematic collaboration across 
national security components and integrated practices that fully utilize our collective data 
holdings to support vital national security missions.38  

The information used to compile identity attributes and associated information on kleptocratic regimes 
into a single graph database (see Recommendation #2) may come from numerous databases already in 
existence. Financial information, such as Suspicious Activity Reports filed by financial institutions, will 
be useful because criminals and kleptocratic regimes seek to hide wealth. Other important financial 
information may come from cryptocurrency transactions, hawalas, and other non-banking money 
movement; however, financial information is not sufficient, because trade-based money laundering and 
bulk cash smuggling are other means of illicit financial activity. Therefore, data on shipping, travel, 
customs, immigration, etc. will also be relevant. 

Those responsible for creating, maintaining, and analyzing the single relational graph database of 
kleptocratic regimes that threaten the United States need access to the input data sources mentioned 
above. Likewise, individuals monitoring and analyzing those input data sources may need access to the 
relational graph database of kleptocratic regimes. Ideally, linked databases will be automatically updated 
in near real-time by syncing all related edits and data feeds. Otherwise, detailed instructions and 
documentation for understanding, collecting, and merging input data will be required. 

Recommendation 5: Use Data Science to Effectively Exploit Threat Actor InformationThe National 
Security Strategy states that: 

To maintain our competitive advantage, the United States will prioritize emerging 
technologies critical to economic growth and security, such as data science, encryption, 
autonomous technologies, gene editing, new materials, nanotechnology, advanced 
computing technologies, and artificial intelligence. The U.S. Government must improve 

                                                                                                                                                                                                    
36 For the original source finding 0.1% of laundered money is seized and forfeited, see “Capitalism’s Achilles Heel” 
by Raymond Baker, 173-174. For statistics on SAR filings, see 
https://www.fincen.gov/sites/default/files/sar_report/2017-03-09/SAR%20Stats%203.pdf . For statistics on money 
laundering enforcement actions, see https://www fincen.gov/sites/default/files/sar_report/2017-03-
09/SAR%20Stats%203.pdf . For the National Money Laundering Risk Assessment, see 
https://www.treasury.gov/press-center/press-releases/Pages/jl0072.aspx . For statistics on seized assets, see 
https://www.treasury.gov/resource-center/terrorist-illicit-finance/Asset-Forfeiture/Pages/annual-reports.aspx . 
37 National Security Strategy of the United States of America, 32. 
38 National Security Presidential Memorandum #7, 3-4. 

F2018-0036-H-TRU-0126 28 of 72Obtained via FOIA by Judicial Watch, Inc.



 

26 
 

our collaboration with industry and academia and our recruitment of technical talent. We 
will remove barriers to the full use of talent across Federal agencies, and increase 
incentives for hiring and retaining Federal STEM employees. Initiatives will include 
rapid hiring, swift adjudication of national security clearances, and offers of competitive 
salaries. We must create easier paths for the flow of scientists, engineers, and 
technologists into and out of public service.39 

NSPM-7 states that:  

The United States Government's ability to effectively analyze, evaluate, integrate, 
correlate, and share classified national security information and other information 
concerning threat actors and their networks, and then use that information to support a 
broad array of national security missions and activities, is an essential component of our 
national security strategy.40 

This fundamental aim of NSPM-7 can be most effectively advanced by exploiting the capabilities of data 
science to combat kleptocratic regimes through the use of suspicious pattern recognition, anomaly 
detection, network analytics, attack path analysis, and predictive analytics. These analytical techniques 
are useful for lead generation, targeting, preemptive action, and evidentiary analysis. Equip relevant 
agencies with data scientists and data scientific software necessary for conducting this analysis.   

Rather than requiring non-technical analysts and agents to find, clean, merge, and analyze data through a 
computer programming language, ensure that advanced analytical techniques and powerful algorithms are 
made accessible through user-friendly tools that allow for simple querying to generate relevant 
information. In procuring custom tools and software solutions, ensure that requirements are driven by end 
users rather than by technical teams, managerial teams, or corporate vendors.  

Ensure that both the experience and the results from data analysis are shared across agencies to improve 
success in dismantling kleptocratic regimes. To provide such universal guidance, create a master 
playbook standardizing how relevant data should be incorporated in the use of analytical techniques.41 

Recommendation 6: Provide Incentives for External Collaborators to Assist in Combating 
Kleptocratic Regimes

                                                             
39 National Security Strategy of the United States of America, 20, 21, 
40 National Security Presidential Memorandum #7, 3. 
41 House bill H.R. 4373, “AML and CTF Modernization Act”, requests a report on “the potential for artificial 
intelligence, machine learning, and other technologies to help detect and prevent money laundering and terrorist 
financing.” See https://www.congress.gov/bill/115th-congress/house-bill/4373/text  

NSPM-7 can be most effectively advanced by exploiting the 
capabilities of data science to combat kleptocratic regimes. 
These analytical techniques are useful for lead generation, 
targeting, preemptive action, and evidentiary analysis. 
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The National Security Strategy states that: 

Protecting the NSIB [National Security Innovation Base] requires a domestic and 
international response beyond the scope of any individual company, industry, university, 
or government agency. …Bureaucratic inertia is powerful. But so is the talent, creativity, 
and dedication of Americans. By aligning our public and private sector efforts we can 
field a Joint Force that is unmatched. [Brackets added]42 

NSPM-7 states that: 

…the Director of the Office of Science and Technology Policy . . . [should] work with 
departments and agencies to align and synchronize Federally-funded research and 
development activities that seek to enhance the integration, management, and use of 
national security threat actor information. 

Provide incentives for external collaborators to assist in combating kleptocratic regimes, such as awards, 
grants, competitions, conferences, speaking invitations, and opportunities to contribute to policy-making. 
To address complex problems posed by kleptocratic regimes, publish unclassified data sets or unclassified 
versions of data sets to attract researchers and analysts. Focus outreach efforts on academic and 
professional conferences that organize relevant collaborators, such as quantitative and behavioral social 
science associations (especially economics, finance, accounting, international relations, and political 
science), foreign language associations, statistical mathematics associations, computer science 
associations, anti-money laundering and financial crime associations, etc. 
 

Create a Database on Financial Activity of Politically Exposed Persons and a Procedure  
for the USG to Share Analysis about Them with Financial Institutions 

Michael J. Loughnane, President, Loughnane Associates 

A significant challenge for kleptocrats (defined above as political elites who “abscond with national 
assets”) after they have been designated as a Politically Exposed Person (PEP) is how to effectively 
position their illicitly obtained wealth in financial networks for personal or political use. A PEP is defined 
by the Financial Action Task Force as a current or former senior official of a foreign government or of a 
foreign government party, immediate family member or a current or former senior executive in an 
enterprise associated with a PEP, or a known close associate. Kleptocrats and their associates clearly fit as 
a subset within this definition (i.e. while not all PEPs are kleptocrats, all kleptocrats are likely PEPs). 
Should a kleptocrat desire to transfer and use their illicitly obtained wealth in other parts of the world, it is 
critical that it be made to appear to have been derived from legitimate activities. This is frequently 
achieved through manipulation of world financial networks where kleptocrats launder and protect their 
wealth; however, such activity also creates a significant amount of information that is collected, assessed 
and maintained by the financial institutions involved in these transactions, in accordance with 
international practices, laws and regulation. This provides a treasure trove of information that could be 
exploited to expose the activities of kleptocrats, their associates and their networks.   

At least since 1970 with the enactment of the Bank Secrecy Act, or BSA, and most certainly enhanced by 
Title III of the 2001 USAPATRIOT Act, the United States has required financial systems, formal and 
informal, to be alert to and report transactions in excess of $10,000 and suspicious acts. Illicit actors, 
                                                             
42 National Security Strategy of the United States of America, 21, 28. 
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therefore, attempt to operate “under the radar” using methods such as fictitious businesses or shell 
companies and nominees to move and protect wealth and attempt to “launder” it to make it useable in the 
legitimate world.  

Under BSA and Title III requirements financial institutions must perform “enhanced due diligence” to 
assess and monitor the activities of their PEP customers, and they must maintain that information. They 
will therefore obtain information directly from their customers, assess open source and proprietary data 
sources to monitor their customers, report PEP activities as necessary through established mechanisms 
such as Currency Transaction Reports and, when necessary, file Suspicious Activity Reports to the 
government about customer activity. Therefore, financial institutions already collect and hold substantial 
information as part of their business systems that would be highly impactful in detection and analysis of 
the networks associated with kleptocratic regimes. These data, however, are responded to reactively rather 
than proactively and are provided only after a transaction or other activity has been identified. Further, 
suspicious activity that is reported is dependent on the awareness of the financial institution of their PEP 
customer, and any supporting information is typically limited to the activity and provided to the 
government within the scope of a legal request.    

The USG should have the capability to combine its kleptocrat intelligence data with the information 
collected by financial institutions and produce more complete profiles of kleptocrats and their supportive 
networks. The USG should institute a process to query the data collected by financial institutions about 
their PEP customers who are located in kleptocratic regimes. The rich trove of information that is 
currently being collected by financial institutions on PEPs globally can then be exploited by the national 
security community to mitigate the threats posed by kleptocratic regimes to the U.S. (See 
Recommendations 1 and 2 above in “Using Data Science to Combat Kleptocracy’s Threat to National 
Security”). If a financial institution has such PEPs as customers, they should be asked to provide relevant 
information collected during their customer due diligence and ongoing monitoring activities about their 
personal and business activities. These data should be incorporated into a USG database, as described in 
Recommendation 2 above, enabling the USG to understand the illicit composition of PEP networks as a 
prelude to mounting a strategy to dismantle them. All of this should be integrated into the implementation 
of NSPM-7 “Integration, Sharing, and Use of National Security Threat Actor Information to Protect 
Americans” in support of its policy aim: 

The United States Government's ability to effectively analyze, evaluate, integrate, correlate, and 
share classified national security information and other information concerning threat actors and 
their networks, and then use that information to support a broad array of national security 
missions and activities, is an essential component of our national security strategy.43  

                                                             
43 The White House, National Security Presidential Memorandum #7, Oct 4, 2017, 3. 

The USG should institute a process to query the data collected by 
financial institutions about their PEP customers who are located in 
kleptocratic regimes. The rich trove of information can then be exploited 
to mitigate the threats posed by kleptocratic regimes to the U.S. 
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As evidenced in the “Panama Papers” and “Paradise Papers,” the outdated assumption that is a foundation 
to the 1970 BSA that financial institutions are in the best position to “know your customer” has been 
discredited.  Today, illicit actors, including kleptocatic networks, are able to circumvent due diligence 
efforts and provide only the information that “they want you to know.” Therefore, the only way to be 
truly effective in identifying and tracking kleptocratic transactions is to require financial institutions to 
provide PEP data to the USG so it can be effectively analyzed against data collected from government 
sources, resulting in higher quality kleptocratic network analysis results.  

A PEP database used to identify and follow kleptocrats and their networks would be immeasurably 
enhanced if it also included the identities of the beneficial owners of corporations registered to do 
business in the U.S. -- assuming legislation is passed requiring this (See the recommendation above to 
“Pass beneficial ownership legislation”). This would inhibit the use of shell companies, one of the more 
popular tools of kleptocrats to hide and move wealth. This also aligns with another proactive measure that 
will take effect in May 2018 requiring financial institutions to collect and maintain the names of natural 
persons who are 25% owners/beneficiaries of a “legally covered entity.”44 This information will be 
maintained by financial institutions and should also be included in a USG kleptocratic threat database. 

As already referenced, kleptocrats and other illicit actors have been highly adept at circumventing the 
“know your customer” and other monitoring activities used by financial institutions. Since they only have 
access to their own information and not the information gathered by the USG, financial institutions are 
not in a position to connect the dots and identify patterns taking place across multiple financial 
institutions. To rectify this, financial institutions and the USG need to develop more effective information 
exchange processes. This should be accomplished by vetting individual members of financial institutions 
and providing those who are cleared the results of USG analysis. This information sharing would emulate 
the United Kingdom’s Joint Money Laundering Intelligence Taskforce and their vision to “provide an 
environment for the financial sector and government to exchange and analyze intelligence to detect, 
prevent and disrupt money laundering and wider economic crime threats against the UK.” The more 
effective the private sector can become in assessing the actions and intent of their customers and 
conducting due diligence activity the more effective they can be in collecting information; detecting, 
preventing, and disrupting money laundering and wider economic crime threats; mitigating illicit actions; 
and disrupting kleptocratic transactions.

                                                             
44 Federal Register, “Customer Due Diligence Requirements for Financial Institutions: Final Rule,” Vol. 81, No. 91, 
May 11, 2016. Available at https://www.gpo.gov/fdsys/pkg/FR-2016-05-11/pdf/2016-10567.pdf 

Since they only have access to their own information financial 
institutions are not in a position to connect the dots and identify 
patterns. To rectify this, financial institutions and the USG need to 
develop more effective information exchange processes. 
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Use the Global Magnitsky Act and Other Precision-Guided Policy Tools to Sever the Flow 
 of Illicit Revenue to Kleptocrats Who Threaten Our National Security 

Brad Brooks-Rubin, Enough Project 

The center of gravity for any kleptocratic regime is its ability to generate and exploit ill-gotten gains to 
maintain itself in power. Yet the international community routinely pours billions of dollars of assistance 
into crisis and humanitarian response, sustainable development, and governance while failing to stanch 
the diversion of the host country’s own financial and natural resources into the bank accounts of those 
responsible for the conflict. At a minimum, this enables the perpetuation of kleptocratic governance and 
at worst it paves the path to renewed conflict and even the risk of genocide (e.g., South Sudan). It’s 
not enough to hope that peace processes will eventually come to grips with this problem because 
international interventions have repeatedly been obstructed and, according to former UN Secretary 
General Kofi Annan, “Roughly half of all countries that emerge from war lapse back into violence 
within five years.”45 As the discussion above about assessment and planning made clear, the first step 
is to identify the networks involved, including their facilitators/enablers and their vulnerabilities. One 
of these vulnerabilities is that most of the lucre derived by kleptocrats from their illicit activities 
transits the U.S. or European financial systems. Precision-guided policy tools should be used by the 
USG and its coalition partners to exploit this vulnerability by targeting the finances of those who 
steal from public coffers and use the money to fund war, obstruct peace processes and the rule of 
law, and enrich themselves and their associates.  

Precision-guided policy tools include targeted sanctions (i.e., smart sanctions) focused on designating 
networks more than individuals, sectoral and secondary sanctions measures that use tools other than asset 
freezes, anti-money laundering measures (including Section 311 of the USA PATRIOT Act), and asset 

recovery/other judicial tools. They have traditionally been employed to counter terrorism, organized 
crime, and nuclear proliferation; we propose exploiting these tools, along with the Global Magnitsky Act, 
against kleptocratic regimes that pose a threat to U.S. national security.  

The Global Magnitsky Act was passed in December 2016 empowering the US President to impose 
targeted sanctions on government officials and their accomplices involved in “acts of significant 
corruption” such as “expropriation of private or public assets for personal gain, corruption related to 
government contracts or the extraction of natural resources, bribery, or the facilitation or transfer of the 
proceeds of corruption to foreign jurisdictions …”46 Also covered by this Act are extrajudicial killing or 
torture of those seeking to expose criminal misdeeds by government officials. The sanctions at the 

                                                             
45 UN Secretary General Kofi Annan, “In Larger Freedom: Towards Development, Security and Human Rights for 
All,” March 2005, 8. 
46 “Global Magnitsky Human Rights Accountability Act,” S-284, 114th Congress (2015-2016), 2. Available at 
https://www.congress.gov/bill/114th-congress/senate-bill/284 

Precision-guided policy tools include targeted sanctions focused on 
designating networks more than individuals, sectoral and secondary 
sanctions measures that use tools other than asset freezes, anti-
money laundering measures and asset recovery/other judicial tools. 
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President’s disposal under the Global Magnitsky Act include seizure of assets in the U.S., prohibition of 
transactions involving U.S. financial institutions, and visa denials.  

The policy community, including the State Department, is generally not well versed in these financial 
tools, which may be why they have been used infrequently and not very creatively in situations other than 
those at the top of the foreign policy agenda. In addition to beginning to apply the existing repertoire of 
policy tools against kleptocratic regimes, these tools should also be used with greater precision. For 
example, Section 311 of the USA Patriot Act provides five policy options, called “Special Measures,” 
ranging from enhanced due diligence to denial of access to the U.S. financial system, but only one of the 
five has ever been used.  

Similarly, sanctions can be imposed against specific sectors of a country’s economy, and this can entail 
more than freezing assets. As was recently demonstrated in Venezuela, specific types of transactions in 
the U.S. financial system can be denied, allowing sectoral sanctions to be tailored to specific nodes in 
kleptocratic networks. “Secondary” sanctions can also be imposed on financial institutions that are 
enabling the illicit activities of kleptocrats, allowing the denial of all or only a portion of the array of 
correspondent financial services provided by the U.S. financial system. By fully exploiting this 
underutilized range of policy tools against kleptocrats that threaten our national security, we will at a 
minimum gain leverage to influence them to change their conduct and if their access to illicit revenue can 
be severed, their ability to continue posing a threat could be terminated. 

The issues raised during the breakout session included the following: 

● Who would govern the use of these powerful and intrusive policy tools and prevent abuse? 

Response: The same policy process that directs the use of these tools against terrorism and organized 
crime would be used by the National Security Council. As stated in National Security Presidential 
Memorandum #7: 

Equally important is the United States Government's ability to conduct these activities in 
a manner that:…(b) properly considers, approves, and monitors the information's 
application and use, consistent with applicable law and Presidential guidance;…and (d) 
maintains and uses the information in a manner that appropriately protects individuals' 
privacy, civil rights, and civil liberties… 

Additionally, FinCEN is starting to embark on an “Exchange” using its Advisory Committee to solicit 
input from financial institutions that are at the forefront of implementation and compliance. Similarly, 
NGOs and others help to measure the impact of punitive measures on the ground. Convening these actors 
to provide input on the impact of use of these tools may also help to guard against abuse. 

● Are we willing to accept the use of these tools against the U.S.? 

Response: Even if U.S. political leaders were to be branded by rival powers as kleptocrats and sanctioned, 
the consequences would be insubstantial since the U.S. and the European Union control the bulk of 
international financial transactions, unless the U.S. political leader had personal assets in the rival country 
that could be seized. The capacity of the U.S. to deny the rival country and its entire business sector 
access to our financial system in retaliation would probably be a decisive deterrent
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Use Hybrid Justice Institutions to Combat Impunity of Kleptocrats 
Michael Hartmann, International Prosecutor (1997-2017) 

The most decisive means of dismantling kleptocratic power structures is prosecution and adjudication of 
the crimes that empower them. In most of these regimes, however, the legal system has been coopted or 
cowed by prevailing elites. When contemplating an international intervention, the international 
community has shackled itself with a false dichotomy between either completely replacing the local legal 
system (i.e., exercising full executive authority in the UN’s terminology) or merely providing advice and 
assistance to develop its proficiency (i.e., termed capacity building by the UN). Although exercising 
executive authority is a theoretical option, the UN is on record that this is unlikely and undesirable in the 
future. The Department of Peacekeeping Operations Handbook for Judicial Affairs Officers, for example, 
makes it clear the UN prefers the capacity building option, asserting that “International actors, including 
judicial affairs officers, should work with, rather than substitute for, national counterparts.”47 If, however, 
the essence of the threat to the rule of law, and stabilization generally, is not lack of ability but impunity 
for those in power, then a capacity building strategy will likely make matters worse.  

The purpose of this recommendation is to expand the international community’s repertoire to include an 
intermediate “partnership” option involving collaborative exercise of legal authority involving 
international and carefully selected and assiduously protected indigenous judges, prosecutors, police and 
corrections officials. The authority of this hybrid justice institution would be limited to crimes against the 
mandate (e.g., gross human rights violations, murder of political rivals, theft of international assistance--
by both locals and internationals, grand theft of national revenue, spying on the mission, and tampering 
with witnesses in these cases). For hybrid courts to be effective, they should begin to function at the 
inception of the mission, not years later as in Bosnia and Kosovo. The alternatives for accomplishing this 
are to include hybrid justice institutions in the mandate, in the peace treaty between the warring factions, 
in a treaty between the country and the international organization mounting the mission, or in domestic 
legislation. It may be necessary to condition the provision of international assistance for reconstruction on 
the creation of a hybrid court and supporting justice institutions. Variations on this concept are possible in 
states that have not suffered an insurgency, as the model provided by the International Commission 
against Impunity in Guatemala has now been replicated in Honduras.Feedback from the breakout session 
included these observations and recommendations: 

● Hybrid courts are a vital means for conflict and stabilization missions that are challenged by 
kleptocratic power structures because if you do not have effective rule of law, military gains are 
going to be lost. In an operational environment, the rule of law--especially accountability for 

                                                             
47 Department of Peacekeeping Operations, “Handbook for Judicial Affairs Officers in United Nations 
Peacekeeping Operations,” June 2013, 28. Available at http:// 
www.un.org/en/peacekeeping/publications/cljas/handbook_jao.pdf. 

The purpose of this recommendation is to expand the international 
community’s repertoire to include an intermediate “partnership” 
option involving collaborative exercise of legal authority involving 
international and carefully selected and assiduously protected 
indigenous judges, prosecutors, police and corrections officials. 
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human rights violations and corrupt behavior--is necessary to solidify the gains made through 
advising and capacity building (See the recommendation below that accountability should be 
given equal primacy with the security sector). Unless impunity for kleptocratic elites is 
effectively circumscribed, once the intervention force leaves the country, the gains made are 
liable to be reversed (e.g., Iraq in 2014). 

● A Presidential Directive would be one way to accomplish the incorporation of hybrid justice 
institutions into the toolkit available to policy makers and planners. This should be a matter of 
particular salience for the Department of Defense since hybrid justice institutions are directly 
related to consolidating the gains made by the military during combat and for successful 
stabilization. This should include the creation of a quick reaction team by the Department of State 
to plan the intervention in advance. To avoid repeating failures of the past, the USG must 
properly assess the situation ahead of time, including identifying any critical gaps in the local 
legal framework that need to be remedied (See the recommendation above to tailor assessment 
and planning to the threat from kleptocratic regimes). By demonstrating to Congress that the 
Administration has a coherent plan for what it is going to do in future interventions based on 
lessons learned from past best practices as well as mistakes, legislators will be more likely to 
authorize the funds required, and missions will be set up for success. 
 

Transparency, Accountability, and Counter-Corruption (TACC)  
Are Essential for Security Sector Assistance 

Jodi Vittori, Co-Director, Anti-corruption Advocacy Network 

When developing and deploying security sector assistance programs, the USG often treats the security 
sector in those regimes as if they were somehow above the predatory politics that pervade the rest of the 
government, assuming that the security sector has that nation’s best interests at heart, even if there are a 
few “bad apples” present.  Unfortunately, the security sector in such regimes is not an innocent bystander 
but is instead a key player in perpetuating kleptocracy. Maintaining a kleptocratic regime requires a high 

degree of coercion over the population, especially the use of violence or threat of violence. Thus, control 
over the security sector—the police, military, intelligence services, paramilitary forces, private security 
companies, and others who can legally use force—is the key to maintaining the regime. Elites within the 
security sector are usually deeply embedded in the regime, profit handsomely from it, and are strongly 
incentivized to maintain it. These elites are often strongly dis-incentivized towards the establishment of 
rule of law, an inclusive market-based economy, democratic reform, curbing organized crime, or even the 
cessation of conflict because war economies are often highly profitable for leaders on all sides. 

As part of “coup proofing” for kleptocratic elites, there are often numerous, competing actors in the 
security and intelligence sectors. This allows the kleptocratic regime to use the security sector as a form 

When developing security sector assistance programs, the USG often 
treats the security sector as if they were somehow above the predatory 
politics that pervade the rest of the government. Unfortunately, the security 
sector in such regimes is instead a key player in perpetuating kleptocracy. 
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of patronage, while at the same time using competition and mutual mistrust amongst the various security 
and intelligence actors to minimize the ability for a government take-over. Such countries often exhibit a 
two-tier system of security sector capabilities. There may be one or more mass military or police forces 
that are poorly trained, equipped, and paid that are formed of conscripts or marginalized groups outside 
the core of the elite regime. Various competing intelligence services often seem to spend more time and 
resources spying on one another than looking for external enemies. At a higher tier, however, is usually a 
better trained and equipped force in charge of providing security to elites. These units are usually led by 
someone very close to the inner circle, and the majority of the unit is composed of the same identity group 
that makes up the regime inner circle. In wartime, the poorly trained military or police institutions are 
often sacrificed to fight insurgent or other enemy forces; the elite forces often remain near the capital to 
provide protection unless the regime sees that enemy force as an existential threat. 

Within the kleptocratic system, the security of the populace suffers. The corrupt security sector often 
preys upon its own population, extorting them for money or other resources. They may work with 
organized crime or insurgents, or be an organized crime group in their own right. To maintain the regime, 
they will often be used to ensure election results are manipulated, the press is muzzled, and that possible 
legitimate political alternatives are silenced. 

Though security sector-related budgets may be substantial in such countries, there is often little to show 
for it when it comes to the capabilities of those forces. This is because security budgets are regularly 
exempted from oversight by legislatures, inspectors general, other law enforcement or the populations at 
large. These budgets act as important forms of patronage, with funds often being diverted for private use 
by political or military leaders. Contracts may be overpriced or be mere ruses as a means to divert money 
to foreign bank accounts, resulting in equipment of poor quality or unsuited for the needs of troops. 
Security sector elites may divert what equipment and personnel there is for their own private, commercial, 
or criminal purposes, rather than for security-related uses on behalf of the populace. Units may be padded 
with so-called ghost soldiers: soldiers who exist on paper only, but are absent from their units or who 
have never actually existed. There may be entire ghost units—units collecting pay, equipment, and so 
forth, but for which there may be few or no actual troops despite what their order-of-battle may list. As 
leadership in the security sector is used as a form of patronage, promotions and rank are often based more 
on who one knows or how much one pays rather than the actual leadership potential or merit, eroding unit 
esprit de corps and turning officer commissions into investments rather than service to the citizenry. As a 
result, the populace may be forced to rely on their own self-defense, insurgent groups, or even criminal 
groups rather than their own security sector for protection. 

Kleptocratic regimes and the security sectors which support them have a direct, grave impact on the 
United States. First, predatory governments help ignite new crises, and no amount of American 
equipment or training may be able to “fix” the problem, as exhibited in Afghanistan ($85 billion 
expended between 2002 and 2017), Iraq ($26 billion expended on Iraqi security between 2003 and 2012, 
including $3.4 billion in equipment alone), and Mali (where $1 billion was spent by the United States on 
the security sector before a military coup there ultimately created the conditions of the rise of Al Qaeda in 
the Islamic Maghreb). 

American military assistance can also be an inadvertent contributor to the corrupt and predatory regime, 
helping to make it more resilient and further dis-incentivizing it away from establishing rule of law, 
democratic reforms, or an open market economy. American assistance creates new sources of money and 
patronage to disburse. The training provided by the United States can result in a more effective and well-
equipped predatory force.   
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To improve American security sector assistance vis-à-vis kleptocatic regimes, the United States should 
focus on a “first do no harm” principle, as well as working to instill a national ethos, transparency, and 
accountability in those regimes it seeks to assist. 

Do No Harm 

The first step to minimizing the harm the security sector of kleptocratic regimes can do to American 
interests is to change the assumptions that go with working with such regimes. The United States 
should assume that the elites of a kleptocratic regime will seek to use American security assistance to 
bolster the kleptocratic regime and not necessarily for the benefit of their nation at large or for 
American national security interests. Such assumptions should underlie all American security 
assistance programs to highly corrupt regimes. 

To do no harm, transparency, accountability, and counter-corruption (TACC) should be mainstreamed in 
all security-related assistance, including TACC-specific doctrine, policy, and training. The Department of 
Defense (DoD) should establish a TACC point of contact to ensure corruption is inserted in security 

assistance, military training, doctrine, exercise inputs, and so forth. DoD personnel in particular should be 
trained on how corruption undermines American national security and security assistance, with 
additional emphasis for personnel deploying to high-risk locations or in high-risk career fields such 
as procurement, acquisition, and foreign military sales. It should be a special focus of the newly-
established Army Security Force Assistance Brigade (SFAB) and of the Military Advisor Training 
Academy created to support it.  

Corruption risk assessments and mitigation strategies for all security assistance programs should be 
established. This includes the requirement for a political economy assessment—including a corruption 
assessment—for recipient countries, especially those ranked as highly corrupt by the World Bank and 
Transparency International. Security assistance should be “red teamed” to better assess how a kleptocatic 
recipient might use that assistance to reinforce a highly corrupt regime, and the results of red teaming 
used to develop better indicators of assistance gone awry as well as mitigation strategies. Recognizing 
that corruption is a risk in any assistance program, a risk mitigation plan should be created, re-evaluated 
periodically, and updated as needed. 

American security assistance contracts also require better transparency and accountability to minimize the 
ability for those contracts to be diverted or used for nefarious purposes. All American foreign assistance 
contracts should require beneficial ownership information for companies not publicly listed, and all 
contracts should have clauses allowing for termination of the contract in case of corruption. There should 
be claw back clauses, allowing taxpayer money to be recouped if contract funds are expended for corrupt 

To do no harm, transparency, accountability, and counter-corruption 
(TACC) should be mainstreamed in all security-related assistance. 

Corruption risk assessments and mitigation strategies for 
all security assistance programs should be established. 
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purposes. Special inspector generals should be established for all high value and high risk aid programs, 
along with vendor vetting cells and contract investigative units to detect corrupt contracts and contractors.   

TACC Assistance to Recipient States 

In addition to minimizing the likelihood of American contracts being used to reinforce kleptocratic 
regimes, much can be done to create the oversight needed in recipient countries to put their security 
sectors on a path to working more on behalf of the citizenry rather than the corrupt elite. 

First, TACC training should be required as part of all security assistance programs, especially train and 
equip programs. Tactics, techniques, and procedures should be established for all security assistance 
personnel both in-country and back in the United States to recognize and report corruption, along with 
guidelines for responding to such reports. 

Recipient governments should be required to establish robust TACC procedures in order to receive 
American security assistance, and the United States should provide the capacity building needed as part of 
those programs. This includes the establishment of independent, vetted, and resourced inspectors general 
and internal affairs programs with high level political backing from senior leadership and with the 
authorization to conduct investigations without substantial high-level government interference. A 
reluctance to establish robust oversight programs can be a strong indicator of a desire by a recipient 
government to use American security assistance to reinforce a kleptocratic regime rather than improve 
security for the populace overall. 

Recipient governments should be assisted in developing their own personnel and logistics systems that ensure 
sufficient personnel and material are available where needed, promotions are predominantly merit-based, and 
with logistics systems that are sufficiently responsive and with minimal leakage from the system. 

Parliamentary and civil society oversight must be a requirement of American security assistance 
programs. While some limited items and issues will need to remain confidential, these should be 
limited. Too often, any information on recipient government procurement is unavailable or even 
criminalized, making it impossible for the citizenry to know what their security sector is doing or 
how its funds are being spent. 

Recipient governments should be required to establish their own strong procurement, contracting, and 
budgeting transparency systems in line with international standards such as the Open Contracting 
Principles and Open Government Principles. Recipient governments should require beneficial ownership 

Recipient governments should be required to establish 
robust TACC procedures in order to receive American 
security assistance, and the United States should provide 
the capacity building needed as part of those programs. 

Parliamentary and civil society oversight must be a 
requirement of American security assistance programs. 
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information on government contracts, along with anti-corruption clauses, claw back clauses, and other 
TACC practices. With the exception of a limited set of contracts, all contracts should be publicly 
tendered, preferably in line with open contracting data standards. Moreover, offset contracts should be 
forbidden, as they are frequently secret and subject to abuse for corruption. 

Breakout session: 

● Establish metrics for TACC and make capacity building assistance contingent on adequate 
performance 

To provide clout for a risk mitigation strategy, it is essential to establish metrics for determining whether 
the efficacy of the TACC regime is improving or not, including the performance of the intelligence 
services which are often the instrument of choice for suppressing political rivals and those who would 
expose elite misconduct. The metrics should be tied to a review and potential reallocation of assistance. 
An annual progress report should be issued that identifies the most serious accountability deficiencies 
along with recommendations for correcting them and funding should be reallocated by reducing capacity 
building programs where the trend lines are negative and increasing spending for accountability programs 
where most required.  

● DoD cannot develop a proper TACC regime on its own 

While military security assistance providers can implement programs within host nation armed forces to 
develop or enhance ethics training, inspector general functions, and military justice systems, they are not 
in a position to address the broader and critically important need for a legal system capable of confronting 
impunity, parliamentary oversight of the security apparatus, human rights monitors, protections for 
whistleblowers, a free press, and civil society organizations devoted to transparency and accountability. 

Thus, a coordinated whole-of-government approach at least involving DoD, the State Department, and 
Agency for International Development, and Department of Justice is essential. 

● Consult with civil society in advance of and during implementation of security sector capacity 
building programs. 

● There is a need for coordination among the multiple actors involved (international, host nation, 
and interagency). 

To provide clout for a risk mitigation strategy, it is essential 
to establish metrics for determining whether the efficacy of 
the TACC regime is improving or not. The metrics should 
be tied to a review and potential reallocation of assistance. 
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From: Curt Klun 
Sent: Tuesday, February 13, 2018 1:52 PM
To: Holtyn, Lisa (OCDETF)
Subject: Article

https://federalnewsradio.com/your-money/2018/02/trump-proposes-pay-freeze-new-and-familiar-retirement-
cuts-in-2019-budget/ 
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From: Holtyn, Lisa (OCDETF)
Sent: Monday, December 11, 2017 4:19 PM
To: Maxey, Peter (OCDETF)
Subject: what we just talked about...

I wouldn’t advise clicking on this link unless you want to get one of those DOJ “net nanny” notices, but this is what I was 
just telling you about: 

Deep State Drained: Top DOJ Official "Demoted" After Working With ... 
www.zerohedge.com/.../deep-state-drained-top-doj-official-demoted-after-working-fu... 
Cached 3 days ago - http://white-house-logs.insidegov.com/d/a/Bruce-Ohr several of the meetings 
wer 'chaired' by lisa holtyn. https://wikileaks.org/gifiles/docs/62/624441_russia-and-the-return-of-the-
fsb-link-not-working-.html · Automatic Choke's picture · Automatic Choke Joe Davola Dec 8, 2017 
2:37 ... 
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From: Mohammad Shafiq Hamdam 
Sent: Wednesday, August 23, 2017 3:21 AM
Subject: Aljazeera English: My Analysis about: Can Trump succeed in ending the war in 

Afghanistan?

Dear fellows and friends, 

I hope this email finds you in a good health, I would like to share my analysis about the new US strategy for Afghanistan. 

http://www.aljazeera.com/programmes/insidestory/2017/08/trump‐succeed‐war‐afghanistan‐170822184327493.html 

Best, 
Shafiq 
@shafiqhamdam 
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From: Marc Gorelick >
Sent: Sunday, July 23, 2017 7:04 PM
To: Gunars Berzins;Gunars Berzins ;Holtyn, Lisa (OCDETF)
Subject: Fw: ROC, RBII and Trump's Laundromat
Attachments: TRUMP'S RUSSIAN LAUNDROMAT - New Republic 2017-07-13.docx

See link below to article.  Or see the attached word doc that I made from the 
article.  Many of the names in the first part of the article are familiar from my RBII 
days.  You may remember them. 
Is this a great country, or what?   
Marc 

From: Sent: Sunday, July 23, 2017 9:52 AM 
To:  
Subject: Kaveladze, Manafort and Trump's Laundromat

In case you hadn't seen....So happy the New Republic article is out there--t. 

 https://newrepublic.com/article/143586/trumps-russian-laundromat-trump-tower-luxury-high-rises-dirty-money-
international-crime-syndicate 

Trump’s Russian Laundromat | New 
Republic 
newrepublic.com 

Trump’s Russian Laundromat How to use Trump Tower and 
other luxury high-rises to clean dirty money, run an 
international crime syndicate, and propel a failed real ... 

-----Original Message----- 
From: Kleptocracy Initiative <ki@hudson.org> 
To: jefbecke  
Sent: Thu, Jul 20, 2017 10:23 am 
Subject: Manafort was in debt to pro-Russia interests by $17 million 
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Kleptocracy Daily 
July 20, 2017 

News 

45 of72 

Eighth person in Trump team meeting linked to money laundering investigation--he was named in 
2000 by the NYT for using 2,000 shell companies in the U.S. to launder $1.4 billion from Russia and 
eastern Europe into accounts at Citibank and the Commercial Bank of San Francisco. 

Financial records filed last year in the secretive tax haven of Cyprus, where Paul J. Manafort kept 
bank accounts during his years working in Ukraine and investing with a Russian oligarch, indicate 
that he had been in debt to pro-Russia interests by as much as $17 million before he joined Donald J. 
Trump's presidential campaign in March 2016. 

Paul Behrends, a controversial staffer associated with the California congressman Dana 
Rohrabacher's pro-Russia stances, was pushed out of his role on a subcommittee after questions were 

raised about a recent trip to Moscow. 

Deutsche Bank, the key to Trump's finances, faces new scrutiny. 

Features 

VoA discusses the complicated U.S.-Russia relationship with former Ambassador to Ukraine John 

Herbst and David Satter, senior fellow at Hudson Institute. 

A project of Hudson Institute, the Kleptocracy Initiative researches how authoritarianism and globalized corruption threaten 
democracy, capitalism and security. Visit Kleptocracylnitiative.org for the latest research, features, news, and events, follow 
KI on Twitter, or send us an email. 

This email was sent to 

why did I get this? unsubscribe from this list update subscription preferences 

Kleptocracy Initiative· Hudson Institute · 1201 Pennsylvania Avenue NW, #400 · Washington, DC 20005 · USA 
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https://newrepublic.com/article/143586/trumps-russian-laundromat-trump-tower-luxury-
high-rises-dirty-money-international-crime-syndicate 
 

Trump’s Russian Laundromat 
How to use Trump Tower and other luxury high-rises to 
clean dirty money, run an international crime syndicate, 
and propel a failed real estate developer into the White 
House. 
BY CRAIG UNGER  
July 13, 2017 

 
Illustration by Alex Nabaum 
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In 1984, a Russian émigré named David Bogatin went shopping for apartments in New York City. 
The 38-year-old had arrived in America seven years before, with just $3 in his pocket. But for a 
former pilot in the Soviet Army—his specialty had been shooting down Americans over North 
Vietnam—he had clearly done quite well for himself. Bogatin wasn’t hunting for a place in 
Brighton Beach, the Brooklyn enclave known as “Little Odessa” for its large population of 
immigrants from the Soviet Union. Instead, he was fixated on the glitziest apartment building on 
Fifth Avenue, a gaudy, 58-story edifice with gold-plated fixtures and a pink-marble atrium: 
Trump Tower. 
A monument to celebrity and conspicuous consumption, the tower was home to the likes of 
Johnny Carson, Steven Spielberg, and Sophia Loren. Its brash, 38-year-old developer was 
something of a tabloid celebrity himself. Donald Trump was just coming into his own as a serious 
player in Manhattan real estate, and Trump Tower was the crown jewel of his growing empire. 
From the day it opened, the building was a hit—all but a few dozen of its 263 units had sold in the 
first few months. But Bogatin wasn’t deterred by the limited availability or the sky-high prices. 
The Russian plunked down $6 million to buy not one or two, but five luxury condos. The big 
check apparently caught the attention of the owner. According to Wayne Barrett, who 
investigated the deal for the Village Voice, Trump personally attended the closing, along with 
Bogatin. 
If the transaction seemed suspicious—multiple apartments for a single buyer who appeared to 
have no legitimate way to put his hands on that much money—there may have been a reason. At 
the time, Russian mobsters were beginning to invest in high-end real estate, which offered an 
ideal vehicle to launder money from their criminal enterprises. “During the ’80s and ’90s, we in 
the U.S. government repeatedly saw a pattern by which criminals would use condos and high-
rises to launder money,” says Jonathan Winer, a deputy assistant secretary of state for 
international law enforcement in the Clinton administration. “It didn’t matter that you paid too 
much, because the real estate values would rise, and it was a way of turning dirty money into 
clean money. It was done very systematically, and it explained why there are so many high-rises 
where the units were sold but no one is living in them.” When Trump Tower was built, as David 
Cay Johnston reports in The Making of Donald Trump, it was only the second high-rise in New 
York that accepted anonymous buyers. 
In 1987, just three years after he attended the closing with Trump, Bogatin pleaded guilty to 
taking part in a massive gasoline-bootlegging scheme with Russian mobsters. After he fled the 
country, the government seized his five condos at Trump Tower, saying that he had purchased 
them to “launder money, to shelter and hide assets.” A Senate investigation into organized crime 
later revealed that Bogatin was a leading figure in the Russian mob in New York. His family ties, 
in fact, led straight to the top: His brother ran a $150 million stock scam with none other than 
Semion Mogilevich, whom the FBI considers the “boss of bosses” of the Russian mafia. At the 
time, Mogilevich—feared even by his fellow gangsters as “the most powerful mobster in the 
world”—was expanding his multibillion-dollar international criminal syndicate into America. 
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In 1987, on his first trip to Russia, Trump visited the Winter Palace with Ivana. The Soviets flew 

him to Moscow—all expenses paid—to discuss building a luxury hotel across from the 
Kremlin.Maxim Blokhin/TASS 

Since Trump’s election as president, his ties to Russia have become the focus of intense scrutiny, 
most of which has centered on whether his inner circle colluded with Russia to subvert the U.S. 
election. A growing chorus in Congress is also asking pointed questions about how the president 
built his business empire. Rep. Adam Schiff, the ranking Democrat on the House Intelligence 
Committee, has called for a deeper inquiry into “Russian investment in Trump’s businesses and 
properties.” 
The very nature of Trump’s businesses—all of which are privately held, with few reporting 
requirements—makes it difficult to root out the truth about his financial deals. And the world of 
Russian oligarchs and organized crime, by design, is shadowy and labyrinthine. For the past three 
decades, state and federal investigators, as well as some of America’s best investigative 
journalists, have sifted through mountains of real estate records, tax filings, civil lawsuits, 
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criminal cases, and FBI and Interpol reports, unearthing ties between Trump and Russian 
mobsters like Mogilevich. To date, no one has documented that Trump was even aware of any 
suspicious entanglements in his far-flung businesses, let alone that he was directly compromised 
by the Russian mafia or the corrupt oligarchs who are closely allied with the Kremlin. So far, 
when it comes to Trump’s ties to Russia, there is no smoking gun.  
But even without an investigation by Congress or a special prosecutor, there is much we already 
know about the president’s debt to Russia. A review of the public record reveals a clear and 
disturbing pattern: Trump owes much of his business success, and by extension his presidency, to 
a flow of highly suspicious money from Russia. Over the past three decades, at least 13 people 
with known or alleged links to Russian mobsters or oligarchs have owned, lived in, and even run 
criminal activities out of Trump Tower and other Trump properties. Many used his apartments 
and casinos to launder untold millions in dirty money. Some ran a worldwide high-stakes 
gambling ring out of Trump Tower—in a unit directly below one owned by Trump. Others 
provided Trump with lucrative branding deals that required no investment on his part. Taken 
together, the flow of money from Russia provided Trump with a crucial infusion of financing that 
helped rescue his empire from ruin, burnish his image, and launch his career in television and 
politics. “They saved his bacon,” says Kenneth McCallion, a former assistant U.S. attorney in the 
Reagan administration who investigated ties between organized crime and Trump’s developments 
in the 1980s. 
It’s entirely possible that Trump was never more than a convenient patsy for Russian oligarchs 
and mobsters, with his casinos and condos providing easy pass-throughs for their illicit riches. At 
the very least, with his constant need for new infusions of cash and his well-documented troubles 
with creditors, Trump made an easy “mark” for anyone looking to launder money. But whatever 
his knowledge about the source of his wealth, the public record makes clear that Trump built his 
business empire in no small part with a lot of dirty money from a lot of dirty Russians—including 
the dirtiest and most feared of them all. 
Trump made his first trip to Russia in 1987, only a few years before the collapse of the Soviet 
Union. Invited by Soviet Ambassador Yuri Dubinin, Trump was flown to Moscow and 
Leningrad—all expenses paid—to talk business with high-ups in the Soviet command. In The Art 
of the Deal, Trump recounted the lunch meeting with Dubinin that led to the trip. “One thing led 
to another,” he wrote, “and now I’m talking about building a large luxury hotel, across the street 
from the Kremlin, in partnership with the Soviet government.” 
Over the years, Trump and his sons would try and fail five times to build a new Trump Tower in 
Moscow. But for Trump, what mattered most were the lucrative connections he had begun to 
make with the Kremlin—and with the wealthy Russians who would buy so many of his properties 
in the years to come. “Russians make up a pretty disproportionate cross section of a lot of our 
assets,” Donald Trump Jr. boasted at a real estate conference in 2008. “We see a lot of money 
pouring in from Russia.” 
The money, illicit and otherwise, began to rain in earnest after the Soviet Union fell in 1991. 
President Boris Yeltsin’s shift to a market economy was so abrupt that cash-rich gangsters and 
corrupt government officials were able to privatize and loot state-held assets in oil, coal, minerals, 
and banking. Yeltsin himself, in fact, would later describe Russia as “the biggest mafia state in the 
world.” After Vladimir Putin succeeded Yeltsin as president, Russian intelligence effectively 
joined forces with the country’s mobsters and oligarchs, allowing them to operate freely as long 
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as they strengthen Putin’s power and serve his personal financial interests. According to James 
Henry, a former chief economist at McKinsey & Company who consulted on the Panama Papers, 
some $1.3 trillion in illicit capital has poured out of Russia since the 1990s. 

 
Semion Mogilevich. 

At the top of the sprawling criminal enterprise was Semion Mogilevich. Beginning in the early 
1980s, according to the FBI, the short, squat Ukrainian was the key money-laundering contact for 
the Solntsevskaya Bratva, or Brotherhood, one of the richest criminal syndicates in the world. 
Before long, he was running a multibillion-dollar worldwide racket of his own. Mogilevich 
wasn’t feared because he was the most violent gangster, but because he was reputedly the 
smartest. The FBI has credited the “brainy don,” who holds a degree in economics from Lviv 
University, with a staggering range of crimes. He ran drug trafficking and prostitution rings on an 
international scale; in one characteristic deal, he bought a bankrupt airline to ship heroin from 
Southeast Asia into Europe. He used a jewelry business in Moscow and Budapest as a front for art 
that Russian gangsters stole from museums, churches, and synagogues all over Europe. He has 
also been accused of selling some $20 million in stolen weapons, including ground-to-air missiles 
and armored troop carriers, to Iran. “He uses this wealth and power to not only further his 
criminal enterprises,” the FBI says, “but to influence governments and their economies.” 
In Russia, Mogilevich’s influence reportedly reaches all the way to the top. In 2005, Alexander 
Litvinenko, a Russian intelligence agent who defected to London, recorded an interview with 
investigators detailing his inside knowledge of the Kremlin’s ties to organized crime. 
“Mogilevich,” he said in broken English, “have good relationship with Putin since 1994 or 1993.” 
A year later Litvinenko was dead, apparently poisoned by agents of the Kremlin. 
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Vyachelsav Ivankov.Sergey Ponomarev/AP 

Mogilevich’s greatest talent, the one that places him at the top of the Russian mob, is finding 
creative ways to cleanse dirty cash. According to the FBI, he has laundered money through more 
than 100 front companies around the world, and held bank accounts in at least 27 countries. And 
in 1991, he made a move that led directly to Trump Tower. That year, the FBI says, Mogilevich 
paid a Russian judge to spring a fellow mob boss, Vyachelsav Kirillovich Ivankov, from a 
Siberian gulag. If Mogilevich was the brains, Ivankov was the enforcer—a vor v zakone, or “made 
man,” infamous for torturing his victims and boasting about the murders he had arranged. Sprung 
by Mogilevich, Ivankov made the most of his freedom. In 1992, a year after he was released from 
prison, he headed to New York on an illegal business visa and proceeded to set up shop in 
Brighton Beach. 
In Red Mafiya, his book about the rise of the Russian mob in America, investigative reporter 
Robert I. Friedman documented how Ivankov organized a lurid and violent underworld of 
tattooed gangsters. When Ivankov touched down at JFK, Friedman reported, he was met by a 
fellow vor, who handed him a suitcase with $1.5 million in cash. Over the next three years, 
Ivankov oversaw the mob’s growth from a local extortion racket to a multibillion-dollar criminal 
enterprise. According to the FBI, he recruited two “combat brigades” of Special Forces veterans 
from the Soviet war in Afghanistan to run the mafia’s protection racket and kill his enemies. 
Like Mogilevich, Ivankov had a lot of dirty money he needed to clean up. He bought a Rolls-
Royce dealership that was used, according to The New York Times, “as a front to launder criminal 
proceeds.” The FBI concluded that one of Ivankov’s partners in the operation was Felix Komarov, 
an upscale art dealer who lived in Trump Plaza on Third Avenue. Komarov, who was not charged 
in the case, called the allegations baseless. He acknowledged that he had frequent phone 
conversations with Ivankov, but insisted the exchanges were innocent. “I had no reason not to call 
him,” Komarov told a reporter. 
Trump Taj Mahal paid the largest fine ever levied against a casino for having “willfully violated” 
anti-money-laundering rules.  
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The feds wanted to arrest Ivankov, but he kept vanishing. “He was like a ghost to the FBI,” one 
agent recalls. Agents spotted him meeting with other Russian crime figures in Miami, Los 
Angeles, Boston, and Toronto. They also found he made frequent visits to Trump Taj Mahal in 
Atlantic City, which mobsters routinely used to launder huge sums of money. In 2015, the Taj 
Mahal was fined $10 million—the highest penalty ever levied by the feds against a casino—and 
admitted to having “willfully violated” anti-money-laundering regulations for years. 
The FBI also struggled to figure out where Ivankov lived. “We were looking around, looking 
around, looking around,” James Moody, chief of the bureau’s organized crime section, told 
Friedman. “We had to go out and really beat the bushes. And then we found out that he was living 
in a luxury condo in Trump Tower.” 
There is no evidence that Trump knew Ivankov personally, even if they were neighbors. But the 
fact that a top Russian mafia boss lived and worked in Trump’s own building indicates just how 
much high-level Russian mobsters came to view the future president’s properties as a home away 
from home. In 2009, after being extradited to Russia to face murder charges, Ivankov was gunned 
down in a sniper attack on the streets of Moscow. According to The Moscow Times, his funeral 
was a media spectacle in Russia, attracting “1,000 people wearing black leather jackets, 
sunglasses, and gold chains,” along with dozens of giant wreaths from the various brotherhoods. 
Throughout the 1990s, untold millions from the former Soviet Union flowed into Trump’s luxury 
developments and Atlantic City casinos. But all the money wasn’t enough to save Trump from his 
own failings as a businessman. He owed $4 billion to more than 70 banks, with a mind-boggling 
$800 million of it personally guaranteed. He spent much of the decade mired in litigation, filing 
for multiple bankruptcies and scrambling to survive. For most developers, the situation would 
have spelled financial ruin. But fortunately for Trump, his own economic crisis coincided with 
one in Russia. 
In 1998, Russia defaulted on $40 billion in debt, causing the ruble to plummet and Russian banks 
to close. The ensuing financial panic sent the country’s oligarchs and mobsters scrambling to find 
a safe place to put their money. That October, just two months after the Russian economy went 
into a tailspin, Trump broke ground on his biggest project yet. Rising to 72 stories in midtown 
Manhattan, Trump World Tower would be the tallest residential building on the planet. 
Construction got underway in 1999—just as Trump was preparing his first run for the presidency 
on the Reform Party ticket— and concluded in 2001. As Bloomberg Businessweek reported earlier 
this year, it wasn’t long before one-third of the units on the tower’s priciest floors had been 
snatched up—either by individual buyers from the former Soviet Union, or by limited liability 
companies connected to Russia. “We had big buyers from Russia and Ukraine and Kazakhstan,” 
sales agent Debra Stotts told Bloomberg. 
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Sunny Isles, Florida, became known as “Little Moscow,” thanks to Trump’s high-rises.  Rhona 

Wise/AFP/Getty 
Among the new tenants was Eduard Nektalov, a diamond dealer from Uzbekistan. Nektalov, who 
was being investigated by a Treasury Department task force for mob-connected money 
laundering, bought a condo on the seventy-ninth floor, directly below Trump’s future campaign 
manager, Kellyanne Conway. A month later he sold his unit for a $500,000 profit. The following 
year, after rumors circulated that Nektalov was cooperating with federal investigators, he was shot 
down on Sixth Avenue. 
Trump had found his market. After Trump World Tower opened, Sotheby’s International Realty 
teamed up with a Russian real estate company to make a big sales push for the property in Russia. 
The “tower full of oligarchs,” as Bloomberg called it, became a model for Trump’s projects going 
forward. All he needed to do, it seemed, was slap the Trump name on a big building, and high-
dollar customers from Russia and the former Soviet republics were guaranteed to come rushing 
in. Dolly Lenz, a New York real estate broker, told USA Today that she sold some 65 units in 
Trump World Tower to Russians. “I had contacts in Moscow looking to invest in the United 
States,” Lenz said. “They all wanted to meet Donald.” 
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To capitalize on his new business model, Trump struck a deal with a Florida developer to attach 
his name to six high-rises in Sunny Isles, just outside Miami. Without having to put up a dime of 
his own money, Trump would receive a cut of the profits. “Russians love the Trump brand,” Gil 
Dezer, the Sunny Isles developer, told Bloomberg. A local broker told The Washington Post that 
one-third of the 500 apartments he’d sold went to “Russian-speakers.” So many bought the 
Trump-branded apartments, in fact, that the area became known as “Little Moscow.” 

 
“Russians love the Trump brand,” said developer Gil Dezer, (left, with Trump). One Florida 

tenant, Anatoly Golubchik (right) was busted in a major money-laundering ring run out of 
Trump Tower. Billy Farrell/Patrick McMullan/Getty; John Marshall Mantel/ New York 

Times/Redux 
Many of the units were sold by a native of Uzbekistan who had immigrated from the Soviet 
Union in the 1980s; her business was so brisk that she soon began bringing Russian tour groups to 
Sunny Isles to view the properties. According to a Reuters investigation in March, at least 63 
buyers with Russian addresses or passports spent $98 million on Trump’s properties in south 
Florida. What’s more, another one-third of the units—more than 700 in all—were bought by 
shadowy shell companies that concealed the true owners. 
Trump promoted and celebrated the properties. His organization continues to advertise the units; 
in 2011, when they first turned a profit, he attended a ceremonial mortgage-burning in Sunny Isles 
to toast their success. Last October, an investigation by the Miami Herald found that at least 13 
buyers in the Florida complex have been the target of government investigations, either personally 
or through their companies, including “members of a Russian-American organized crime group.” 
Two buyers in Sunny Isles, Anatoly Golubchik and Michael Sall, were convicted for taking part 
in a massive international gambling and money-laundering syndicate that was run out of Trump 
Tower in New York. The ring, according to the FBI, was operating under the protection of the 
Russian mafia. 
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The influx of Russian money did more than save Trump’s business from ruin—it set the stage for 
the next phase of his career. By 2004, to the outside world, it appeared that Trump was back on 
top after his failures in Atlantic City. That January, flush with the appearance of success, Trump 
launched his newly burnished brand into another medium. 
“My name’s Donald Trump,” he declared in his opening narration for The Apprentice, “the largest 
real estate developer in New York. I own buildings all over the place. Model agencies. The Miss 
Universe pageant. Jetliners, golf courses, casinos, and private resorts like Mar-a-Lago, one of the 
most spectacular estates anywhere in the world.” 
But it wouldn’t be Trump without a better story than that. “It wasn’t always so easy,” he 
confessed, over images of him cruising around New York in a stretch limo. “About 13 years ago, 
I was seriously in trouble. I was billions of dollars in debt. But I fought back, and I won. Big 
league. I used my brain. I used my negotiating skills. And I worked it all out. Now my company’s 
bigger than it ever was and stronger than it ever was.… I’ve mastered the art of the deal.” 
The show, which reportedly paid Trump up to $3 million per episode, instantly revived his career. 
“The Apprentice turned Trump from a blowhard Richie Rich who had just gone through his most 
difficult decade into an unlikely symbol of straight talk, an evangelist for the American gospel of 
success, a decider who insisted on standards in a country that had somehow slipped into handing 
out trophies for just showing up,” journalists Michael Kranish and Marc Fisher observe in their 
book Trump Revealed. “Above all, Apprentice sold an image of the host-boss as supremely 
competent and confident, dispensing his authority and getting immediate results. The analogy to 
politics was palpable.” 
Russians spent at least $98 million on Trump’s properties in Florida—and another third of the 
units were bought by shadowy shell companies.  
But the story of Donald Trump, self-made business genius, left out any mention of the shady 
Russian investors who had done so much to make his comeback narrative possible. And Trump’s 
business, despite the hype, was hardly “stronger than it ever was”—his credit was still lousy, and 
two more of his prized properties in Atlantic City would soon fall into bankruptcy, even as his 
ratings soared. 
To further enhance his brand, Trump used his prime-time perch to unveil another big project. On 
the 2006 season finale of The Apprentice, as 11 million viewers waited to learn which of the two 
finalists was going to be fired, Trump prolonged the suspense by cutting to a promotional video 
for his latest venture. “Located in the center of Manhattan’s chic artist enclave, the Trump 
International Hotel and Tower in SoHo is the site of my latest development,” he narrated over 
swooping helicopter footage of lower Manhattan. The new building, he added, would be nothing 
less than a “$370 million work of art … an awe-inspiring masterpiece.” 
Trump SoHo was the brainchild of two development companies—Bayrock Group LLC and the 
Sapir Organization—run by a pair of wealthy émigrés from the former Soviet Union who had 
done business with some of Russia’s richest and most notorious oligarchs. Together, their firms 
made Trump an offer he couldn’t refuse: The developers would finance and build Trump SoHo 
themselves. In return for lending his name to the project, Trump would get 18 percent of the 
profits—without putting up any of his own money. 
One of the developers, Tamir Sapir, had followed an unlikely path to riches. After emigrating 
from the Soviet Union in the 1970s, he had started out driving a cab in New York City and ended 
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up a billionaire living in Trump Tower. His big break came when he co-founded a company that 
sold high-tech electronics. According to the FBI, Sapir’s partner in the firm was a “member or 
associate” of Ivankov’s mob in Brighton Beach. No charges were ever filed, and Sapir denied 
having any mob ties. “It didn’t happen,” he told The New York Times. “Everything was done in 
the most legitimate way.” 
Trump, who described Sapir as a “great friend,” bought 200 televisions from his electronics 
company. In 2007, he hosted the wedding of Sapir’s daughter at Mar-a-Lago, and later attended 
her infant son’s bris. 

 
In 2007, Trump celebrated the launch of Trump SoHo with partners Tevfik Arif (center) and 

Felix Sater (right). Arif was later acquitted on charges of running a prostitution ring.Mark Von 
Holden/WireImage/Getty 

Sapir also introduced Trump to Tevfik Arif, his partner in the Trump SoHo deal. On paper, at 
least, Arif was another heartwarming immigrant success story. He had graduated from the 
Moscow Institute of Trade and Economics and worked as a Soviet trade and commerce official 
for 17 years before moving to New York and founding Bayrock. Practically overnight, Arif 
became a wildly successful developer in Brooklyn. In 2002, after meeting Trump, he moved 
Bayrock’s offices to Trump Tower, where he and his staff of Russian émigrés set up shop on the 
twenty-fourth floor. 
Trump worked closely with Bayrock on real estate ventures in Russia, Ukraine, and Poland. 
“Bayrock knew the investors,” he later testified. Arif “brought the people up from Moscow to 
meet with me.” He boasted about the deal he was getting: Arif was offering him a 20 to 25 
percent cut on his overseas projects, he said, not to mention management fees. “It was almost like 
mass production of a car,” Trump testified. 
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But Bayrock and its deals quickly became mired in controversy. Forbes and other publications 
reported that the company was financed by a notoriously corrupt group of oligarchs known as The 
Trio. In 2010, Arif was arrested by Turkish prosecutors and charged with setting up a prostitution 
ring after he was found aboard a boat—chartered by one of The Trio—with nine young women, 
two of whom were 16 years old. The women reportedly refused to talk, and Arif was acquitted. 
According to a lawsuit filed that same year by two former Bayrock executives, Arif started the 
firm “backed by oligarchs and money they stole from the Russian people.” In addition, the suit 
alleges, Bayrock “was substantially and covertly mob-owned and operated.” The company’s real 
purpose, the executives claim, was to develop hugely expensive properties bearing the Trump 
brand—and then use the projects to launder money and evade taxes. 
The lawsuit, which is ongoing, does not claim that Trump was complicit in the alleged scam. 
Bayrock dismissed the allegations as “legal conclusions to which no response is required.” But 
last year, after examining title deeds, bank records, and court documents, the Financial Times 
concluded that Trump SoHo had “multiple ties to an alleged international money-laundering 
network.” In one case, the paper reported, a former Kazakh energy minister is being sued in 
federal court for conspiring to “systematically loot hundreds of millions of dollars of public 
assets” and then purchasing three condos in Trump SoHo to launder his “ill-gotten funds.” 

 
Felix Sater had a Trump business card long after his criminal past came to light. 

During his collaboration with Bayrock, Trump also became close to the man who ran the firm’s 
daily operations—a twice-convicted felon with family ties to Semion Mogilevich. In 1974, when 
he was eight years old, Felix Sater and his family emigrated from Moscow to Brighton Beach. 
According to the FBI, his father—who was convicted for extorting local restaurants, grocery 
stores, and a medical clinic—was a Mogilevich boss. Sater tried making it as a stockbroker, but 
his career came to an abrupt end in 1991, after he stabbed a Wall Street foe in the face with a 
broken margarita glass during a bar fight, opening wounds that required 110 stitches. (Years later, 
in a deposition, Trump downplayed the incident, insisting that Sater “got into a barroom fight, 
which a lot of people do.”) Sater lost his trading license over the attack, and served a year in 
prison. 
In 1998, Sater pleaded guilty to racketeering—operating a “pump and dump” stock fraud in 
partnership with alleged Russian mobsters that bilked investors of at least $40 million. To avoid 
prison time, Sater turned informer. But according to the lawsuit against Bayrock, he also resumed 
“his old tricks.” By 2003, the suit alleges, Sater controlled the majority of Bayrock’s shares—and 
proceeded to use the firm to launder hundreds of millions of dollars, while skimming and 
extorting millions more. The suit also claims that Sater committed fraud by concealing his 
racketeering conviction from banks that invested hundreds of millions in Bayrock, and that he 
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threatened “to kill anyone at the firm he thought knew of the crimes committed there and might 
report it.” In court, Bayrock has denied the allegations, which Sater’s attorney characterizes as 
“false, fabricated, and pure garbage.” 
By Sater’s account, in sworn testimony, he was very tight with Trump. He flew to Colorado with 
him, accompanied Donald Jr. and Ivanka on a trip to Moscow at Trump’s invitation, and met with 
Trump’s inner circle “constantly.” In Trump Tower, he often dropped by Trump’s office to pitch 
business ideas—“just me and him.” 
Trump seems unable to recall any of this. “Felix Sater, boy, I have to even think about it,” he told 
the Associated Press in 2015. Two years earlier, testifying in a video deposition, Trump took the 
same line. If Sater “were sitting in the room right now,” he swore under oath, “I really wouldn’t 
know what he looked like.” He added: “I don’t know him very well, but I don’t think he was 
connected to the mafia.” 
Trump and his lawyers say that he was unaware of Sater’s criminal past when he signed on to do 
business with Bayrock. That’s plausible, since Sater’s plea deal in the stock fraud was kept secret 
because of his role as an informant. But even after The New York Times revealed Sater’s criminal 
record in 2007, he continued to use office space provided by the Trump Organization. In 2010, he 
was even given an official Trump Organization business card that read: FELIX H. SATER, 
SENIOR ADVISOR TO DONALD TRUMP.  
In 2013, police burst into Unit 63A of Trump Tower and rounded up 29 suspects in a $100 
million money-laundering scheme.  
Sater apparently remains close to Trump’s inner circle. Earlier this year, one week before 
National Security Advisor Michael Flynn was fired for failing to report meetings with Russian 
officials, Trump’s personal attorney reportedly hand-delivered to Flynn’s office a “back-channel 
plan” for lifting sanctions on Russia. The co-author of the plan, according to the Times: Felix 
Sater. 
In the end, Trump’s deals with Bayrock, like so much of his business empire, proved to be more 
glitter than gold. The international projects in Russia and Poland never materialized. A Trump 
tower being built in Fort Lauderdale ran out of money before it was completed, leaving behind a 
massive concrete shell. Trump SoHo ultimately had to be foreclosed and resold. But his Russian 
investors had left Trump with a high-profile property he could leverage. The new owners 
contracted with Trump to run the tower; as of April, the president and his daughter Ivanka were 
still listed as managers of the property. In 2015, according to the federal financial disclosure 
reports, Trump made $3 million from Trump SoHo. 

 
In April 2013, a little more than two years before Trump rode the escalator to the ground floor of 
Trump Tower to kick off his presidential campaign, police burst into Unit 63A of the high-rise 
and rounded up 29 suspects in two gambling rings. The operation, which prosecutors called “the 
world’s largest sports book,” was run out of condos in Trump Tower—including the entire fifty-
first floor of the building. In addition, unit 63A—a condo directly below one owned by Trump—
served as the headquarters for a “sophisticated money-laundering scheme” that moved an 
estimated $100 million out of the former Soviet Union, through shell companies in Cyprus, and 
into investments in the United States. The entire operation, prosecutors say, was working under 
the protection of Alimzhan Tokhtakhounov, whom the FBI identified as a top Russian vor closely 
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allied with Semion Mogilevich. In a single two-month stretch, according to the federal indictment, 
the money launderers paid Tokhtakhounov $10 million. 
Tokhtakhounov, who had been indicted a decade earlier for conspiring to fix the ice-skating 
competition at the 2002 Winter Olympics, was the only suspect to elude arrest. For the next seven 
months, the Russian crime boss fell off the radar of Interpol, which had issued a red alert. Then, in 
November 2013, he suddenly appeared live on international television—sitting in the audience at 
the Miss Universe pageant in Moscow. Tokhtakhounov was in the VIP section, just a few seats 
away from the pageant owner, Donald Trump. 

 
Alimzhan Tokhtakhounov. Dmitry Korotayev/Epsilon/Getty 

After the pageant, Trump bragged about all the powerful Russians who had turned out that night, 
just to see him. “Almost all of the oligarchs were in the room,” he told Real Estate Weekly. 
Contacted by Mother Jones, Tokhtakhounov insisted that he had bought his own ticket and was 
not a VIP. He also denied being a mobster, telling The New York Times that he had been indicted 
in the gambling ring because FBI agents “misinterpreted his Russian slang” on their Trump 
Tower wiretaps, when he was merely placing $20,000 bets on soccer games. 
Both the White House and the Trump Organization declined to respond to questions for this story. 
On the few occasions he has been questioned about his business entanglements with Russians, 
however, Trump has offered broad denials. “I tweeted out that I have no dealings with Russia,” he 
said at a press conference in January, when asked if Russia has any “leverage” over him, financial 
or otherwise. “I have no deals that could happen in Russia, because we’ve stayed away. And I 
have no loans with Russia. I have no loans with Russia at all.” In May, when he was interviewed 
by NBC’s Lester Holt, Trump seemed hard-pressed to think of a single connection he had with 
Russia. “I have had dealings over the years where I sold a house to a very wealthy Russian many 
years ago,” he said. “I had the Miss Universe pageant—which I owned for quite a while—I had it 
in Moscow a long time ago. But other than that, I have nothing to do with Russia.” 
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But even if Trump has no memory of the many deals that he and his business made with Russian 
investors, he certainly did not “stay away” from Russia. For decades, he and his organization have 
aggressively promoted his business there, seeking to entice investors and buyers for some of his 
most high-profile developments. Whether Trump knew it or not, Russian mobsters and corrupt 
oligarchs used his properties not only to launder vast sums of money from extortion, drugs, 
gambling, and racketeering, but even as a base of operations for their criminal activities. In the 
process, they propped up Trump’s business and enabled him to reinvent his image. Without the 
Russian mafia, it is fair to say, Donald Trump would not be president of the United States. 
Semion Mogilevich, the Russian mob’s “boss of bosses,” also declined to respond to questions 
from the New Republic. “My ideas are not important to anybody,” Mogilevich said in a statement 
provided by his attorney. “Whatever I know, I am a private person.” Mogilevich, the attorney 
added, “has nothing to do with President Trump. He doesn’t believe that anybody associated with 
him lives in Trump Tower. He has no ties to America or American citizens.” 
Back in 1999, the year before Trump staged his first run for president, Mogilevich gave a rare 
interview to the BBC. Living up to his reputation for cleverness, the mafia boss mostly joked and 
double-spoke his way around his criminal activities. (Q: “Why did you set up companies in the 
Channel Islands?” A: “The problem was that I didn’t know any other islands. When they taught 
us geography at school, I was sick that day.”) But when the exasperated interviewer asked, “Do 
you believe there is any Russian organized crime?” the “brainy don” turned half-serious. 
“How can you say that there is a Russian mafia in America?” he demanded. “The word mafia, as 
far as I understand the word, means a criminal group that is connected with the political organs, 
the police and the administration. I don’t know of a single Russian in the U.S. Senate, a single 
Russian in the U.S. Congress, a single Russian in the U.S. government. Where are the connections 
with the Russians? How can there be a Russian mafia in America? Where are their connections?” 
Two decades later, we finally have an answer to Mogilevich’s question.  
Craig Unger is a contributing editor at Vanity Fair and the author of several books, including 
House of Bush, House of Saud. 

Copyright 2017 © New Republic. All rights reserved. 
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From: Mohammad Shafiq Hamdam 
Sent: Thursday, February 2, 2017 2:17 PM
Subject: For President Trump: The Art of the Deal with Afghanistan’s Mess /The Huffington Post

Dearest  fellows and friends,

I trust this email finds you in good health. Here, I would like to share my latest analysis and policy 
recommendations for the new administration about Afghanistan. This piece is published by The 
Huffington Post. 

The Art of the Deal with Afghanistan’s Mess 

The U.S. finds itself at the right place, at the right time, but it has chosen the wrong individuals 
as partners. Partnership with Afghanistan is vital to the U.S., and it’s endorsed by the Afghans 
through a lengthy and democratic process. Emerging threats of ISIL, Russia’s aggressive 
strategy, China’s vision of dominance for the region, and Pakistan as a fragile nuclear state 
require a significant U.S. and NATO presence in the region.....
http://www.huffingtonpost.com/mohammad-shafiq-hamdam/the-art-of-the-deal-with-
b 14564890.html 

Best, 
Shafiq 
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From: Curt Klun >
Sent: Saturday, December 31, 2016 7:12 PM
To: Padden, Thomas (OCDETF);Holtyn, Lisa (OCDETF)
Subject: Washington Post Article on Hiring Freeze

Hi Tom and Lisa, 

Interesting article in the Post: Federal agencies rush to fill job openings before Trump takes office Jan. 
20. Apparently there was an agreement for no new hires as of 1 December.

All that we can do is keep bending with the wind. 

Happy New Year! 

Curt 
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From: Mohammad Shafiq Hamdam 
Sent: Tuesday, November 15, 2016 5:23 AM
Subject: یا خلیل زاد به کاخ سفید برخواهد گشت؟آ: صبح ۸روزنامه  Dari OpeD about president-elect 

Trump's cabinet
Attachments: یا خلیل زاد به کاخ سفید برخواهد گشت؟آ  .docx

 صبح به نشر رسيده خدمت تان تقديم ميدارم. ٨درودو و سلام خضور دوستان و همکاران نهايت گرامی، اينک يک مقاله تحليلی ام را در مورد کابينه آقای ترامپ که در 

زاد به کاخ سفيد برخواهد گشت؟آيا خليل
آقای ترامپ تحت گروه انتقال قدرت رئيسجمهور منتخب ايالاتمتحده آمريکا دونالد ترامپ با جديت مصروف جمعآوری فهرست مقامات ارشد حکومت آمريکا هستند. 

   ...  ايد.اراکين بلندپايه حکومت خويش را تا چند هفته آينده انتخاب و تعيين نم ۴٠٠٠مديريت معاون رياست جمهوری، آقای مايک پنس بايد 

در سمت ارشدترين عضو کابينه ايالاتمتحده برای آقای ترامپ عاری از چالش نخواهد بود و حتی به يک نحوه عقبگرد موقف  خليلزاد به حيث يک مسلمان   تعيين آقای
   اما ... آقای ترامپ نيز پنداشته خواهد شد،

 http://8am.af/1395/08/25/khlilzad-with-house-us-america/ 

 با احترام
 شفيق

@shafiqhamdam 
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 ؟گشت برخواھد سفید کاخ بھ زادخلیل آیا  

 
آوری فھرست مقامات ارشد حکومت متحده آمریکا دونالد ترامپ با جدیت مصروف جمعجمھور منتخب ایالاترئیستیم انتقال قدرت 

حکومت خویش را تا اراکین بلندپایھ  ۴۰۰۰آمریکا ھستند. آقای ترامپ تحت مدیریت معاون ریاست جمھوری، آقای مایک پنس باید 
  .چند ھفتھ آینده انتخاب و تعیین نماید

 
تن ایشان  ۳۵۳تن این اراکین وزرا، معینان، روسای ادارات مستقل و سفرا ھستند کھ بھ اخذ رأی اعتماد سنا ضرورت دارند.  ۱۲۱۲

رمندان ارشد اجرایوی آقای ترامپ تن ایشان از کا ۶۸۰کارمندان کاخ سفید ھستند کھ در ادارات فدرال مصروف خدمت خواھند بود. 
ھای مسلکی و فنی تعیین ھای پالسی سازی و کارھای اداری و باقی کارمندان ایشان در پستتن دیگر ایشان در پست ۱۴۰۳ھستند، 

 .خواھند شد
  

حکومت و توانند کھ با مرور فھرست تعیینات اعضای کابینھ حکومت آقای ترامپ در مورد سیاسیون و تحلیلگران امور می
پست کلیدی حکومت دارای حائز اھمیت است، اما در میان کابینھ وزارت  ۱۲۱۲ تمام ھای آینده ایشان حدس بزنند. باوجوداینکھفعالیت

متحده آمریکا از اھمیت بسزایی برخوردار است. تعیین آقای زلمی خلیلزاد بھ حیث یک افغان تبار آمریکایی در چنین خارجھ ایالات
  .متحده خواھد بودھ تنھا مایھ افتخار بھ ھواداران ایشان است، بلکھ این اقدام توأم با پیامدھای مثبت برای حکومت ایالاتپست کلیدی ن

جمھور تر از ساختارھای مشابھ کشورھای جمھوری است. باوجوداینکھ معاون رئیسمتحده آمریکا متفاوتساختار دولت فدرال ایالات
ھا بسیار آشکار یک سمت سمبولیک است. نقش وزیر خارجھ در تمام دولتنقش بارز دراد، اما اغلبا اینمتحده یک در حکومت ایالات

ترین ، وزیر خارجھ بزرگجمھوررئیسرود و بعد از متحده امریکا اھمیت وزارت خارجھ بسیار حیاتی بشمار میاست، اما در ایالات
 .نقش را بھ عھده دارد

 
متحده توان نادیده گرفت و یاھم منحصر بھ جغرافیای ایالاتنمی برقدرت سیاسی، اقتصادی و نظامینقش آمریکا را بھ حیث یک ا

تواند کھ بر چندین شود و تغییرات در ھر کشور میآھستھ بھ یک قریھ مبدل میشدن، دنیا آھستھشمرد. باوجوداینکھ در عصر جھانی
امریکا نھ تنھا  جمھوررئیسدر آمریکا فراگیرتر است. بھ ھمین منظور انتخاب کشور تأثیر گزار باشد، اما تأثیرات ھر نوع تغییرات 

ھا، بلکھ برای ھمکاران و رقیبان این کشور از اھمیت خاص برخوردار است. اما خارج از آمریکا نقش وزیر خارجھ برای آمریکایی
  .این کشور بھ مردم بسیار مھم است

 
اند، بلکھ باعث تغیرات وسیع متحده نقش داشتھیرات جدی پالسی و راھبردھای خارجی ایالاتوزرای خارجھ آمریکا نھ تنھا کھ در تغی

) کھ یکی از مؤسسین ۱۹۴۹-۱۹۴۷متحده آمریکا (طور مثال، جورج مارشال وزیر خارجھ ایالاتاند. بھدر منطقھ و جھان نیز شده
اح پلان مارشال برای احیایی مجدد اروپا بعد از جنگ جھانی دوھم حال بھ حیث طردرعینشمرده میشود پیمان آتلانتیک شمالی (ناتو) 

پنگ توانست کھ در ) کھ در اجرای سیاست معروف بھ دیپلماسی پینگ۱۹۷۷-۱۹۷۳نیز شھرت دراد. آقای ھنری کیسینجر (
ھای استراتژیک میان حمتحده آمریکا و چین را حفظ کند. کیسینجر در جلوگیری و محدودسازی سلادشوارترین شرایط رابطھ ایالات

ی کشنده جلوگیری کند و بالاخره برای خاتمھ بحران و جنگ خونین ویتنام آمریکا و شوروی با موفقیت توانست کھ از یک جنگ ھستھ
متحده دست آوردند. پس وزرای خارجھ ایالاتاش آقای لھ دوک تو بھ توانست کھ جایزه صلح نوبل را یکجا با ھمتای ویتنامی 

تواند کھ تجربھ در این سمت مھم میھای حیاتی را در منطقھ و جھان بازی کنند. اما برخلاف حضور یک شخص کمنند کھ نقشتوامی
 .باعث ناامنی منطقھ و جھان شود

مثابھ یک ھای خارجی و دیپلماسی بھبھ شمول ھنری کیسینجر و جورج مارشال بعض از وزرای خارجھ آمریکا در عرصھ پالسی 
ھای خارجی و تعیینات وزیر خارجھ و متحده ھمیشھ پالسیجھان شھرت دارند. بھ ھمین منظور رقیبان و دوستان ایالات مکتب در

  .کنندمتحده آمریکا را با جدیت کامل پیگیری میتقرری سفرای ایالات
 

ھایی نشده، اما در میان اسامی این منتخب آمریکا تا ھنوز ن جمھوررئیسباوجوداینکھ فھرست نشر شده کابینھ آقای دونالد ترامپ 
  :کاندیدان اسم آقای خلیلزاد یک موضوع بسیار جالب است. از افراد ذیل در این فھرست نامبرده شده

جان بولتون سفیر سابق آمریکا در سازمان ملل، باب کراکر عضو ارشد کمیسیون امور خارجی مجلس سنا، نیوت گینگریچ رئیس 
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خلیلزاد، سفیر سابق  مک کریستال فرمانده عمومی نیروھای ناتو در افغانستان و دکتر زلمی جنرال استنلیسابق مجلس نمایندگان، 
  .متحده امریکا ھستندآمریکا در افغانستان، عراق و سازمان ملل متحد ازجملھ کاندیدان مطرح وزارت خارجھ ایالات

 
رشناس و مجرب را شناسایی کنند. کاندیدان احتمالی وزارت خارجھ از توانند کھ در یک نگاه این افراد سآگاھان امور آمریکا می

متحده ھستند. باوجوداینکھ ھمھ افراد مذکور در این فھرست از تحصیلات ھای امور سیاسی، روابط خارجی و امینت ملی ایالاتنخبھ
انتخاب ایشان بھ حکومت آقای ترامپ از خلیلزاد دارای اوصاف است کھ  و تجارب عالی برخوردار ھستند، اما میان ایشان آقای 

 .بھترین و پر چالش ترین انتخاب خواھد بود

  

ترین متحده امریکا در افغانستان و عراق با این دو بزرگخلیلزاد کھ یک آمریکایی افغان تبار است بھ حیث سفیر سابق ایالات آقای 
خلیلزاد از خاورمیانھ، آسایی جنوبی و آسیای مرکزی  ن است. آقای متحده آمریکا آشناتر از دیگرامأموریت نظامی و سیاسی ایالات

فارس شناخت بسیار عمیق دارد. او دانش آموختھ دانشگاه آمریکایی در بیروت است، جای کھ با سران سیاسی و پرنفوذ عرب و خلیج
و عراق با کشورھای ھمسایھ منطقھ در  متحده آمریکا در افغانستانآشنایی حاصل کرد. در زمان مأموریت اش بھ حیث سفیر ایالات

متحده آمریکا در سازمان ملل متحد و شورای این دو کشور آشنایی کامل و روابط حساس برقرار نمود. او بھ حیث نماینده دائمی ایالات
متحده رقیب بزرگ ایالاتامینت این سازمان نھ تنھا روابط تنگاتنگ با جھان ایجاد کرد، بلکھ توانست کھ با بسیار زیرکی در مقابل دو 

ھای دیپلماتیک دفاع نموده ضامن حفظ موقف ھا و مھارتاش با ایجاد ائتلافالمللیچون، روسیھ و چین از منافع آمریکا و متحدین بین
  .و منافع امریکا در شورای امنیت سازمان ملل متحد گردد

 
متحده آمریکا رد محدودیت مھاجرت و سفر مسلمانان بھ ایالاتاش در موھای آقای ترامپ در جریان کارزارھای انتخاباتیصحبت

ھای بعض از رھبران مسلمانان جھان و حتی سیاسیون آمریکا را برانگیختھ و اظھارات ایشان روابط اش را با بعض از حساسیت
توافق جامع و نھایی . از سوی دیگر موقف آقای ترامپ برای باطل ساختن ه استدار نمودکشورھای اسلامی تا یک حدی خدشھ

ھای بعض از کشورھا عنوان "برنامھ جامع اقدام مشترک یا برجام" معروف است، باعث نگرانیای میان ایران و آمریکا کھ بھھستھ
 .در منطقھ و جھان شده است

ای ترامپ ادامھ پس در چنین وضعیت بدون شک کھ حکومت جدید بھ آقای خلیلزاد ضرورت دارد و او بھ ھمکاری اش با اداره آق 
چون ایشان نھ تنھا بھ لسان ھا، فرھنگ، رسوم و سیاست این کشورھا آشنایی کامل دارد، اما در عین حال او با آگاھی و  خواھد داد.

تواند کھ بھ حیث وزیر خارجھ روابط حکومت آقای ترامپ را با روابط کھ با جھان اسلام، غرب و متحدین نزدیک آمریکا دارد می
  .آمیز تطبیق کندھای دیپلماتیک و صلحمتحده را از راهرھا ترمیم نموده و راھبردھای ایالاتاین کشو

 
آقای ترامپ عاری از چالش نخواھد بود  رایب متحدهعضو کابینھ ایالات ارشدتریندر سمت  یک مسلمان خلیلزاد بھ حیث  تعیین آقای 

حیث یک مسلمان، افغان  ایشان در این سمت بھشتھ خواھد شد. اما انتخاب گرد موقف آقای ترامپ نیز پنداو حتی بھ یک نحوه عقب
کار و بھ حیث یک دیپلمات مجرب کھ از جنگ سرد تا جنگ علیھ تروریزم، از خواه محافظھھا و جمھوریتبار آمریکایی، از اقلیت

متحده امریکا خدمت نموده، میتواند لت ایالاتھای ارشد دوزمان ریاست جمھوری رونالد ریگن، تا برنده شدن دونالد ترامپ در پست
ھای ملی و بین اللمی در مورد موقف و دیدگاه کھ با این اوصاف التیام بعض از جریحھ ھای مبارزات انتخاباتی شده و بھ پرسش

ه آقای خلیلزاد را در تواند کھ جایگامنتخب دونالد ترامپ یک پاسخ بسیار واضح ارائھ کند. اما زمان بھتر و بیشتر می جمھوررئیس
 ھر نقش را کھ در بدون شک حکومت آقای ترامپ آشکار نموده و بھ این سؤالات پاسخ دھد کھ نقش بعدی ایشان چی خواھد بود.

    گزار خواھد بود.حضور ایشان در کنار آقای ترامپ بر روابط افغانستان تاثیر ، امادبازی کن آمریکا جدید اداره
 

   
  عال مدنی، نویسنده و پژوھشگر امور سیاسی است.محمد شفیق ھمدم ف

    http://www.fb.com/shafiq.hamdamو  shafiqhamdam @تماس با نویسنده 
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From: Holtyn, Lisa (OCDETF)
Sent: Thursday, November 10, 2016 3:39 PM
To: Maxey, Peter (OCDETF)
Subject: Hmmm

https://www.washingtonpost.com/world/moscow‐had‐contacts‐with‐trump‐team‐during‐campaign‐russian‐diplomat‐
says/2016/11/10/28fb82fa‐a73d‐11e6‐9bd6‐184ab22d218e story.html?wpisrc=nl most‐draw10&wpmm=1 
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From: Holtyn, Lisa (OCDETF)
Sent: Thursday, October 27, 2016 5:48 PM
To: Kelly, Thomas (OCDETF)
Subject: Economist Article on Putin

Thought you’d appreciate this article from the Economist. 

IN JANUARY 1933, after months of rebuffs, the American poet Ezra Pound finally 
secured a meeting with Benito Mussolini, his idol, in Rome. Flicking through his 
admirer’s poems—and possibly distracted by the presence of a pretty young English 
teacher—Mussolini politely described them as divertente, or amusing. Pound chose to 
interpret this nicety as evidence of il Duce’s genius and appreciation of his own; his 
ruinous devotion to him intensified. In perhaps the weirdest subplot of America’s wild 
presidential election, an offhand comment by Vladimir Putin seems to have had a 
similar effect on Donald Trump.  

This is a season of conspiracy theories. In certain corners of the internet it is an item of 
faith that Hillary Clinton enabled the attack on Benghazi, to cover up illicit arms sales to 
terrorists. Analysis of Mr Trump’s attitude to Mr Putin can veer into the thrilleresque 
too. Yet there is a pattern in his remarks that, as polling day nears, deserves scrutiny. 
Tracing it lays bare his slipshod policymaking, even if his motives remain opaque. 

The “bromance”, to use Barack Obama’s term, was fuelled by Mr Putin’s reference, in 
December, to Mr Trump as yarki, or colourful, which he mistranslates as “brilliant”. But 
Mr Trump’s obeisances began even before this imaginary compliment. In a stark 
example of his habit of disparaging America, he compares Mr Putin’s strength and 
leadership favourably with Mr Obama’s, deflecting complaints about Russia’s human-
rights record with the gibe that “our country does plenty of killing also.” Recently, he 
said that, should he win the election, he might fix a meeting with Mr Putin before his 
inauguration. (That would evidently be their first, despite his intimations that they have 
talked before. For example, after the Miss Universe pageant in Moscow in 2013, Mr 
Trump claimed Mr Putin “could not have been nicer.”) 

Lieutenant-General Keith Kellogg, one of his national-security advisers, optimistically 
describes this approach to Mr Putin as “Reaganesque”: “You can’t talk down to him,” 
he says. Major-General Bert Mizusawa, another adviser, maintains that Mr Trump’s 
praise for the Russian president’s strength “doesn’t mean he agrees with all of his 
policies”. If his warmth were confined to generalities, that rationale might seem 
plausible. The trouble is that—even allowing for his ignorance and incoherence, as 
when he seemed to imply that Russia had not invaded Ukraine—his statements have 
touched on specific, vital issues, often alarmingly. 
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Such as NATO, probably Mr Putin’s greatest bugbear. To remind, Mr Trump has said 
the alliance is “obsolete”, upsetting Europeans by casting doubt on its mutual-defence 
commitment. It might depend, he has said, on an embattled nation’s defence 
expenditure. Or consider his record on Ukraine, another of Mr Putin’s preoccupations. 
Mr Trump has countenanced the idea of easing the sanctions imposed after Russia’s 
illegal seizure of Crimea, an annexation he has indicated he may recognise. He denies 
any role in the machinations at the Republican National Convention that blocked a 
pledge to provide weapons to Ukraine from the party platform; but, says Rachel Hoff, a 
delegate who was at the relevant meeting, members of his team were “absolutely” 
responsible. 

According to Lieut-General Kellogg, Mr Trump “wants to leave his options open” on 
Ukraine, considering it unwise “to start from an adversarial position”: his much-vaunted 
negotiating prowess is a catch-all excuse for otherwise indefensible pronouncements. 
The fanciful goal is to “make a great deal for our country”, in Mr Trump’s words, in 
which old enmities will be buried and Russia helps see off Islamic State. (Bilateral 
deals are Mr Putin’s favourite form of engagement; doing them with Western 
businessmen-politicians is one of his specialities.) If that is his purpose, Mr Trump is 
being uncharacteristically selfless, because his chumminess has no obvious electoral 
benefit. Unlike some of his other unorthodox views, such as his protectionism, beyond 
a few extreme nationalists who misguidedly revere Mr Putin there are far more votes to 
be lost than won by cosying up to him. 

Indeed, the risks for Mr Trump have risen as the campaign progressed, and even as 
he has finessed other awkward commitments. After Mike Pence said that “provocations 
by Russia [in Syria] need to be met with American strength,” Mr Trump disagreed—
preferring to slap down his running-mate rather than rebuke Mr Putin for his barbarities 
in Aleppo. Astonishingly, he appeared to invite Russia to raid his opponent’s e-mails 
(“dry humour”, says Major-General Mizusawa). Yet he disputes the judgment of 
American intelligence agencies that Russian hackers, authorised by the country’s 
“senior-most officials”, were behind the intrusion into the Democratic National 
Committee’s servers. “Our country has no idea,” he insists. 

All this led a former overseer of the CIA to label Mr Trump an “unwitting agent” of the 
Kremlin. Madeleine Albright, a former secretary of state, chose Lenin’s phrase: she 
called him a “useful idiot.” 

Cui bono? 

What is going on? A popular view is that Mr Putin, whose aversion to Mrs Clinton is 
plain, is trying to lever Mr Trump into the White House, just as he supports isolationists 
in Europe. Witness the strategically timed publication of hacked e-mails by WikiLeaks 
and others. That may overstate the Kremlin’s ambition, assigning it greater clout than it 
wields: “We’re making them ten feet tall”, worries Fiona Hill of the Brookings Institution. 
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Rather than altering the election’s outcome, reckons an American administration 
official, the aim may be to spread uncertainty about the process. That would avenge 
American criticism of Russian elections, discredit future admonishments and sully 
democracy itself. This race, Dmitry Kiselev, Mr Putin’s chief propagandist, recently 
assured his TV audience, “can’t be called free and democratic”. 

So much for Mr Putin; how about Mr Trump? He may feel a natural affinity for a fellow 
authoritarian, who shares his indifference to truth and his tastes for earthy language 
and humiliation as a political tool. His conciliations have also been linked to the alleged 
leanings of his staff. Some of those connections turned out to be flimsy, such as the 
Kremlin-friendly unknown named as an adviser by Mr Trump but soon disavowed by 
his campaign. One was substantial: Paul Manafort, the campaign manager who quit in 
August amid controversy over his ties to Viktor Yanukovych, the disgraced ex-
president of Ukraine who has been given refuge in Russia. 

Time for active measures 

Mr Trump’s business interests have cropped up as well. In 2008 Donald junior told 
eTurboNews that “Russians make up a pretty disproportionate cross-section of a lot of 
our assets.” Possibly he was thinking of condominium sales (“I guess probably I sell 
condos to Russians, okay?”, his father has allowed); or of the Russian and ex-Soviet 
financiers involved in some Trump-branded properties. But the income from such 
projects is relatively small: most of Mr Trump’s revenue comes from older 
developments. He says he has no investments in Russia, which such records as are 
publicly available seem to confirm, nor any Russian loans. His most lucrative contact 
may have been the sale of a mansion in Palm Beach to a Russian tycoon. 

In the past, however, the Trumps longed to break into the Moscow property market. 
And, for all their unfamiliarity with geopolitics, they have grasped the rudiments of 
Russian capitalism. “It is a question of who knows who,” Donald junior noted, adding 
that “what it is they want to happen is ultimately what happens.” Mr Trump’s campaign 
did not respond to questions about his business plans, so whether that insight might 
inform his Russian stance is unclear. So is where—on a scale from seismic scandal to 
venality to naive narcissism—it belongs. Still, as Mr Trump said of someone else, his 
stubborn, illogical devotion to Mr Putin has made it seem as if “there is something 
going on with him that we don’t know about.” 
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From: Holtyn, Lisa (OCDETF)
Sent: Wednesday, July 27, 2016 5:43 PM
To: 'Lisa'
Subject: Russia articles

This message has been archived. 

https://www.washingtonpost.com/politics/trump-invites-russia-to-meddle-in-the-us-presidential-race-
with-clintons-emails/2016/07/27/a85d799e-5414-11e6-b7de-dfe509430c39_story.html?hpid=hp_rhp-top-
table-main_russiacampaign-420pm%3Ahomepage%2Fstory 

https://www.washingtonpost.com/news/the-fix/wp/2016/07/27/the-other-remarkable-pro-russia-thing-
that-donald-trump-just-said/?hpid=hp_rhp-top-table-main_fix-trump-crimea-
445pm%3Ahomepage%2Fstory 
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From: Holtyn, Lisa (OCDETF)
Sent: Monday, July 18, 2016 5:51 PM
To: Lisa Holtyn
Subject: Russia article

This message has been archived. 

https://www.washingtonpost.com/opinions/global-opinions/trump-campaign-guts-gops-anti-russia-
stance-on-ukraine/2016/07/18/98adb3b0-4cf3-11e6-a7d8-13d06b37f256_story.html?hpid=hp_no-
name_opinion-card-a%3Ahomepage%2Fstory 
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