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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

JUDICIAL WATCH, INC.,

Plaintiff,
V. Civil Action No. 15-cv-0785

REX TILLERSON, in his official capacity as
Secretary of State,

Defendant.

CAUSE OF ACTION INSTITUTE,
Plaintiff,

V. Civil Action No. 15-cv-1068

REX TILLERSON, in his official capacity as
Secretary of State, and DAVID S. FERRIERO,
in his official capacity as Archivist of the
United States,

Defendants.

S T i i i i

DECLARATION OF E. W. PRIESTAP
FEDERAL BUREAU OF INVESTIGATION

(U) I, E.W. Priestap, hereby declare and say:

L (U) I have been a Special Agent with the Federal Bureau of Investigation (FBI)
for eighteen (18) years. I was assigned to the Counterintelligence Division at FBI Headquarters
as the Assistant Director in December 2015. Before then, I served as the Deputy Assistant
Director of the Intelligence Operations Branch in the Directorate of Intelligence at FBI

Headquarters. Prior to that, I was named Special Agent in Charge of the Counterintelligence
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Division in the New York Field Office in 2013, where I supported counterterrorism and
counterintelligence operations since 2006 as a Supervisory Special Agent.

2. (U) On July 10, 2015, the FBI initiated a full investigation based upon a referral
from the US Intelligence Community Inspector General (ICIG), submitted in accordance with
Section 811(c) of the Intelligence Authorization Act of 1995 and dated July 06, 2015, regarding
the potential unauthorized transmission and storage of classified information on the personal e-
mail server of former Secretary of State Hillary Clinton (Clinton). In my capacity as the
Assistant Director assigned to counterintelligence and counterespionage matters, I supervised the
Clinton investigation. | make this declaration to provide the Court with background information
regarding investigative efforts taken to obtain repositories of e-mail which would assist the FBI
in reviewing the potential unauthorized transmission and storage of classified information. The
information stated herein is based on my personal knowledge, my review and consideration of
documents and information available to me in my official capacity, and information furnished to
me by Special Agents and other employees of the FBI.

INVESTIGATIVE ACTIONS TAKEN TO ACQUIRE REPOSITORIES OF E-MAIL

2. (U) A primary focus of the FBI’s investigative efforts was the recovery of non-
governmental e-mail repositories used by Clinton during her tenure as Secretary of State. In
furtherance of its investigation, the FBI acquired or sought access to computer equipment and
mobile devices used during the former Secretary’s tenure in order to forensically review items
and obtain evidence to evaluate the potential unauthorized transmission and storage of classified
information. Although this Declaration provides a general overview of the FBI’s investigative
efforts, much more detailed information on specific investigative actions and specific computer

equipment and mobile devices can be found in the Clinton E-Mail Investigation: Mishandling of
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Classified — Unknown Subject of Country (SIM) Letterhead Memorandum (LHM), of which an
unclassified and publically available version is attached to this declaration for review.'

A. Clinton’s Personal E-Mail Server Systems

4. (U) Prior to January 21, 2009, when she was sworn in as the U.S. Secretary of
State, Clinton used a personally-acquired BlackBerry device with service initially from Cingular
Wireless and later AT&T Wireless, to access her personal e-mail accounts. Clinton initially used
the e-mail address hrl1 5@mycingular.blackberry.net and then changed to
hr15@att.blackberry.net. These e-mail addresses continued to be utilized for a brief time during
Clinton’s tenure (January 21, 2009 until March 18, 2009). The FBI's investigation only
concerned the potential unauthorized transmission and storage of classified information on the
personal e-mail server during former Secretary Clinton’s tenure at the Department of State
(DOS). Initially, an investigative emphasis was placed on obtaining early tenure e-mails in order
to understand the circumstances for deciding to use the private e-mail server. As described in
greater detail below, the FBI primarily sought to obtain the actual devices used by Clinton to
facilitate e-mail, such as BlackBerrys, as well as any archived repositories of Secretary Clinton’s
e-mails, through consensual agreement. The FBI also obtained Grand Jury subpoenas related to
the Blackberry e-mail accounts, which produced no responsive materials, as the requested data
was outside the retention time utilized by those providers. The FBI did not recover any
information indicating that Clinton sent an e-mail from her hr15@mycingular.blackberry.net or

hr15@att.blackberry.net e-mails after March 18, 2009.

! The attached LHM is the unclassified version publically available on the FBI's website, which has classified
information and personal identifying information redacted in accordance with statutory obligations. See
https://vault.fbi.gov/hillary-r.-clinton.
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5. (U) In mid-to-late January 2009, Clinton transitioned to the
hdr22@clintonemail.com account, which utilized a newly-created private domain for e-mail
initially hosted on a private server (the “Apple Server”) located at Clinton’s Chappaqua, New
York residence. In or around January 2009, a decision was made by Clinton’s staff to move the
clintonemail.com domain to another server because the Apple Server was antiquated and users
were experiencing problems with e-mail delivery on their BlackBerry devices.

6. (U) In or around March 2009, a second private server (the “Pagliano Server”) was
installed at the Chappaqua residence. During the installation of the Pagliano Server, Clinton’s
former staff believe all e-mail from the Apple Server was migrated, and therefore no e-mail
content should have remained on the Apple Server. Following the e-mail migration from the
Apple Server to the Pagliano Server, the Apple Server was repurposed to serve as a personal
computer for household staff at the Chappaqua residence. Sometime in 2014, and after the
Secretary’s tenure at DOS, some data from the repurposed Apple Server was transferred to a new
Apple iMac computer, and the hard drive of the old Apple Server was discarded. The FBI was
therefore unable to obtain the original Apple Server for a forensic review.

73 (U) The FBI did not seek to obtain the iMac computer for forensic review
because the device did not facilitate Secretary Clinton’s use of e-mail during her tenure. At the
request of the FBI, DOJ requested that Williams & Connolly LLP, Clinton’s private counsel,
coordinate a review of all data on the iMac to determine whether e-mail repositories from the
Apple Server were still present from the 2014 data transfer through a keyword search consisting
of terms identified by the FBI. On October 14, 2015, Williams & Connolly confirmed to DOJ
that a review of the iMac was conducted pursuant to the request and no e-mails were found

belonging to Clinton from the period of her tenure as Secretary of State. During the course of
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the investigation, the FBI found no information to indicate that the review of the iMac by
Williams & Connolly was not comprehensive and accurate.

8. (U) The successor Pagliano Server consisted of several pieces of equipment
discussed in detail in the LHM. The Pagliano Server was set to conduct a complete backup on a
Seagate external hard drive once per week, with a differential backup (a cumulative backup of all
changes occurring since the last full backup) being completed every day, and this continued from
the initial Pagliano Server installation in March 2009 until June 2011, when the external hard
drive was replaced. The external hard drive was replaced with a Cisco Network Attached
Storage (NAS) device, to store backups of the server. The FBI was unable to forensically
determine how frequently the NAS captured backups of the Pagliano Server. As discussed
further below, the FBI was able to obtain the Pagliano Server, the Seagate external hard drive,
and the NAS. The FBI’s forensic analysis of the three repositories resulted in the recovery of e-
mails and documents from within the Secretary’s tenure.

9. (U) In early 2013, because of user limitations and reliability concerns regarding
the Pagliano Server, Clinton’s staff discussed future e-mail server options through a vendor. On
or about July 18, 2013, Platte River Networks (PRN) finalized terms for a service agreement to
host e-mail services for Clinton (the “PRN Server”). Prior to finalization, on or around June 23,
2013, PRN transported the Pagliano Server to a datacenter in Secaucus, New Jersey run by
Equinix, Inc. (Equinix). The PRN Server remained at the Equinix facility until the PRN Server
and associated equipment were voluntary produced to the FBI on October 03, 2015. The
migration of the clintonemail.com domain from the Pagliano Sever to the successor PRN Server
began to occur on or around June 30, 2013, and the Pagliano and PRN Servers functioned

together at least in part until Microsoft Exchange was fully uninstalled on the Pagliano Server on
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December 03, 2013. During the migration period to the PRN Server, a portion of Clinton’s e-
mails were transferred utilizing a known commercial e-mail account. The FBI, in the course of
its investigation, was able to obtain and review these files.

10.  (U) As part of the new PRN Server, PRN configured a backup device from Datto,
Inc. (Datto), a Datto SIRIS 2000, to take multiple images of the server system daily, with a
retention period of 60 days. The Pagliano Server remained in the same server cage as the PRN
Server until it was obtained by the FBI in August 2015 via consent provided by Clinton through
Williams & Connolly. Through the investigation, the FBI was also able to obtain the PRN server
and the Datto SIRIS 2000, and to access the cloud backup of the Datto device. The FBI’s
forensic analysis of these repositories resulted in the recovery of e-mails and documents within
the Secretary’s tenure. Of note, forensic analysis of the Datto backups revealed some e-mails
associated with the time period between January 21, 2009 and March 18, 2009, none of which
were provided by Secretary Clinton because of an inability to locate the files.

B. Mobile Devices Associated with Clinton’s E-Mail Server Systems

i (U) The FBI’s investigation identified thirteen (13) total mobile devices which
potentially were used to send e-mails using Clinton’s clintonemail.com e-mail addresses. On
February 9, 2016, DOJ requested all 13 mobile devices from Williams & Connelly. Williams &
Connelly replied on February 22, 2016 that they were unable to locate any of these devices. Asa
result, the FBI was unable to acquire or directly forensically examine any of these 13 mobile
devices during the course of the investigation. The FBI was able to consensually obtain some
backup copies of devices utilized by former Secretary Clinton in the course of the investigation
from former members of Clinton’s staff. The FBI’s forensic analysis of the repositories resulted

in the recovery of e-mails and documents within the Secretary’s tenure.
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12.  (U) On October 16, 2015, Williams & Connelly provided two (2) BlackBerry
devices to the FBI and indicated the devices may contain or had previously contained e-mails
from Clinton’s personal e-mail account during her tenure as Secretary of State. FBI forensic
analysis found no evidence to indicate either of the devices provided by Williams & Connelly
were connected to one of Clinton’s personal servers or contained-mails from her personal
accounts during her tenure.

13.  (U) The FBI identified five (5) iPad devices associated with Clinton which
potentially were used to send e-mails from Clinton’s clintonemail.com e-mail addresses. The
FBI obtained three (3) of the iPads. One iPad contained three tenure e-mails from 2012 in the
hdr22@clintonemail.com “drafts” folder. The FBI did not recover any e-mails from Clinton’s
personal e-mail accounts from either of the other two iPads in its possession. The FBI did not
obtain the remaining two iPads because they were no longer in Clinton’s possession and

investigative activities indicated there was no likelihood that tenure e-mails would be present.

CONCLUSION

14. (U) The FBI undertook all reasonable and comprehensive efforts to recover e-
mails relevant to investigating the potential unauthorized transmission and storage of classified
information on the personal e-mail server of former Secretary Clinton. This effort consisted of
acquiring all potentially work-related e-mails within the former Secretary’s tenure and then
undertaking classification reviews of each identified e-mail in conjunction with U.S.
Government partners. As of July 2016, the FBI recovered several thousand unique work-related
and personal e-mails from Clinton’s tenure associated with the hdr22@clintonemail.com e-mail
address that were not provided by Williams & Connolly as part of Clinton’s production to the

Department of State (DOS). The FBI has since turned over all of these e-mails and other
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documents to DOS for agency record determination.? In connection with an unrelated pending
investigation, the FBI learned of the existence of e-mails that appeared pertinent to the Clinton
investigation and took appropriate steps to allow investigators to review those e-mails.
Investigative activities undertaken in October 2016 with respect to those e-mails resulted in
additional e-mails being discovered which may be potentially work-related. The FBI will also
provide these e-mails to the DOS for agency record determination. It is my opinion that there are
no further investigative actions that can be undertaken by the FBI to recover additional Clinton

work-related e-mails which would be meaningful to the investigation, as described above.

2 The FBI did not and could not make assessments of whether these e-mails were Department of State records under
the Federal Records Act.
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Pursuant to 28 U.S.C. § 1746, [ declare under penalty of perjury that the foregoing is true

and correct, and that Exhibit A attached hereto is a true and correct copy.

Executed this 24th day of April, 2017.

—_ -
E. W. Priestap %
Assistant Director

Counterintelligence Division
Federal Bureau of Investigation
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b7E
U.S. Department of Justice
Federal Bureau of Investigation
July, 2016
Washington, D.C.
CLINTON E-MAIL INVESTIGATION
MISHANDLING OF CLASSIFIED — UNKNOWN SUBJECT OR COUNTRY (S1M)
(Sff‘Nﬁ[ bl
b3
This repert recounts the idormation collected in this investigation, It is not intended to address potential incensistencies in, or the
validlity of, the information related herein,
b3
b7E

(U/AEH8) On July 10, 2015, the Federal Bureau of Investigation (FBI) initiated a full
investigation based upon a referral received from the US Intelligence Community Inspector
General (ICI1G), submitted 1n accordance with Section 811(c}) of the Intelligence Authorization
Act of 1995 and dated July 6, 2015, regarding the potential unauthorized transmission and
storage of classified information on the personal e-mail server of former Secretary of State
Hillary Clinton (Clinton).* The FBI's investigation focused on determining whether classified
information was transmitted or stored on unclassified systems in violation of federal criminal

? FEHFOEE) For a complcte listing of the interviews conducted. clectronic media collecied. legal process issucd. and classified c-
mails identified during this imvestigation. please refer io Appendices A-D. As background. Clinion was Sccretany of Siaie from
Januany 21. 2009 through Febmiary 1. 2013,

Pagc | of 47
FBI INFO.

CLASSIFIED BY: MNSICS ¥FB2M3-KI1 b1
S N
BEASON: 1.4 (L .C) b3

DECLASSIFY ON: 12-31-2041 BTE
OATZ . 08-135-Z015
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statutes and whether classified information was compromised by unauthorized individuals, to
include foreign governments or intelligence services, via cyber intrusion or other means.
(U/A6H0) In furtherance of its investigation, the FBI acquired computer equipment and maobile
devices, to include equipment associated with two separate e-mail server systems used by
Clinton, and forensically reviewed the items to recover relevant evidence. In response to FBI
requests for classification determinations in support of this investigation, US Intelligence
Community (USIC) agencies determined that 81 e-mail chains,>® which FBI investigation
determined were transmitted and stored on Clinton's UNCLASSIFIED personal server systems,
contained classified information ranging from the CONFIDENTIAL to TOP SECRET/SPECIAL
ACCESS PROGRAM levels at the time they were sent between 2009-2013. USIC agencies
determined that 68 of these e-mail chains remain classified. In addition, the classification
determination process administered by the US Department of State (State) in connection with
Freedom of Information Act (FOIA) litigation 1dentified approximately 2,000 additional e-mails
currently classified CONFIDENTIAL and 1 e-mail currently classified SECRET, which FBI
investi gac‘lrion determined were transmitted and stored on at least two of Clinton' s personal server
systems.

(U/A0H6) The FBI' s investigation and forensic analysis did not find evidence confirming that
Clinton's e-mail accounts or mobile devices were compromised by cyber means. However,
investigative limitations, including the FBI's inability to obtain all mobile devices and various
computer components associated with Clinton's personal e-mail systems, prevented the FBI from
conclusively determining whether the classified information transmitted and stored on Clinton's
personal server systems was compromised via cyber intrusion or other means. The FBI did find
that hostile foreign actors successfully gained access to the personal e-mail accounts of
individuals with whom Clinton was in regular contact and, in doing so, obtained e-mails sent to
or received by Clinton on her personal account.

1. (U/AFOHEY Clinton's Personal E-Mail Server Systems

A. (U FOE6) Initial I-mail Server: June 2008  March 2009

(U/FOH0) In or around 2007, Justin Cooper, at the time an aide to former President William
Jefferson Clinton (President Clinton), purchased an Apple OS X server (Apple Server) for the
sole purpose of hosting e-mail services for President Clinton's staff." Due to concern over
ensuring e-mail reliability and a desire to segregate e-mail for President Clinton's various post-
presidency endeavors, President Clinton's aides decided to maintain physical control of the
Apple Server in the Clinton residence in Chappaqua, New York (Chappaqua residence).* ™
According to Cooper, in or around June 2008, a representative from Apple installed the Apple

" (L//FO5E3 The number of classificd c-mail chains identificd may change as classification delcrmination responscs continue 1o
be relurned to the FBL

T (U/HBE0) For the purposcs of the FBI's investigation. an "c-mail chain”™ is defined as a set of c-mail responses having the
samg initial c-mail. The subject ling may be ediied in these chains to reflect the purpose of the forward or reply,

4(L/FOEE) State did not provide a determination with respect to the classification of thesc c-mails at the time they were sent.
According o State Under Seerctany of Managemeunt, Patrick Kennedy. nnclassified information provided 1o Statc in confidence
can later be considered classificd whea it 15 ~lurther assessed the disclosure of such information migii damage national scourity
ot diplomatic rclationships.” Such imformation is referred to as "up-class™ or "up-classificd.”

Pagc 2 of 47
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Server® in the basement of the Chappaqua residence.”” The FBI was unable to obtain records
from Cooper or Apple to verify the installation. At the time, Cooper was the only individual with
administrative access to the Apple Server; however, the Clinton family and their Chappaqua
residence staff had physical access to the Apple Server.™” The Apple Server initially hosted the
dor;}ari?nsnpresidentclinton.com and wjcoffice.com, which were used by President Clinton's

staff =™

(U/AOH0) Prior to January 21, 2009, when she was sworn in as the US Secretary of State,
Clinton used a personally-acquired BlackBerry device with service initially from Cingular
Wireless and later AT&T Wireless, to access her e-mail accounts.'>"* Clinton initially used the
e-mail addresses hrlS@mycingular blackberry net and then changed to

hr15@att blackberry net "' According to Cooper, in January 2009, Clinton decided to stop
using her hr15(@att.blackberry.net e-mail address and instead began using a new private domain,
clintonemail.com, to host e-mail service on the Apple Server.'® Clinton stated to the FBI that she
directed aides, in or around January 2009, to create the clintonemail com account, and as a
matter of convenience her ¢lintonemail com account was moved to an e-mail system maintained
by President Clinton's aides.'” While Cooper could not specifically recall registering the domain,
Cooper was listed as the point of contact for clintonemail com when the domain was registered
with a domain registration services company, Network Solutions, on January 13, 2009.'%"?
Clinton used her att blackberry.net e-mail account as her primary e-mail address until
approximately mid-to-late January 2009 when she transitioned to her newly created
hdr22@clintonemail.com account.”™*' The FBI did not recover any information indicating that
Clinton sent an e-mail from her hrl5¢@att blackberry.net e-mail after March 18, 2009.

(UAOH0) According to Cooper, in or around January 2009 the decision was made to move to
another server because the Apple Server was antiquated and users were experiencing problems
with e-mail delivery on their BlackBerry devices.”>>* At the recommendation of Huma Abedin,
Clinton's long-time aide and later Deputy Chief of Staff at State, in or around fall 2008, Cooper
contacted Bryan Pagliano, who worked on Clinton's 2008 presidential campaign as an
information technology specialist, to build the new server system and to assist Cooper with the
administration of the new server system.***?%?" Pagliano was in the process of liquidating the
computer equipment from Clinton's presidential campaign when Cooper contacted Pagliano
about using some of the campaign's computer equipment to replace the existing Apple Server at
Clinton' s Chappaqua residence.”?° Pagliano was unaware the server would be used by Clinton
at the time he was buildiQ% the server system; rather, he believed the server would be used by
President Clinton's staff.™ Clinton told the FBI that at some point she became aware there was a
server in the basement of her Chappaqua residence.’' However, she was unaware of the
transition from the Apple Server managed by Cooper to another server built by Pagliano and
therefore, was not involved in the transition decision.*’

B. (U FOEE) Second F-mail Server: March 2609 June 2013

¢ (LI EHE) The Apple Senver consisied of an Apple Power Macintosh G2 or G5 ower and an [P primer,
ML 1rese) [nvestigation determined vaig Y i i iniai ai :

into include
| President Clinton did not maintain an c-mail account on the Appic Server. The e-mail

domain wjcofficc com was primanily a legacy domain that contained mosthy fonwvarded c-mail.
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(U/ABH0) Between the fall of 2008 and January 2009, Pagliano requisitioned the original
hardware for the second e-mail server from Clinton's presidential campaign headquarters in
Arlington, VA * In addition to hardware acquired from Clinton's presidential campaign,
Pagliano and Cooper® purchased additional necessary equipment through commercial
vendors. 7237 In March 2009, after Pagliano had acquired all of the server equipment and
installed the necessary software, he and Cooper met at Clinton's Chappaqua residence to
physically install the server and related equipment in a server rack in the Clintons'
basement,**#

(U//FEH8) Once the new server system' was physically installed and powered on, Pagliano
began migrating the e-mail data from the Apple Server to the Pagliano-administered server
system (Pagliano Server).” Pagliano believed he “popped out” all of the e-mail from the Apple
Server and that no e-mail content should have remained on the Apple Server once the migration
took place.”' Pagliano stated to the FBI that he only transferred clintonemail.com e-mail
accounts for Abedin and 'rom the Apple Server and said he was unaware of and
did not transfer an e-mail account for Clinton > However, Cooper stated to the FBI that he
believed Clinton had a clintonemail.com e-mail account on the Apple Server, and that Abedin
did not have a clintonemail.com account on the Apple Server.”® As the FBI was unable to obtain
the original Apple Server for a forensic review for reasons explained below, the FBI cannot
determine which clintonemail com e-mail accounts were hosted on, and transferred from, the
Apple Server to the Pagliano Server.

(U/HOH0O) After the e-mail account migration was completed, Cooper changed the Mail
Exchange (MX) records® to ensure that delivery of all subsequent e-mail to or from e-mail
addresses on the presidentclinton.com and clintonemail.com domains would be directed toward
the new Pagliano Server instead of the Apple Server.™ The Pagliano Server was only used for e-
mail management, and the FBI's review of the oldest available backup image of this server,
dated JLgle 24, 2013, did not indicate that any e-mail users' files were stored on the Pagliano
Server.

(UMFOP0) In March 2009, following the e-mail migration from the Apple Server to the
Pagliapno Server the Apple Server was repurposed to serve as a personal computer for household
staff.* at Clinton's Chappaqua residence, subsequently used the
Apple Server equipment as a workstation.’ In 2014, the data on the Apple computer was
transferred to an Apple iMac computer, and the hard drive of the old Apple computer, which

#{(LMF0) Cooper ha knd was ofien responsible for reimbursing
staff for purchascs/cxperits.

" (L/FEEE) Pagliano visited Clinton's Chappaqua residence on at least thiee occasions 1o work on the server: in March 2009, 10
install the server: in June 201 1. 1o upgrade the equipment: and in January 2012, o fix a hardware issue.

H{UAPOEE) The Pagliano Server initially consisted of the following cquipment: a Dell PowerEdge 2900 server mnning
Microsoft Exchange for c-mail hosting and management. a Deli PowerEdge 1950 server running BlackBerry Enlerprise Senver
{BES) for the management of BlackBerrny devices, a Scagate external hard diive to storc backups of the Dell Powerldge 2904
senver. a Dell switch. a Cisco firewall. and a power supply.

U //FEEO} An c-mail obiained during the FBI investigation from Cooper to Clinton, indicated that in April 2009, Cooper was
prepaning to update Clinton' s BlackBerry 10 “put it 00 our ngw sysiem,”

k(L) An MX tecord determings which server will handle c-mail deliveny for a domain and is ngcessany for routing e-mail 1o its
proper destination.
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previously served as the Apple Server was discarded. On October 14, 2015, Williams &
Connolly LLP (Williams & Connolly), counsel for Clinton, confirmed to the Department of
Justice (DOIJ) that a review of the iMac was conducted, pursuant to a request by DOJ, and no e-
mails were found belonging to Clinton from the period of her tenure as Secretary of State. ™

(U/Ae88) Pagliano and Cooper both had administrative accounts on the Pagliano Server. % At
Cooper's direction, Pagliano handled all software upgrades and general maintenance.”' Cooper
described his role as “the customer service face,” and he could add users or reset passwords on
the e-mail server.”* Cooper and Pagliano both handled the acquisition and purchase of server-
related items.”’ For example, in March 2009, Cooper registered a Secure Sockets Layer (SSL)'
encryption certificate at Pagliano's direction for added security when users accessed their e-mail
from various computers and devices.”” Clinton stated she had no knowledge of the hardware,
software, or security protocols used to construct and operate the servers.”® When she experienced
technicsa?l 1ssues with her e-mail account she contacted Cooper for assistance in resolving those
1ssues.

(U//FOH0O) Pagliano stated that a complete backup of the Pagliano Server was made on a
Seagate external hard drive once a week and a differential backup™ was completed every day,
and this continued from the initial Pagliano Server installation in March 2009 until June 2011
when the external hard drive was replaced. *® As space on the hard drive ran out, backups were
deleted on a “first in, first out” basis.” In June 2011, Pagliano replaced the Seagate external hard
drive with a Cisco Network Attached Storage (NAS) device, to store backups of the server.”
The FBI was unable to forensically determine how frequently the NAS captured backups of the
Pagliano Server.

(U/FOT6) According to Pagliano, in early 2013, due to user limitations and reliability concerns
regarding the Pagliano Server, staff for Clinton and President Clinton discussed future e-mail
server options, and a search was initiated to find a vendor to manage a Clinton e-mail server”.*'
Additionally, Pagliano' s expressed desire to seek new employment contributed to the decision to
move to a new server.” A search for the new vendor was facilitated with the assistance o
Infograte, an information technology consulting company. ¢+
_ |was introduced to Clinton's Chief of Staff, Cheryl Mills, on or about January 2, 2013
through a mutual business associate.{"]:btated she worked with Mills and Pagliano to
produce a request for proposal which was used to solicit responses from multiple firms,
including Denver-based information technology firm Platte River Networks (PRN). %’ Clinton
recalled that the transition to the PRN Server was initiated by President Clinton's aides seeking a
higher level of service than could be provided by the Pagliano Server. b8 Pagliano identified
President Clinton' sl |as making the final decision to
select PRN.® In the spring of 2013, PRN negotiated the terms of the contract to host e-mail
services and eventually signed a Service Level Agreement on July 18, 2013.7"™

'( L) SSL is a security protocol used (o esiablish an enenvpied conugction between a server and anoiher maching. allowing
sensitive information such as login credentials or credit card infornmation to be transmiticd in an cncry pted format instcad of in
plain texi. SSL centificates. issued by a third-pany Certificatc Authority. are small files that musi be installed on senvers (o
cstablish scoure sessions with web browscrs.

" (L) A differeniial backup is a cunmlative backup of all changes that have occutred since the last full backup,

" (L/EQW8) The now Clinion ¢-mail server hosted ¢-mail for Clinton, President Climon,l:|and iheir respective
staffs.
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C. (U FOHE) Third L-mail Server: June 2013 October 2015

(U/AFOH0) Following the selection of PRN to manage the Clintons' personal e-mail server and
accounts, PRN's management assigned two PRN employees to handle the primary installation
and administration of the third server system (PRN Server).’{ | who worked
remotely from his home in handled day-to-day administration for the PRN Server,
and |who worked at PRN's headquarters in Colorado, handled all hardware _
installation and any required physical (i.e. “hands-on”) maintenance for the PRN Server.® "
During the transition to the PRN Server, advised he worked with Pagliano to
understand the existing architecture of the Pagliano Server.”” As part of this transition process,
on or around June 4, 201 31:]was granted administrator access to the Pagliano Server, as
well as any_ zg((:c??r%panying services, such as the domain registration services through Network
Solutions, ™"

(U//F090) On June 23, 201 3:'traveled to Clinton's Chappaqua residence, where he
powered down the Pagliano Server and transported it to a datacenter in Secaucus, New Jersey,
run by Equinix, Inc. (Equinix).””***" The PRN Server remained at the Equinix facility until it
was voluntarily produced to the FBI on October 3, 2015.*** The only equipmentljlef’t
at the Chappaqua residence was the existing firewall and switch, since PRN intended to purchase
its own firewalls and switches. 31:Feconnected and powered on the equipment for the
Pagliano Server at the datacenter, so users could connect to their e-mail accounts,” and he
continued to work at the datacenter for a few days setting up the remaining equipment® for the
PRN Server.&] |completed all of the onsite work, whileljworked remotely to
get the server online.”’ Afted |eft Secaucus, New Jersey, to travel back to PRN's
headquartersi all ihysical pieces of hardware had been installed except for an intrusion detection

device old the FBI that Equinix installed this device shortly after he left because the
intrusion detection device was shipped later.*

(U/AB8H83 On or around June 30, 2013, began to remotely migrate all e-mail
accounts from the Pagliano Server to the PRN Server.” During this migration period, the two
server systems functioned together to ensure uninterrupted e-mail delivery to users.” After
several days of migration, all e-mail accounts hosted on the presidentclinton com, wicoffice com,
and clintonemail.com domains were transferred to the PRN Server. "' At that point, PRN kept
the Pagliano Server online to ensure e-mail was still being delivered; however, the Pagliano
Server was no longer hosting e-mail services for the Clintons.”

* (U/ESED) A third PRN cnlploycc.I:l only handled a fow tasks related 1o the administiation of the senver sysient
uniil he left the company in the snmmer of 2013,

P{UA/TOE) The PRN Senver consisted of the following equipment: a Dell PowerEdge R620 senver hosting four virtnal
machings. including four separaic virinal machines {for Microsoft Exchange ¢-mail hosting. a BES for tiie management of
BlackBcerny devices. a domain controller to anthenticale password requests, and an adnunistrative senver 10 manage the other
ithree virlual machings. a Datio SIRIS 2000 (0 store onsite and remoie backups of the server sysiem. a Clondlacket device for
intrusion prevention. iwo Dell switches. and two Fontingt Fortigate 80C firewalls,

(U /a6 Tlu:I:Idomai n was aiso added to the PRIV Sernver at a later date.
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(U/FOH0) As part of the PRN Server environment old the FBI that he conﬁsc,ured a
backup device from Connecticut-based company Datto, Inc. (Datto), a Datto SIRIS 2000, to
take multiple snapshots of the server system daily, with a retention period of 60 days.”® The
backup device also made multiple copies of the Pagliano Server between June 24, 2013 and
December 23, 2013.” At the Clintons' request, PRN only intended that the backup device store
local copies of the backups.”* However, in August 2015, Datto informed PRN that, due to a
technical oversight, the PRN Server was also backing up the server to Datto' s secure cloud
storage.q; ’i{?‘sfter this notification, PRN instructed Datto to discontinue the secure cloud
backups.

(U/AFEeH6) stated the Clintons originally requested that e-mail on the PRN Server be
encrypted such that no one but the users could read the content.'"™ However, PRN ultimately did
not configure the e-mall settings this way to allow system administrators to troubleshoot
problems occurring within user accounts. '™

(U/AOH0) PRN utilized an Intrusion Detection System (IDS)/Intrusion Prevention System
(IPS) called CloudJacket from SECNAP Network Security.'” The IDS/IPS device implemented
by PRN had pre-configured settings that blocked or blacklisted certain e-mail traffic identified as
potentially harmful and provided real-time monitoring, alerting, and incident response

services. """ SECNAP personnel would receive notifications when certain activity on the
network triggered an alert.'”” These notifications were reviewed by SECNAP personnel and, at
times, additional follow-up was conducted with PRN in order to ascertain whether specific
activity on the network was normal or anomalous.'” Occasionally, SECNAP would send e-mail
notifications to prompting him to block certain IP addresses. ' escribed
these notifications as normal and did not recall any serious security incident or intrusion
attempt.'”” PRN also implemented two firewalls for additional protection of the network.
I_—p_lstated that he put two firewalls in place for redundancy in case one went down. '

(U/AOH0) According to the FBI's forensic analysis of the server system, on December 3, 2013,
Microsoft Exchange was uninstalled on the Pagliano Server.'"" The Pagliano Server remained in
the same server cage at the Equinix datacenter in Secaucus, New Jersey, and a forensic review of
the server, which was obtained in August 2015 via consent provided by Clinton through
Williams & Connoll ly, indicated that 1t continued to be powered on and off multiple times before
the FBI obtained it.” '~ At the time of the FBI's acquisition of the Pagliano Server, Williams &
Connolly did not advise the US Government (USG) of the existence of the additional equipment
associated with the Pagliano Server, or that Clinton's clintonemail.com e-mails had been
migrated to the successor PRN Server remaining at Equinix. The FBI's subsequent investigation
identified this additional equipment and revealed the e-mail migration. As a result, on October 3,
2015, the FBI obtained, via consent provided by Clinton through Williams & Connolly, both the
remaining Pagliano Server equipment and the PRN Server, which had remained operational and

was hostin$ Clinton's personal e-mail account until 1t was disconnected and produced to the
FRI V3 4115016

(L) The Datto SIRIS 2000 is a device that provides back-up capability and data redundancy.

Page 7 of 47

SEWRN

HRC-7

bl
b3
bB7E

b6
b7C

bé
b7C

bé
biC

bl
b3
b7E



Case 1:15-cv-00785-JEB Document 33-2 Filed 04/24/17 Page 19 of 58

SECRE OR]

(U//FOHO) Investigation determined Clinton and Abedin began using new e-mail accounts on
the domain hreoffice.com in December 2014.'']

51 Abedin stated the clintonemail.com system was “going away” and,

tollowing the initiation of the new domain, Abedin did not have access to her clintonemail com
120}
account.

]“" “ This 1s consistent with

representations made by Williams & Connolly, which stated in a February 22, 2016 letter:
“Secretary Clinton did not transfer her clintonemail.com e-matls for the time period January 21,
2009 through February 1, 2013 to her hreoffice com account ... ”"'** The investigation found no
evidence Clinton's hrcoffice com account contained or contains potentially classified
information or e-mails from her tenure as Secretary of State. The FBI has, therefore, not
requested or obtained equipment associated with Clinton's hreoffice.com account.

D. (] FOHE) Mobile Devices Associated with Clinton's F-mail Server Systems

(U/AOH6) Clinton stated she used a personal e-mail address and personal BlackBerry for both
personal and official business and this decision was made out of convenience. '*! Abedin recalled
that at the start of Clinton's tenure, State advised personal e-mail accounts could not be linked to
State mobile devices and, as a result, Clinton decided to use a personal device in order to avoid
carrying multiple devices.'™)| |

[*” Cooper stated that he was aware of Clinton using a second mobile phone

number.>'** Cooper indicated Clinton usually carried a flip phone along with her BlackBerry

because 1t was more comfortable for communication and Clinton was able to use her BlackBerry
while talking on the flip phone. '*” Clinton believed 21 2|:]was her primary BlackBerry
phone number, and she did not recall using a flip phone during her tenure at State, only during
her service in the Senate.""* Abedin and Mills advised they were unaware of Clinton ever using
a cellular phone other than the BlackBerry. '*'**

(U/FOH0) FBI investigation 1dentified 13 total mobile devices, associated with her two known
phone numbers, ZIZEand 212:which potentially were used to send e-mails
using Clinton's ¢lintonemail.com e-mail addresses.’” Investigation determined Clinton used in

succession 11 e-mail capable BlackBerry mobile devices associated with 212 eight of
which she used during her tenure as Secretary of State. . Investigation identified Clinton used
two e-mail capable mobile devices associated with 2124 after her tenure."“'** On

* (U/F0%6) During his intervicw with the FBI, Cooper was mistakenly shown "202: as thc sccor ber.

Cooper recognivzed the phone number as Clintou's second uumber. however the correct phong number is 21

"U/POED) AT&T toll records associated with 2 lEl:dicalcd the number was consistently used for phone calis in
2081 and then used sporadically through the duration of Clintou' s tenure and the yvears following, Records also showed ihat no
BlackBcmy devices werc associated with this phone nomber.

* (L/FOTD) The FBI identified four additional mobile devices associaied wiith 21 ZIZI\\'hich were used during Clinton's
ienure, [lowever. these devices lacked ¢-mail capability. and as a result the FBI did not conduct any furiher imvestigation
regarding thesc devices.
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February 9, 2016, DOJ requested all 13 mobile devices from Williams & Connolly. 13 williams e

& Connolly replied on February 22, 2016 that they were unable to locate any of these devices.'”’
As a result, the FBI was unable to acquire or forensically examine any of these 13 mobile
devices.

(U//Fe88) On October 16, 2015, Williams & Connolly provided two other BlackBerry devices
to the FBI and indicated the devices might contain or have previously contained e-mails from
Clinton's personal e-mail account during her tenure as Secretary of State.*"*™"*” FBI forensic
analysis found no evidence to indicate either of the devices provided by Williams & Connolly
were connected to one of Clinton' s personal servers or contained e-mails from her personal
accounts during her tenure, ' '*!142

(UAOHO) The FBI identified five iPad devices associated with Clinton which ;)otentially were
used to send e-mails from Clinton's clintonemail.com e-mail addresses. > 1*:14¢ The FBI
obtained three of the iPads. '*""** "% One iPad contained three e-mails from 2012 in the
hdr22@clintonemail com “drafts” folder. '™ The FBI assessed the three e-mails did not contain
potentially classified information. '™ The FBI did not recover e-mails from Clinton's personal e-
mail accounts from either of the other two iPads in its possession. '™

(U/F©H0) Monica Hanley, a former Clinton aide, often purchased replacement BlackBerry
devices for Clinton during her tenure at State.'* Hanley recalled purchasing most of the
BlackBerry devices for Clinton from AT&T stores located in the Washington, D.C. area.'™
Whenever Clinton acquired new mobile devices, Cooper was usually responsible for setting up
the new devices and syncing them to the server.'> Abedin] and Hanley also assisted
Clinton with setting up any new devices.'™ According to Abedin, 1t was not uncommon for
Clinton to use a new BlackBerry for a few days and then immediately switch it out for an older
version with which she was more familiar.'” Clinton stated that when her BlackBerry device
malfunctioned, her aides would assist her in obtaining a new BlackBerry, and, after moving to a
new device, her old SIM cards were disposed of by her aides."”® Cooper advised he sometimes
assisted users, including Clinton, when they obtained a new mobile device by helping them back
up the data from the old device before transferring it to the new device and syncing the new
device with Clinton's server.'”” Abedin and Hanley indicated the whereabouts of Clinton's
devices would frequently become unknown once she transitioned to a new device, '*'*! Cooper
did recall two instances where he destroyed Clinton's old mobile devices by breaking them in
half or hitting them with a hammer. '

be
B7C

2. (U/FOHO) Clinton's Handling of E-mail and Classified Information

A. (U FOH0) Clinton's Decision To Use Personal Is-mail and Server Systems

(UAFOH0) FBI investigation determined the State Executive Secretariat' s Office of Information
Resource Management (S/ES-IRM) offered Clinton a State e-mail address at the start of her

Y {(U/AFOE8; The mobile devices provided o the FBI from Williams & Couanolly on October 16. 2015 did not contain S1M cards
ot Sceure Digital (SD} cards.
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tenure; however, Clinton's staff" declined the offer.'®* According tol

State S/ES-IRM. Clinton was offered a State e-mail address, but instead decided to use
the personal server from her 2008 presidential campaign.™'" Investigation identified the
existence of two State-1ssued e-mail accounts associated with Clinton; however, these accounts
were used on Clinton's behalf and not by Clinton herself. According to State, SMSGS(@state gov

was used to send e-mail messages from the Secretary to all State employees.'®'*® This account
was not configured to receive e-mails, and S/ES-IRM authored the messages sent from this
account,'”’ S/ES-IRM created SSHRC@state.gov to manage an Outlook calendar for Clinton,
but this account was not configured to send or receive e-mails other than calendar

invitations, '**'%* A May 25, 2016 report issued by the State Office of Inspector General (OIG)
stated that, during Clinton's tenure as Secretary of State, the State Foreign Affairs Manual
(FAM) required day-to-day operations at State be conducted using an authorized information
system. '™ The OIG stated it found “no evidence” that Clinton sought approval to conduct State
business via her personal e-mail account or private servers, despite her obligation to do so."”!
Clinton told the FBI that she did not explicitly request permission from State to use a private
server or e-mail address.' > According to the State OIG report, State employees alleged that John
Bentel, then-Director of S/ES-IRM, discouraged employees from raising concerns about
Clinton's use of personal e-mail. “'”* When interviewed by the FBI, Bentel denied that State
employees raised concerns about Clinton's e-mail to him, that he discouraged employees from
discussing it, or that he was aware during Clinton's tenure that she was using a personal e-mail
account or server to conduct official State business.'”

(U/A“eH6) The FBI investigation determined some Clinton aides and senior-level State
employees were aware Clinton used a personal e-mail address for State business during her
tenure. Clinton told the FBI it was common knowledge at State that she had a private e-mail
address because it was displayed to anyone with whom she exchanged e-mails.'” However,
some State employees interviewed by the FBI explained that e-mails from Clinton only
contained the letter “H” in the sender field and did not display her e-mail address.'™ """ The
majority of the State employees interviewed by the FBI who were 1n e-mail contact with Clinton
indicated they had no knowledge of the private server in her Chappaqua

residence, 7 1RO IBLIBLISE IS (i ian'' s immediate aides, to include Mills, Abedin, Jacob
Sullivan,™ andl:|told the FBI they were unaware of the existence of the private server until
after Clinton's tenure at State or when it became public knowledge, '#7-1%- 18718

" {UAPEES) S/ES-IRM cimplosees interviewed indicated they did not communicate direetly with Clinton regarding this issnc
and could not specifically ideniify the members of Clinton's immediaic staff with whom they spoke,

*(UITOTOy According i Jpan of his job at Statc was to maiatain and suppon the infrastructure for the
LUNCLASSIFIED and SECRET networks for the Exccutive Sccretarial.

Y (L//FOEE) Independent of the FBI' s investigation, in April 2013, the State OIG initiated its own imvestigation and review of
records managemeni policies and practices reparding ihe use of non-Staic comnmnications sysiems during the icnure of five
Secretaries of Stale. including Clinion, Portions of the Siaie OIG's May 25, 2016 repont relevant (o the FBI's investigaiion are
cited herein.

(0 According 10 the State OIG report. two State informaiion management stall members approached the Director of the S/ES-
IRM in 2010 with conccrns they had about Clinton' s nse of a personal c-mail account and compliance with federal records
requirements. According (o ong staff member. the Direcior staied thai Clinton's personal sysiem had been reviewed and approved
by State legal staff. The Director allegediy told both staff members never 1o discuss Clinton' s personal c-mail system again. OIG
found no evidence that State legal staff roviewed or approved Clinton' s personal e-mail sysiem,

(L) Sullivan served as the Depuiy Chicl of Staff and later the Director of Policy and Planning during Clinton's wenuse as
Scerctary of State.
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(U/AOH0O) The FBI investigation indicated Clinton was aware her use of a personal device, e-
mail account, and server did not negate her obligation to preserve federal records. On January 23,
2009, Clinton contacted former Secretary of State Colin Powell via e-mail to inquire about his
use of a BlackBerry while he was Secretary of State (January 2001 to January 2005).”>" In his
e-mail reply, Powell warned Clinton that if it became “public” that Clinton had a BlackBerry,
and she used 1t to “do business,” her e-mails could become “official record[s] and subject to the
law.”""" Powell further advised Clinton, “Be very careful. I got around it all by not saying much
and not using systems that captured the data.”'”' Clinton indicated to the FBI that she understood
Powell' s comments to mean any work-related communications would be government records,
and she stated Powell' s comments did not factor inte her decision to use a personal e-mail
account. '’ In an e-mail to Mills on August 30, 2011, State Executive Secretary, Stephen Mull,
cited a request from Clinton to replace her temporarily malfunctioning personal BlackBerry with
a State-issued device.'” Mull informed Mills that a State-issued replacement device for
Clinton's personal BlackBerry would be subject to FOIA requests. ' On that same day, Bentel
sent a separate e-mail to Hanley, which was later forwarded to Abedin, stating that e-mails sent
to a State e-mail address for Clinton would be “subject to FOIA searches.”'” A State-issued
device was not ultimately issued to Clinton; in her FBI interview, Abedin stated she felt 1t did not
make sense to temporarily 1ssue Clinton a State BlackBerry because it would have required
significant effort to transfer all of her e-mails and contacts to a device that she would have only
used for a few days.'”® The Mull and Bentel e-mails to Mills and Hanley did not indicate that
transferring e-mail and/or contacts from Clinton's clintonemail com account would be necessary
to issue her a State BlackBerry. "7 """ Abedin stated she always assumed all of Clinton's
communications, regardless of the account, would be subject to FOIA if they contained work-
related material *""

(U/AeH6) While State policy during Clinton's tenure required that “day-to-day operations [at
State] be conducted on [an authorized information system].*"" according to the | b6
the Bureau of Information Security Management| there was no restriction on the bic
use of personal email accounts for official business.”“ However, State employees were
cautioned about security and records retention concerns regarding the use of personal e-mail. In
2011, a notice to all State employees was sent on Clinton's behalf, which recommended
employees avoid conducting State business from personal e-mail accounts due to information
security concerns.””’ Clinton stated she did not recall this specific notice, and she did not recall
receiving any guidance from State regarding e-mail policies outlined in the State FAM. ™"
Interviews with two State employees determined that State 1ssued guidance which required
employees who used personal e-mail accounts for State business to forward those work-related
e-mails to their official State account for record-keeping purposes.”’™*" Investigation
determined that State used the State Messaging and Archive Retrieval Toolset (SMART), which
allows employees to electronically tag e-mails to preserve a record copy. 272" According to
| [then State' 4 |SMART was bé
developed to automate and streamline the process for archiving records. *"" According to the b

™ (1) According o the State OIG report. when Powell arrived at Siate in 2081, the official unclassified e-mail sysiem in place
only pcrmiticd communication among Statc employces: thereforc, Powell requested the usc of a private linc for lis America
Onling (AOL} g-m1ail account to comumuicate with individuals outside of State. Prior to Powell's tonure, State enmioyees did not
have [nterngl connectivity on their deskiop compuiers. During Powell's tenure, State introduced unclassified deskiop external ¢-
nail capability on a systcm known as Openivet.
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State OIG Report, IRM introduced SMART throughout State in 2009, however, the Office of the
Secretary elected not to use the SMART system to preserve e-mails, partly due to concerns that
the system would “allow overly broad access to sensitive materials.””' old the FBI
that representatives from the Executive Secretariat asked to be the last to receive the SMART
rollout, and ultimately SMART was never rolled out to the Executive Secretariat Office. 212 Thig
left the “print and file” method as the only approved method by which the Office of the Secretary
could preserve record e-mails.”"’

(U/HEOUOS Mills wrote in a letter to State, dated December 5, 2014, that it was Clinton's
practice to e-mail State officials at their government e-mail accounts for official business, and,
therefore, State already had records of Clinton's e-mails preserved within State recordkeeping
systems.”'* Abedin also stated in her FBI interview that Clinton's staff believed relevant e-mails
would be captured and preserved by State if any of the senders or recipients were using an
official State e-mail account.”"” The State OIG stated in its report that this was not an appropriate
method of preserving record e-mails, and Clinton should have preserved any record e-mails
created and received on her personal account by printing and filing the e-mails in the Office of
the Secretary.”' State OIG also determined Clinton should have surrendered all e-mails relating
to State business before leaving her post as Secretary of State.”” Clinton stated that she received
no instructions or direction regarding the preservation or production of records from State during
the transition out of her role as Secretary of State in early 2013 .%'® Furthermore, Clinton believed
her work-related e-mails were captured by her practice of sending e-mails to State employees’
official State e-mail accounts.”"”

B. (U FOH6 Communications Equipment in Clinton’s State Office and Residences

(UAFEH65 Investigation determined Clinton did not have a computer in her State office, which
was located in a Sensitive Compartmented Information Facility (SCIF) on the seventh floor of
State headquarters, in an area often referred to as “Mahogany Row.”**"221-222 Gtate Diplomatic
Security Service (DS} instructed Clinton that because her office was in a SCIF, the use of mobile
devices in her office was prohibited. *** Interviews of three former DS agents revealed Clinton
stored her personal BlackBerr gr in a desk drawer in DS “Post 1,7 which was located within the
SCIF on Mahogany Row.***#%%% State personnel were not authorized to bring their mobile
devices into Post 1, as it was located within the SCIF.**’ According to Abedin, Clinton primarily
used her personal BlackBerry or personal 1Pad for checking e-mails, and she left the SCIF to do
so, often visiting State's eighth floor balcony. ™ Former Assistant Secretary of State for DS Eric
Boswell stated he never received any complaints about Clinton using her personal BlackBerry
inside the SCIF.*””

+5HOEAE)

his decision was relayed to Clinton's executive staff via a memo titled “Use of
Blackberries in Mahogany Row,” dated March 6, 2009.>* Clinton stated to the FBI that she
requested a secure BlackBerry while at State after hearing President Obama had one, but she

= M The DS security detachment maintained a Post. known as Post 1. locaied in the SCIF and directly outside of
Climon's office on Mahogany Row.
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could not recall the reasons why State was unable to fulfill this request,***** Early in Clinton's
tenure at State, Clinton's executive staff also inquired about the possibility of the Secretary using
an 1Pad to receive communications in her office; however, this request was also denied due to
restrictions associated with the Secretary's office being in a SCIF.*** According to the State OIG
report, in January 2009, in response to Clinton's desire to take her BlackBerry into secure areas,
Mills discussed with S/ES-IRM officials and with the State Under Secretary for Management,
Patrick Kennedy, alternative solutions which would allow Clinton to check e-mail from her
desk.”* Setting up an Internet-connected, stand-alone computer was discussed as a viable
solution, however, a stand-alone system was never set up.23 b

(SHOEAH) Investigation determined Clinton had access to a number of State-authorized secure
means of telephonic communication in her residences and in her office at State *>* At the start
of Clinton's tenure, State installed a SCIF and secure communications equipment)

n her residences in
Washington, D.C. (Whitehgven residence} and Chappaqua. ™= 239.240.241. 242 According to
Abedin, Cooper, and there were personally-owned desktop computers in the SCIFs in
Whitehaven and Chappaqua. > *"*** Conversely, Clinton stated to the FBI she did not have a
computer of any kind in the SCIFs in her residences.”™ According to Abedin and Clinton,
Clinton did not use a computer, and she primarily used her BlackBerry or iPad for checking e-
mails.

b3

bbb
b7C

C. (U +666) ndividuals in Direct Communication with Clinton's Personal I--mail
Addiress

(U/AOH0) Investigation determined a limited number of individuals maintained direct e-mail
contact with Clinton through her personal clintonemail com e-mail account during her tenure at
State. Thirteen individuals, consisting of State senior-level employees, work-related advisors,
and State executive administrative staff, maintained direct e-mail contact with Clinton and
individually e-mailed her between 100 and 1,000 times during her tenure." Abedin, Mills, and
Sullivan, were most frequently in e-mail contact with Clinton and accounted for 68 percent of the
e-mails sent directly to Clinton. In addition to sending Clinton messages they wrote, Abedin,
Mills, and Sullivan reviewed e-mails they received from other State employees, USG contacts,
and foreign government contacts, and if deemed appropriate they then forwarded the information

‘*"MOCM According 1o Clinton. her request for a State-issucd secure BlackBeormy was not out of concern for the sensitivity of b1

the informmation on the device she was using at the time, rather she w; : al w I
Iﬂwmmmmw s Siaic office comiaing b3

b6
T{CTERy According [0 AbCaiL (g SCUIF oot al (e WINICIaven FeSIGCICe was nol alway s 10cked. and Abedin, [lanky. and  p7¢

[ | rad access to the SCIF.

5 (SHBEAE) [nvestigation detcrmined the Chappaqua SCIF was not alway's sccured. and Abedin. Hanicy. and:had bé
rouling access (o the SCIF. b7cC

b ¢S e Od Ktatc instaiicd the foligwing communications lincs at the Whitchaven residence
I bl

Biatc installed conumunications cquipment at 13
ihe Chappaqua residence similar to that at the Whitchaven residence. Staie finished installation of the SCIF in the Chappaqua
1csidence il](.:

" (L/AOES; The statistics in this paragraph are based on the e-mails provided by Williams & Counolly as part of Clinton's
produciion o the FBI. excluding Climon's personal correspondence with family and close friends. as well as e-mails Clinion
forwarded to herseil
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to Clinton.

and Sullivan the equivalent of e-mailing Clinton.

Multiple State employees ad\;i_ﬁeglthey considered e-mailing Abedin, Mills,

(U/ABH0) Investigation identified hundreds of e-mails sent by Abedin and other State staff to

presidentclinton.com e-mail address requesting him to print documents for Clinton. b6
b7C

Some of these e-mails were determined to contain information classified at the
CONFIDENTIAL leve] 127723323423 5'25("25]:|re<:eived a security clearance at the SECRET
level on October 25, 2007 from the Department of Defense (DOD).**® Documentation retained
by DOD and provided to the FBI did not indicatel security clearance was deactivated
upon his retirement from the US Navy Reserves in September 2010,

D ({7 FOT6) Clinton Staff s Use of Personal F-mail Accounts for Official Business

(U/AeH8) Clinton' s immediate staff, to include Mills, Sullivan, Abedin,:land Hanley, b6
told the FBI in interviews that they predominantly used their State-provided OpenNet e-mail b7c
accounts to conduct official State business,>*%-#01-262.263.26% By centions to this practice included

instances when the State OpenNet e-mail system was down or when staff was traveling

internationally and OpenNet was not readily accessible ***2%6-267.268.29 The EBT' s investigation

confirmed that Clinton's immediate staff used their personal e-mail accounts in combination with

their State-provided OpenNet e-mail accounts for official State business. ™

k. (U +6H6) Clinton's Use of Personal I--mail Accounts While Overseas

(U/FBH0) FBI investigation and the State OIG report determined that State issued regular
notices to staff during Clinton's tenure highlighting cybersecurity threats and advising that
mobile devices must be configured to State security guidelines.”’"?"" Clinton and her immediate
staff were notified of foreign travel risks and were warned that digital threats began immediately
upon landing in a foreign country, since connection of a mobile device to a local network
provides opportunities for foreign adversaries to intercept voice and e-mail transmissions.
The State Mobile Communications (MC) Team was responsible for establishing secure mobile
voice and data communications for Clinton and her team when they were traveling domestically

274.275
and abroad “’

272273

. . . bl
When the security ¢limate reauired. the State MC was capable o b3

could be received and viewed by Clinton and/or her designated stail.

- ; : ; . bl
(S8//6CANT) Investigation determined that of the e-mails provided by Williams & Connolly as b3
part of Clinton's production to the FBI, approximately e-mails were sent or received by
Clinton on her personal e-mail accounts while she was traveling outside the continental United
States (OCONUS) on official State business."’]

b reves Investigation identified six c-mail chains forwarded lclplhal were deternnined from the State FOLA review 1o bs
contain CONFIDENTIAL information. Five were forwarded by Abedin, and one was from Clinton, b7C
K (L) See Section 3.C for discussion of classificd c-mails contained in Clinton's staff' s personal c-mail accounts.

" (L/FEES Staie lisied Clinton's overseas travel by individual days. but did not provide additional information such as asrival

and departure times, As a resull. the FBI could not determing specifically which e-mails were sent while she was on the ground

OCONLUS versns in flight.
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iH:Sl investigation determingd that hundreds of e-matls

classitied CONFIDENTIAL during the State FOIA process were sent or received by Clinton
while she was OCONUS. Approximately -mails were sent or received by Clinto

[On[ " occasions while OCONUS, Clinton had d

irect

e-mail contact with an e-mail address for President Barack Obama. Of theme-mails between

Clinton and President Obama,:lwere sent and received] |None of
thesd b-mails were determined to contain classified information. Clinton told the FBI that
received no particular guidance as to how she should use President Obama's e-mail address,
the e-mails sent while Clinton was|

she
and

Inm, 279

B (U +666) Clinton's Production of I--mail in Response to 1FOIA and Other Requests

(U/FOTO) The House Select Committee on Benghazi was established on May 8, 2014 and

reached an agreement with State on July 23, 2014 regarding the production of records. ™ State
sent a formal request to former Secretaries of State on October 28, 2014, asking them to produce
e-mails related to their government work **' After State requested that Clinton provide her e-

mails,"™ Clinton asked her attorneys, David Kendall®® and Mills, to oversee the process of
providing Clinton's work-related e-mails to State.”™ Heather Samuelson,P an attorney work
with Mills, undertook a review to 1dentify work-related e-mails, while Kendall and Mills
oversaw the process. & Ultimately, on December 5, 2014, Williams & Connolly provided

ing

approximately 55,000 pages of e-mails™ to State in response to State's request for Clinton to
produce all e-mail in her possession that constituted a federal record from her tenure as Secretary

284

of State.” State ultimately reviewed the 55,000 pages of e-mail to meet its production

obligations related to FOIA lawsuits and requests. On May 27, 2015, State received a court order

to post Clinton's e-mails to the State FOIA website on a monthly production schedule with a
completion date of January 29, 2016.”%

State ultimately concluded its FOIA-related production

on February 29, 2016. Clinton told the FBI that she directed her legal team to provide any work-

related or arguably work-related e-mails to State, however she did not participate in the

development of the specific process to be used or in discussions of the locations of where her e-

286
287
d.

mails might exis
were work-relate

Clinton was not consulted on specific e-mails in order to determine if they

o reeaer|

{ y Donag ihe summer of 2414, Staie madicated 1o Mills a rsequest for Chaton' s work-relaied e-mails would be

foﬁhcoming. and in October 2014, State followed up by sending an official request to Climon asking for her work-related c-

nails,
% {1y Kendall is a pariner at Williams & Connoliy.

MUy Samueison worked in the White Tlouse Liaison Office at State during Clinion's ienure and currently serves as Clinton's

personal attorney.
W (/4R According 1o Clinlon' s campaizn website. 30,490 potentialhy work-related ¢-mails were provided (o Siatc on

December 3. 2814, On Augusi 6. 2015, Williams & Connolly provided the FBI a PST file containing 30,342 g-mail related files.

which inclnded 303,524 c-mail mcssages.
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(U/H0H0) In July 2014, to initiate the review of Clinton's e-mails for production to State, Mills
arranged for o export from the PRN Server all of Clinton's e-mails sent to or received
from a .gov e-mail address during Clinton's tenure as Secretary of State. ™% Once
completed this export from the PRN Server, he remotely transferred a PST file containing the e-
mails onto Mills's and Samuelson's laptops via ScreenConnect.™#%%%% [n late September
2014, Mills and Samuelson asked to provide a full export of all of Clinton's e-mails
from her tenure, to include e-mails sent to and received from non- gov e-mail addresses 2293296
Mills and Samuelson explained that this follow-up request was made to ensure their review
captured all of the relevant e-mails from Clinton's tenure. "> ompleted this export
and transfer in the same manner as the JUIf 2014 request.* Mills and Samuelson did not know

from what location on the server extracted Clinton's e-mails.m""ml:lgave the
FBI inconsistent statements over the course of three interviews regarding from where on the
server he extracted Clinton's e-mails, and FBI investigation and forensic analysis have been
unable to specifically identify the location and composition of the repository] used to
create the export of Clinton's e-mails from her tenure '3

(U/ASH0) The FBI interviewed Samuelson on May 24, 2016 about her review of the PRN-
provided e-mails. Samuelson indicated she conducted the review of these e-mails over the course
of several months and completed 1t just prior to December 5, 2014, when hard copies of the
work-related e-mails were turned over to State.”” Using her laptop to conduct the review,
Samuelson placed any work-related e-mails into a folder that she had created in Microsoft
Outlook.”™ Samuelson first added to this folder all e-mails sent to or from Clinton's personal e-
mail account with .gov and .mil e-mail addresses.™ Samuelson then searched the remaining e-
mails for the names of State senior leadership, as well as any members of Congress, foreign
leaders, or other official contacts.”’ Finally, Samuelson conducted a key word search of terms
such as “Afghanistan,” “Libya,” and “Benghazi.”™*™ Samuelson reviewed the “To,” “From.”
and “Subject” fields of every e-mail during this review; however, she did not read the content of
each individual e-mail, indicating that, in some instances, she made a determination as to
whether 1t was one of Clinton’s work or personal e-mails by only reviewing the “To,” “From,”
and “Subject” fields of the e-mail.*"

(U/A=0H0) As she completed the review, Samuelson printed all of the e-mails to be turned over
to State using a printer in Mills's office.*!” According to Samuelson, Mills and Kendall
subsequently reviewed e-mails that Samuelson printed, and any hard copy of an e-mail Mills and
Kendall deemed not to be work-related was shredded, and the digital copy of the e-mail was not
included in the folder Samuelson created in Microsoft OQutlook to contain all of the work-related
e-mails.*!! Mills stated that, other than instances where Samuelson requested Mills's guidance,
Mills did not review the e-mails Samuelson identified as work-related, and once the review was
complete, Samuelson printed the work-related e-mails.*'? After the review was completed,
Samuelson created a PST file containing all of the work-related e-mails and ensured that all
work-related e-mails were printed.*"” This .PST file was provided to Kendall on a USB thumb

(U} SercenConnect is a remole support administration tool that allows technicians to remotely connect 10 custonicrs via a
ceniral web application o control and view end nsers' machings, According (o product specifications. ScreenConneci encnypis
data transmitted from onc machine to another, to include screen data, filc transfers, key strokes, and chat messages.

8 (L/PEeEe) Mills did not recall if this second PST {ile was wransferied 10 ber compuier,

" (L/FeE6) The FBI was unable 10 obtain a complete list of kevwords or named officials scarched from Samuelson, Mills, or
Climon's other attomeys duc to an asscrtion of privilege.
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drive.** On August 6, 2015, this thumb drive was obtained by the FBI from Williams &
Connolly via consent from Clinton.

(. (U TOTE) Deletion of F-mail Associated with Clinton’s Personal F-mail Acconnts

(U/AFBeH83 According to Hanley, in spring 2013, Cooper assisted Hanley in creating an archive
of Clinton's e-mails.*"” Cooper provided Hanley with an Apple MacBook laptop (the Archive
Laptop)™ from the Clinton Foundation and telephonically walked Hanley through the process of
remotely transferring Clinton's e-mails from the Pagliano Server to the laptop and a thumb
drive.’” Hanley completed this task from her personal residence.”'” The two copies of the
Clinton e-mail archive (one on the Archive Laptop and one on the thumb drive} were intended to
be stored in Clinton's Chappaqua and Whitehaven residences, however, Hanley explained this

did not occur as Hanley forgot to provide t&g {?qrchive Laptop and the thumb drive to Clinton's
38319 |

staff following the creation of the archive. n early 2014, Hanley located the Archive
Laptop at her personal residence and worked witl’ii}o transfer the archive of Clinton's

e-mails to PRN 321322323 Afrer trying unsuccessfullv to remotely transfer the e-mails to
Hanley shipped the Archive Laptop to| residence iri in
February 2014, and igrated Clinton's e-mails from the Archive Laptop onto the PRN
Server, 232332602586 accomplish this] Lransfen‘ed all of the Clinton e-mail content
to a personal Google e-mail (Gmail) address he created,| @.gmail.com, and

then downloaded all of the e-mail content from the Gmail account to a matlbox named “HRC

Archive” with the e-mail address hrcarchive@clintonemail.com on the PRN Server. G
I:hdvised he used the omail .com e-mail account to facilitate the
transfer because he had trouble exporting the e-mail from the Apple MacMail format to a format
that would be compatible with Microsoft Exchange. ***

(UFFOH6) Hanley stated she recommended thaj EE il f] ie the Archive Laptop after the e-mails
were transferred to the PRN Server ™ However told the FBI that, after the transfer
was complete, he deleted the e-mails from the Archive Laptop but did not wipe the laptop.** He
also advised he deleted the e-mails uploaded to the| [@gmail.com e-mail

account per Hanley's instructions cn_d_smm_ed_&&A.ml‘ﬁve Laptop via United States Posta
Service or United Parcel Service tq who was Clinton’ bt the
i R | fold the FBI that she never received the laptop froml

however, she advised that Clinton' s staff was moving offices at the time, and it would have been
easy for the package to get lost during the transition period. ™ Neither Hanley noj
could identify the current whereabouts of the Archive Laptop or thumb drive contamning the

330

archive, and the FBI does not have either item 1n 1ts possession,

(UAFOH0) FBI investigation identified 940 e-mails associated with Clinton's personal e-mail
account from October 25, 2010 to December 31, 2010 that as of June 21, 2016 remained within
the [Damail.com account.™” The FBI was able to determine that 56 of these

U AHREEE) According o Abedin the archive of Climon's e-mails was created as a reference for ihe fuiuse production of a
book. According to Handey. the archive of Climon' s c-mails was created in responsce to Clinton' s hde2 2+ clintonemail. con
address being relcased 1o the public following the online posting of ¢-mail exchanges between Clinton and an informal political
advisor. Sidney Blumenihal, Blumenihal' s personal ¢-mail account. which contained his e-mails with Clinion. was compromised
on March 14, 2013 by a Romanian cyvber hacker. Sec Scction 4.1
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e-mails have been identified as currently classified at the CONFIDENTIAL level through the
State EQIA nrocess 7 Additionally, the FBI determined that 302 of the 940 e-mails 1dentified in
the pomail.com account were not found in the set of e-mails Clinton
produced to State in December 2014 > Of the 302 e-mails, the FBI disseminated 18 to USG
agencies for classification review. State determined one e-mail to be classified SECRET when
sent and to be classified CONFIDENTIAL currently. State determined a second e-mail to be
classified as CONFIDENTIAL when sent and to be currently UNCLASSIFIED.

ﬂ) In or around December 2014 or January 2015, Mills and Samuelson requested that

remove from their laptops all of the e-mails from the July and September 2014
exports. 344,34
they could not be recovered.
laptops via ScreenConnect to complete the deletions, tated to the FBI that an
unknown Clinton staff member told him s/he did not want the .PST file after the export and
wanted it removed from the PRN Server, > According to Mills, in December 2014, Clinton

decided she no Ion:er needed access to any of her e-mails older than 60 days.*”* Therefore, Mills

sed a pro%ram called BleachBit" to delete the e-mail-related files so

3634754 y
PR emotely connected to Mills's and Samuelson's
33035035

instructe o modify the e-mail retention policy on Clinton's clintonemail.com e-mail
account to reflect this change. > However, according to he did not make these
changes to Clinton's clintonemail.com account until March 20157 Clinton told the FBI that,
after her staff completed her e-mail production to State in December 2014, she was asked what
she wanted to do with her remaining personal e-mails, Clinton instructed her staff she no longer
needed the e-mails.”™ Clinton stated she never deleted, nor did she instruct anyone to delete, her
e-mails to avoid complying with FOIA, State or FBI requests for information.””’

(U/ASH0) On March 2, 2015, 7he New York Times (NYT) published an article titled, “Hillary
Clinton Used Personal Email Account at State Dept., Possibly Breaking Rules.”™™*** This article
identified publicly that Clinton exclusively used a personal e-mail account to conduct official
State business while she was Secretary of State and had not produced her federal records to State
until December 2014 .**? On March 3, 2015, the United States House Select Committee on
Benghazi provided a letter to Williams & Connolly requesting the preservation and production of
all documents and media related to hdr22@clintonemail.com and hrel7@clintonemail.com. ™%
The following day, the House Select Committee on Benghazi 1ssued a subpoena to Clinton to
produce e-mails from hdr22{@dclintonemail com, hrod17{clintonemail . com, and other e-mail
addresses used by Clinton, pursuant to the events surrounding the 2012 terrorist attack in
Benghazi.*®'

(UAFSYO) In the days following the publication of the NYT article, Mills requested that PRN
conduct a complete inventory of all equipment related to the Pagliano Server.”®** In response
to this request] fraveled to the Equinix datacenter in Secaucus, New Jersey to conduct
an onsite review of the equipment, whilg also logged in to the server

™ (L) BleachBit is open source sofiware that allows nsers 1o “shred™ files. clear Internet hisiory. delete sysiem and iemporary
files and wipc free space on a hard drive. Free spacc is the arca of the hard dive that can contain data that has been deleted.
BleachBit's “shired files” function claims 0 securcly erase files by ovenwriting data to make the data unrecoverable,

" (L) The same anticle was relcased on the NYT website on March 2, 2015, The print version appeared on page Al the
foliowing dav. March 3. 2013,

(L) The House Select Commitice on Benghari submitied a preservation request {or an accurate ¢-mail address.

hdr22 ¢f clintoncmail com, and an inacenralc c-mail address, Jucl 7« clintoncmail com, for Clinton.
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remotely. powered on the Pagliano Server and confirmed for Mills that no

additional data existed on any server equipment, as all data was migrated to the PRN

Server V¥-367.368

364.365.364

(U/AESHO) Investigation indicated that on March 25, 2015, PRN held a conference call with
President Clinton's staff. ****™ In his interviews with the FBL, ndicated that sometime
between March 25-31, 2015, he realized he did not make the e-mail retention policy changes to
Clinton's clintonemail .com e-mail agcount that Mills had requested in December 2014.*"" In his
FBI interview on February 18, 2016 indicated that he did not recall conducting
deletions based upon this realization.”’” In a follow-up FBI interview on May 3, 2016

indicated he believed he had an “oh shit” moment and sometime between March 25-31, 2015
deleted the Clinton archive mailbox from the PRN server and used BleachBit to delete the
exported .PST files he had created on the server system containing Clinton's e-mails.*”
Investigation found evidence of these deletions’™ and determined the Datto backups of the PRN
Server were also manually deleted during this timeframe.’”” Investigation identified a PRN work
ticket, which referenced a conference call among PRN, Kendall, and Mills on March 31,
2015.7*" PRN's attorney advised] not to comment on the conversation with Kendall
based upon the assertion of the attormey-client privilege.””

U/AFOHO) Investigation identified a March 9, 2015 e-mail to PRN from Mills, of which
was a recipient, referencing the preservation request from the Committee on

Benghazi. " dvised during his February 18, 2016 interview that he did not recall
seeing the preservation request referenced in the March 9, 2015 e-mail.*™® During his May 3,
2016 intewiew,ljndicated that, at the time he made the deletions in March 2015, he
was aware of the existence of the preservation request and the fact that it meant he should not
disturb Clinton's e-mail data on the PRN Server.™ blso stated during this interview,
he did not receive guidance from other PRN personnel, PRN's legal counsel, or others regarding
the meaning of the preservation request,”® Mills stated she was unaware thaf ad
conducted these deletions and modifications in March 2015.** Clinton stated she was also
unaware of the March 2015 e-mail deletions by PRN.**

3. (UAFOHO) Results of FBI Review of Clinton E-mails Stored and Transmitted on
Personal Server Svstems

A. (U FOC) Quantities of Clinton's i-mails Recovered from Personal Server Systems

(UAFOH6) To date, the FBI has recovered from additional data sources and reviewed
approximately 17,448 unique work-related and personal e-mails” from Clinton's tenure
containing Clinton's hdr22(@clintonemail com™* e-mail address that were not provided by

* (L/HPeE0) FBI {orensically idemificd deletions from the PRI Server on March 8. 2015 of PST files not associated with
Climon's e-mail account or domain, and other senver data.

“ (L AFOEEY These approximately 17348 ¢-mails were determingd to be unigue from the c-mails provided by Williams &
Connolly as pant of Clinton's production to the FBIL through a distinctive Intemet Message ID. These files do not include
documents or partial e-mail files without an Imernet Message [D in the meladaia,

(LTS The approximate 17448 ¢-mails may comain chains of e-mails in which Clinton is noi on the most recem "To.”
“From,” "CC." or "BCC linc.
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Williams & Connolly as part of Clinton's production to the FBI, including e-mails from January
23, 2009 through March 18, 2009,%%°

B. (U #6664 Classification Portion Markings in F-mail Recovered from Personal Server
Systems

(UAFOTO) The FBI identified three e-mail chains, encompassing eight individual e-mail
exchanges to or from Clinton's personal e-mail accounts, which contained at least one paragraph
marked “(C),” a marking ostensibly indicating the presence of information classified at the
CONFIDENTIAL level. "% The emails contained no additional markings, such as a header
or footer, indicating that they were classified. State confirmed through the FOIA review process
that one of these three e-mail chains contains information which 1s currently classified at the
CONFIDENTIAL level ““** State determined that the other two e-mail chains are currently
UNCLASSIFIED.*™*" State did not provide a determination as to whether any of these three e-
mails were classified at the time they were sent.

(UAFOHO) When asked about the e-mail chain containing “(C)” portion markings that State
determined to currently contain CONFIDENTIAL information, Clinton stated she did not know
what the “(C)” meant at the beginning of the paragraphs and speculated 1t was referencing
paragraphs marked in alphabetical order. 4dd-392 Clinton identified 2 “CONFIDENTIAL” header
and footer (inserted in the document by the FBI prior to the interview) and asked if the “(C)”
related to the “CONFIDENTIAL” header and footer.™* Clinton did not believe the content of the
e-mail was classified and questioned the classification determination.” When asked of her
knowledge regarding TOP SECRET, SECRET, and CONFIDENTIAL classification levels of
USG information, Clinton responded that she dld not pay attention to the “level” of classification
and took all classified information seriously.”

(. (U000 Classified Information Found in Clinton's F-mails on Personal Server
Systems

(U/Ae86) FBI and USIC classification reviews identified 81 e-mail chains containing
approximately 193 individual e-mail exchanges™ that were classified from the
CONFIDENTIAL to TOP SECRET levels at the time the e-mails were drafted on
UNCLASSIFIED systems and sent to or from Clinton's personal server. Of the 81 e-mail chains
classified at the time of transmittal, 68 remain classified. Twelve of the e-mail chains, classified

U (| RS According to Climon's campaign website. Clinion only provided Staie her work-telaied ¢-mails dated afier March
18. 2009 E-mails from January 21. 2009 10 March 18, 200% were not producced to State or the FBI by Williams & Connolly.
According (o Samuelson and Mills. ihey were unable o locate Clinton's e-mails from this period. The ¢-mails from this time
period were nol provided to them by PRN, and they belicved the c-mails were not backed up on any senver. [nvestigation
determined some of Clinton' s c-mails from January 23. 2009 10 March 17, 2009 were captured through a Datto backup on Junc
292013, However. the ¢-mails obtained are likely only a subsct of the e-mails seai or received by Clinton during this time
period.

EU/HPEEE) The ihree e-mail chains comtaining the portion mark of “(C)” are not considered as pan of the group of c-imails
classified throngh the FBI classification review becausce State has not responded to the FBI request for classification
determinations for these ¢-mails,

W UHESEE) Carlier in her FBI interview, when asked what the classification marking “(SBU)" meant, Climon comeetly stated
Sensitive But Unclassificd.

B (U/Heea Duc 10 the limiied insight imo other USG and personal e-mail accounts. the imvestigation was unable 10 determing
if c-maiis from the classificd c-mail chains were forwarded to other USG or personal c-mail addresses.
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by State as SECRET or CONFIDENTIAL, were not among the approximately 30,000 e-mails
provided to State and the FBI by Williams & Connolly. In addition to State classified equities,
the investigation determined the 81 e-mail chains contained classified equities from 5 other
USIC agencies: the CIA, DOD, FBI, National Geospatial-Intelligence Agency (NGA), and
National Security Agency (NSA).
(S8/FOEA) The 81 classified e-mail chains contained 8 e-mail chains classified TOP SECRET,
37 e-mail chains classified SECRET, and 36 e-mail chains classified CONFIDENTIAL at the
time they were sent. Of these e-mail chains, 7 e-mail chains contained information associated
with a Special Access Program (SAP) and 3 e-mail chains contained Sensitive Compartmented
Information (SCI).™ Of the 81 classified e-mail chains, 36 e-mail chains were determined to be
Not-Releasable to Foreign Governments (NOFORN) and 2 were considered releasable only to
Five Allied partners (FVEY), E;
Sixteen of the e-mail chains, classitied at the time the e-mails were sent, were downgraded in
current classification by USIC agencies.
(S//OCAHT
- (S/OERW
- (S/OENF
- (S/ERE
bl
- (S/eEAH b3
I |
- (S/roEME
- (S/IOEMNH
- (S//ochlE
(U/AHE0) The State FOIA process identified 2,093 e-mails currently classified as
CONFIDENTIAL or SECRET. Of these e-mails, FBI investigation identified approximately 100
e-matls that overlapped with the 193 e-mails (80 e-mail chains) determined through the FBI
M L #4583 One of the TOP SECRET/SCI c-mails was downgtaded 10 a current elassification of SECRET/REL TO USA.
FVEY by the owning agency during a FOlA-rclated review.
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classification review to be classified at the time sent. All except one of the remaining 2,093 e-
mails were determined by the State FOIA process to be CONFIDENTIAL, with one e-mail
determined to be SECRET at the time of the FOIA review 88" State did not provide a
determination as to whether the 2,093 e-mails were classified at the time they were sent.

(U/AeH8) The FBI investigation determined Clinton contributed to discussions in four e-mail
chains classified as CONFIDENTIAL, three e-mail chains classified as SECRET/NOFORN,
and four e-mail chains classified as TOP SECRET/SAP. Investigation identified 67 instances
where Clinton forwarded e-mails to either State personnel o or printing that were
identified as classified CONFIDENTIAL or SECRET through either the State FOIA process or
FBI classification determination requests.

b6
b7cC

(U/A0B0) FBI investigation determined at least 32 classified e-mail chains transited both the

personal e-mail account of Clinton and the personal e-mail accounts of Abedin, Mills, Sullivan,

of ____ ]"One of these e-mails was TOP SECRET/SCI at the time of transmission, and is o
currently considered SECRET//REL TO USA, FVEY, five were classified as bic
SECRET//NOFORN and one as SECRET both when sent and currently; two were classified

SECRET when sent and are CONFIDENTIAL currently; one was classified as SECRET when

sent and 1s UNCLASSIFIED/FOUO currently; 16 were classified CONFIDENTIAL both when

sent and currently, five were CONFIDENTIAL when sent and UNCLASSIFIED//FOUO

currently; and one was CONFIDENTIAL when sent and UNCLASSIFIED currently "

Investigation determined at least 80 e-mails from the 2,093 e-mails deemed classified through

the %tate_llfOIA process were sent to or from the personal accounts of Abedin, Mills, Sullivan, or

D (U TS Withess Statements Related to Classified F--mails Found on Clinton's
Personal Server Systents

(UHAFEH0O) The FBI interviewed multiple officials who authored and/or contributed to e-mails,
the content of which has since been determined to contain classified

information, *7-397:398:399-400.401 402,403,404 405406407408 {105 el ovees responsible for initiating
classified e-mail chains included State Civil Service employees, Foreign Service employees,
Senior Executive Service employees, Presidential appointees, and non-State elected officials.

(U//FeH0) During FBI interviews, the authors of these e-mails provided context surrounding
the e-mails in question as well as reasons for sending the e-mails on unclassified systems.

S UHPE0) Investigation determined the following types of c-mails were not included in the list of 2.093 c-mails classified
through the Statc FOIA review: TS/SAP c-mails: c-mails not produced to State by Williams & Connolly: formerly classificd c-
mails now considered UNCLASSIFIED: and classified c-mails improperly released during FOLA production,

M ¢ FeRE) Two attachments labeled as SECRET through State FOIA process were not tracked as separate classificd
documents in the FBI's classification review.

“{U/FeE8) Die to the limited insight into other USG and personal e-mail accounts, FBI investigation was unablc to determing
if ¢-mails from classified c-mail chains were forwarded to other personal e-mail

B¢ /e In addition to the personal accounts of Abedin, Mills, Sullivan, anqﬁscwn classificd c-mail chains were bé
initially drafied in or sent from the privaie c-mail accoumns of five non- individnals. (o include Kerry and Blumenihal, b7C
W (C/FEE8) Personal e-mail accounts of Abedin, Mills. Sullivan, anﬁappcarcd in the "To.” “From.” or "C{" ling of

the c-mail. Imvestigation was not ablc to detcrmine if additional personal accounts were blind carbon copied {BCC™).
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Individuals who worked in the State Bureau of Public Affairs" often accessed classified
information to understand the context of unclassified information that was to be disseminated
publicly.* The Public Affairs officials primarily relied upon reporting from country desk
officers to generate talking points and believed the country desk officers were experienced in
protecting sensitive information within their reporting. '’ The Public Affairs officials were also
responsible for notifying State leadership of impending reports by the news media regarding
sensitive or controversial topics.*'! Furthermore, a former DOD official explained that he sent an
e-mail, since deemed to contain classified information, in order to quickly coordinate public
affair;sl responses by State and DOD with respect to a specific incident referenced 1n the e-

mail.” "

(U/AFOHO) Individuals, including those in the State Operations Center (Ops Center), ™" who
were responsible for passing information to high-level State officials, worked to identify and
disseminate the information they deemed critical for review by State leadership.*'**" These
individuals noted that such information was generally sent on State unclassified e-mail systems
because of the need to quickly elevate information at times when the intended recipients did not
all have immediate access to classified e-mail accounts, ™*!*1°

(U/FEH6) Investigation 1dentified seven e-mail chains comprised of 22 e-mails on Clinton's
server classified by the USIC as TOP SECRET/SAP. State Department officials, both in
Washington, D.C. and overseas, were briefed into the SAP and communicated both internally
and with other USIC officials about the program.™'*'%*1?#2 Only internal State e-mails
regarding the SAP were forwarded to Clinton, all of which were sent to Clinton' s server by
Sullivan, Clinton and Sullivan engaged in discussions regarding the SAP in four of the seven e-
mail chains,

(S//0eAHN Durine FRI interviews State employees explained the context for why classified

material was sent and provided reasons to explain why they did not
believe ipformation in the e-mails was classified 2! #2124

[stated that]

il stated the right method of communication was whichever method allowed for

The Tastest possible dissemination of the message.”™* He also stated that information he received
from other USG agencies was “technically probably classified” but that “you can't do business

M (L/FOB8) According 1o State' s website. the Burcan of Public Affairs “cngages domestic and intcrnational media o

commuicate timely and acenrate information with the goal of furthering US forcign policy and national security mterests as well
as broadening understanding of American values.”

" UHAEES) The Cps Center is staffed 24 hours a day and constantly monitors reporting from State cables. other USG
agencies. and open source nows outlets for information of interest 1o State leadership,

" (LIRS Individuals who inputied classified information into e-nail chains o pass 1o high-level State officials indicated
that at times they were relyving on information that others had summarized and provided to them
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that way.” * When interviewed by the FBI, authors of the e-mails stated that they used their
best judgment in drafting the messages and that i1t was common practice at State to carefully
word e-mails on UNCLASSIFIED networks so as to avoid sensitive details or “talk aronnd’
classified information ** 143243 stated the information in the

former| |

declined to comment on the e-mails.”'] l’eferenced news articles claiming e-mails on
Clinton's server were over-classified, but after seeing the e-mails (juring the interview, stated he
“now understood why people were concerned about this matter.”* Sullivan indicated he had no

reason to believe any State employee ever intentionally mishandled classified information. ™’

(S/Ho&MF) The FBI interviewed four USIC executives stationed both in the United States and
overseas| [”8‘43("“”'“' The USIC
executives reviewed thel |e-mail chains which transited Clinton's personal e-mail account
and assessed that some of the e-mail chains should be considered classified >+ |

I-Hu

However, two of the USIC executives

Tnterviewed said some of thel |

(S//6EAF) A majority of the USIC executives interviewed expressed concerns with how State

handled| -0 According to a LISIC execntive who ha?.tmms.ta.mu.ed_mﬂﬁaﬁ
State employees were aware of the sensitivities |45

(U/AH6) On April 9, 2016, Mills, who served as Chief of Staff to Clinton at State between
2009 and 2013, was interviewed by the FBI. During this interview, Mills was provided seven e-
matls which contained information later determined to be classified. While Mills did not
specifically remember any of the e-mails, she stated that there was nothing in them that
concerned her regarding their transmission on an unclassified e-mail system.** Mills also stated
that she was not concerned about her decision to forward certain of these e-mails to Clinton.*
In reviewing e-mails related to the SAP referenced above, Mills explained that some of the e-
mails were designed to inform State officials of media reports concerning the subject matter and
that the information in the e-mails merely confirmed what the public already knew. ™’

(U//EeB0) The FBI interviewed Sullivan on February 27, 2016. Sullivan, who between 2009
and 2013 served at State first as the Deputy Chief of Staff for Policy and then as the Director of
Policy Planning, communicated extensively with Clinton by e-mail. Their communications
included both e-mails written by Sullivan and e-mails written by others that Sullivan forwarded
to Clinton. During the interview, the FBI asked Sullivan to review approximately 14 e-mails
Sullivan sent or received on unclassified systems that were later determined to contain classified
information up to the TOP SECRET/SAP level. Sullivan did not specifically recall the e-mails,
aside from recognizing some of them from the materials released pursuant to FOIA litigation, but
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provided reasons why the e-mails may have been sent by him or others on unclassified
systems.™" With respect to the SAP, Sullivan stated that it was discussed on unclassified systems
due to the operational tempo at that time, and State employees attempted to talk around classified
information.* Sullivan also indicated that, for some of the e-mails, information about the
incidents described therein may have already appeared in news reports.** Furthermore, Sullivan
stated that his colleagues at State worked hard while under pressure and used their best judgment
to accomplish their mission.™®" When forwarding e-mails, Sullivan relied on the judgment of the
individuals who sent the e-mails to him to ensure that the e-mails did not contain classified
information.** Sullivan did not recall any instances in which he felt uneasy about information
conveyed on unclassified systems, nor any instances in which others expressed concerns about
the handling of classified information at State °°**

(S/HAOCANE) Sullivan was also asked about an e-mail exchange between him and Clinton in
which, on the moming of June 17, 2011, Clinton asked Sullivan to check on the status of talking
points she was supposed to have received.*™ Sullivan responded that the secure fax was
malfunctioning but was in the process of being fixed. Clinton instructed Sullivan that if the
secure fax could not be fixed, he should “turn [the talking points] into nonpaper [with] no
identifying heading and send nonsecure.” *** State uses the term “non-paper” to refer to a
document which 1s authorized for distribution to a foreign government without explicit
attribution to the U.S. government and without classified information. Sullivan did not recall
this specific e-mail but believed that Clinton's request indicated that she would have wanted him
to make an unclassified version of the dociiment summarize the contents and then send it to her

on a non-secure fax **

(U/ABEE3 On April 5, 2016, Abedin, who served as Deputy Chief of Staff to Clinton at State
between 2009 and 2013, was interviewed by the FBI. When asked about an e-mail subsequently
determined to contain CONFIDENTIAL information, Abedin noted that she had only conveyed
the information from the e-mail and had not originated it."’" She also stated that she relied upon
the sender to properly mark the e-mail for classification purposes and did not take it upon herself
to question the sender's judgment as to such marking P-*"!

(UAFEH8) Investigation determined Sidney Blumenthal, a former political aide to President
Clinton and an informal political advisor to Clinton during her tenure at State, had direct e-mail
contact with Clinton during her tenure at State. FBI investigation identified at least 179 e-

% UHTFEEE) Abedin and Mills also provided similar responscs when asked about State sccurity practices regarding classified
information,

PPPUHFEEO) Alihongh Abedin was a party to c-mails comtaining information that has since been deiermined to be classified,
duc (o the nature of her position at Siaie. Abedin was not regularhy included in the ¢-mail chains {discussed in this section of the
memorandum} about which Sullivan and Mills were questiongd. Abedin's position ai State did not consisicaily invohve hier
participation in substantive pelicy decisions, and she was not a regnlar uscr of classified c-mail systems.
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mails™ that Blumenthal sent to Clinton containing information in memorandum format. The
State FOIA process identified 24 memos from Blumenthal that contained information currently
classified as CONFIDENTIAL and one as SECRET both when sent and currently.*’**” The FBI
interviewed Blumenthal on January 7, 2016. According to Blumenthal, the content of the
memos, which addressed topics to include Benghazi and foreign political developments, was
provided to him from a number of different sources to include former USIC employees and
contacts, as well as contacts within foreign

governments, V7473476477 ATRATYI0 AL IRLIRS SIIBSIR0T T oo contained a notation of
“CONFIDENTIAL"™ and then often included a source summary statement™* similar to those
frequently found in USIC intelligence products. ™ ****" Blumenthal indicated he was not tasked
to provide this information to Clinton; rather, he provided 1t because he deemed the information
helpful, which Clinton occasionally acknowledged via e-mail.*”! Clinton often forwarded the
memos to Sullivan asking him to remove information identifying Blumenthal as the originator
and to pass the information to other State employees to solicit their input.***** According to e-
mails between Clinton and Sullivan, Clinton discussed passing the information to the White
House, other USG agencies, and foreign governments, #*1%

15 (] 66 Clinton's Statements Kelated to Classified E-mails IFound on Her Personal
Server Systems

(S/FOEMNTE) On July 2, 2016, the FBI interviewed Clinton. Clinton was aware she was an
Original Classification Authority (OCA) at State; however, she could not recall how often she
used this authority nor could she recall any training or guidance provided by State.*® Clinton
could not give an example of how the classification of a document was determined; rather she
stated there was a process in place at State before her tenure, and she relied on career foreign
service professionals to appropriately mark and handle classified information.*’ Clinton
believed information should be classified when it relates t0| |the use of
sensitive sources, or sensitive deliberations.'” When asked whether she believed information
should be classified if its unauthorized release would cause damage to national security, Clinton
responded “vyes, that is the understanding.”*"’

(X /OEANF) Clinton did not recall receiving any e-mails she thought should not have been on an
unclassified system.™ She relied on State officials to use their judgment when e-mailing her and
could not recall anyone raising concerns with her regarding the sensitivity of the information she
received at her e-mail address.”" The FBI provided Clinton with copies of her classified e-mails
ranging from CONFIDENTIAL to TOP SECRET/SAP and Clinton said she did not believe the
e-mails contained classified information. *** Upon reviewing an e-mail classified
SECRET//NOFORN dated December 27, 2011, Clinton stated no policy or practice existed

W (U APOTO) The FBI obtained 177 of Blumenihal's memos from the c-mails provided by Williams & Connolly as part of
Clinton's production io the FBI, The FBI recovered iwo additional memos during the invesiigation from BlackBerry backups
provided by Cooper: Statc did not provide a classification detcrminaiion on those additional memos.

U /H0e) According 10 Blumenthal, "CONFIDENTIAL™ meant the memo was personal in nature and did aot refer 1o
ciassified USG informmation.

5 (L UEQLGD According 1o Blumenthal. the individual who provided the content for a number of the memos anthored the source
snnumary statcments {caveats provided regarding the sonrce of nformation) in the menos.

" L/ [nvestigation was unable (o determing if amy of Blumenthal's memos were forwarded to the White House. or 10
other USG ageneics and forcign povernments. as Sullivan's OpeniNet soud items were not present in the data provided by Staie to
the FBL
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related to communicating around holidays, and it was often necessary to communicate in code or
do the best you could to convey the information considering the e-mail system you were
using.* In reference to the same e-mail, Clinton believed if the foreign press was to obtain
information from that e-mail, it would not cause damage to the US Government.”"* When asked,
Clinton recalled being briefed on SAP information but could not recall any specific briefing on
how to handle SAP information.*” Clinton stated she knew SAP information was of great
importance and needed to be handled carefully. "™

F. (U FEHE) Gaps in Clinton F-mail Recovered from Personal Server Systems

(U//FOT0) There were no e-mails provided by Williams & Connolly to State or the FBI dated
from January 21, 2009 to March 18, 2009. FBI investigation identified an additional 18 days
where Clinton did not provide State any responsive e-mail. FBI investigation determined 14 of
the 18 days where Clinton did not provide State any responsive e-mail correspond with e-mail
outages affecting Clinton's personal server systems as a result of both Hurricane Irene™ and
Hurricane Sandy™™ . FBI investigation indicated other explanations for gaps in Clinton's e-mail
production could include user deletion prior to PRN's transfer of Clinton's e-mails for review, or
flaws in the archiving and sorting process used to generate the responsive production to State.

4. (U/FOYH0O) Results of the FBI Investigation and Analvsis of Cvber Intrusion Potential

A. (U FOO) Cyber Analysis of Clinton's Personal Server Systems

(U/FOTO) FBI investigation and forensic analysis did not find evidence confirming that
Clinton's e-mail server systems were compromised by cyber means. The FBI's inability to
recover all server equipment and the lack of complete server log data for the relevant time period
limited the FBI's forensic analysis of the server systems. As a result, FBI cyber analysis relied,
in large part, on witness statements, e-mail correspondence, and related forensic content found
on other devices to understand the setup, maintenance, administration, and security of the server
systems.

(U/fFOBO Investigation determined Clinton's clintonemail com e-mail traffic was potentially
vulnerable to compromise when she first began using her personal account in January 2009, It
was not until late March 2009, when the Pagliano Server was set up and an SSL certificate™"
was acquired for the clintonemail com domain—providing encryption of login credentials, but
not e-mail content stored on the server—that access to the server was afforded an added layer of
secur"ity.fm‘jng The certificate was valid until September 13, 2013, at which time PRN obtained a
new certificate valid until September 13, 2018.>"

(U/E0H90) During his December 22, 2015 FBI interview, Pagliang recalled a conversation with

at the beginning of Clinton' s tenure, in which hdvised he would not be

L AReEE) The {irst of two extended omages occurted from Anguosi 28 10 30, 2011 (3 davs) as a result of [Turricane lrene,
M {U/FEES) The sccond extended ontage ocenrred from October 30, 2012 1o November 9, 2012 {11 days) as a result of
Hurricane Sandy,

R L IFEEE) According 1o FBI forensic analysis. there was 0o SSL ceriificaie on the Pagliano Senver between March 19,
20039, when the nmil service was operational. and March 2% or 30. 2009, when the SSLU certificate was installed on the senver.
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rised if classified information was being transmitted to Clinton's personal server.”

urther recommended that e-mail transiting from a state. gov account to the server

¢ sent through a Transport Layer Security (TLS)™ tunnel.”** Pagliano advised that the
transition to TLS never occurred.” '* The FBI was unable to forensically determine if TLS was
implemented on the Pagliano Server.

(U/FeH6) When asked about the maintenance and security of the server system he
administered, Pagliano stated there were no security breaches, but he was aware there were many
failed login attempts, which he referred to as brute force attacks. “*"* He added that the failed
attempts increased over the life of the Pagliano Server, and he set up the server's logs to alert
Cooper when they occurred.”" Pagliano knew the attempts were potential attackers because the
credentials attempting to log in did not match legitimate users on the system.”"* Pagliano could
not recall if a high volume of failed login attempts emanated from any specific country.”*

(U/AFBH0) In an attempt to thwart potential attacks, Pagliano set up Internet Protocol (IP)
filtering®™™ on the firewall and tried to review the firewall log files once a month.”'” After the
Pagliano Server was established, Cooper put Pagliano in contact withI: a United
States Secret Service (USSS) agent, who recommended Pagliano also perform outbound filtering
of e-mail traffic.*'® Pagliano further considered, but ultimately did not implement, a Virtual
Private Network (VPN)* or two-factor authentication®™ to better secure administrative access
to the server system by him and Cooper.”'” The FBI forensically determined that Remote
Desktop Protocol (RDP)** was enabled on the Pagliano Server and was used by Pagliano,
Cooper, and later PRN, for remote administration of the server.*™® While the availability of RDP

(L) TLS is a protocol that ensures privacy between communicating applications, such as web browsing. c-mail. and instant-
messaging, with their nsers on thie Internet, TLS casures that no ihird-party cavesdrops on the iwo-way communication, TLS is
the successor to SSL and is considercd more securc.

YL According o the Siate OLG repont. State policy {12 FAM 544 3) siipulates normal day -to-day operations musi be
conducted on an authorized sysiem. In the abscnce of a device. such as a Statc OpenlNet terminal. employees can send most
Seasitive But Unelassificd (SBL) information nnencrypied via the Imerngt ondy when necessary. with the knowledee that the
nature of the transmission lends itsclf to nnanthorized access, however remote that chance might be. Furthermore. in Angust
2008. 12 FAM 682 2-5 was amended and mandated that SBU information on non-Depaniment-owned systems at non-
Departimental facilitics had to mect certain critgria, Emplovees had 1o: 13 ensure that SBU information was encnypied: 23 destroy
SBU information on their personally owned and managed contputess and remosabic media when the files are no longer required:
and 3) implemeni encrypiion certificd by the National Instituie of Science and Technology (NIST). among other things. Alihough
12 FAM 682 2-5 was further amended in 2004, 2011, 2014, and 2013, the basic requitcmenis did not change.

“ {10} A bruie force atiack is a irial-and-crror meihod used 1o obtain information. such as a password or personal ideaiification
number (PIN). In a brute foree attack, passwords may be atticmpied mannalily or automated softwarc can be nsed Lo gencraic a
large mumber of consecutive gnesses as o the targeied informaiion,

w8 17y [P filicring is the practice of identifying and manually blocking [P addrcsses bascd on the identification of paticras that
arc indicative of a potemial attack.

BB (1) VPN is a privaie ngtwork that runs on op of a laraer network 10 provide aceess 1o shared network resources. which may
of may not include the physical hard drives of individual computess. as in the case of Remote Deskiop Protocol (RDP). VPN
offers an additional laver of security by encrvpting the data traveling o the privaie ngtwork before sending it over the [nigrngt,
Data is then decrypted when i ieaches the private nctwork.

(L) Two-factor authentication is a meihod of confirming a user's claimed identity by wiilizing a combination of two differem
componcnts. ofien sometling the nser knows and something the nser has—such as a RSA keyfob/token.

4884 (1) RDP is a proprictary protocol developed by Microsoft that allows a user (o remotely connect (o another compuier over a
network connection (o view the compuicr and control it remotely, RDP is implemenied in every version of Windows starting with
Windows XP.
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on a server is convenient for remote access, the FBI is aware of known vulnerabilities®™*
associated with the protocol.

(UAFoH0

[ Pagliano recalled finding “a

virus,” but could provide no additional details, other than it was nothing of great concern.™> FBI
examination of the Pagliano Server and available server backups did not reveal any indications
of malware. ™

(U//FOT0) On January 9, 2011, Cooper sent Abedin an e-mail stating someone was attempting
to “hack” the server, prompting him to shut it down.””’ Cooper sent Abedin another e-mail later
the same day stating he had to reboot the server again.>™ The FBI's investigation did not identify
successful malicious login activity associated with this incident.™

(U/Ae56n The FBI' s review of available Internet Information Services (IIS) web logs showed
scanning attempts from external IP addresses over the course of Pagliano's administration of the
server, though only one appears to have resulted in a successful compromise of an e-mail
account on the server ¥ Forensic analysis noted that on January 5, 2013, three IP addresses
matching known Tor™ exit nodes were observed accessing a user e-mail account on the
Pagliano Server believed to belong to President Clinton staffer] |FBI
investigation indicated the Tor user logged in t(i e-mail_account and browsed e-mail
folders and attachments.”"*** When asked during s her interview stated to the FBI she is
not familiar with nor has she ever used Tor software.* FBI investigation to date was unable to
identify the actor(s) responsible for this login or hov:%m credentials were
compromised.™

(U//FOS) Forensic analysis of alert e-mail records automatically generated by CloudJacket
revealed multiple instances of potential malicious actors attempting to exploit vulnerabilities on
the PRN Server. FBI determined none of the activity, however, was successful against the

335
Server.

(U/FOB0) Following the March 3, 2015 New York Times article publicly revealing Clinton's
use of personal e-mail to conduct government business, ™ the FBI identified an increased
number of login attempts to the PRN Server and its associated domain controller 288 > Forensic
analysis revealed none of the login attempts were successful. FBI investigation also identified an

Ly

(L) Older versions of RDP had a vulnerability in ihe meihod used 1o encnvpt RDP sessions, While securily patches. if applicd.
have remedied these vulnerabilities. exposing RDP to dircet connections conld allow remote attackers the opportunity 1o gucss
login credentials,

MYy 1) Tor is free softwarc allowing end uscrs to direct their Internet traffic through a group of voluntcer-operated servers around
the world in order 1o conceal their location and [nternet usage,

BEEE (L) A domain controller is a Microsofi server that responds 1o sccurity authentication requesis (logins. chocking permissions.
ctc.) within a Windows domain.
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increase in unauthorized login attempts into the Apple iClou account likely associated with
Clinton's e-mail address™ during this time period. Investigation determined all potentially
suspicious Apple iCloud login attempts were unsuccessful. ™ Additionally, PRN made various
network changes to the PRN Server around March 7, 2015, to include disabling the server's
public-facing VPN page and switching from SSL protocol to TLS to increase security.™ Staff
also discussed the possibility of conducting penetration testing™ against the PRN Server to
highlight vulnerabilities in the network.™ The FBI interviewed an employee of the company
with which PRN had discussed the issue. The employee stated that the topic was broached but
that penetration testing against the PRN Server, ultimately, did not happen.™!

d libhi

B. (U +666) Cyber Analysis of Clinton's Mobile Devices

(UAFOTO) The FBI does not have in its possession any of Clinton's 13 mobile devices which
potentially were used to send e-mails using Clinton's clintonemail com e-mail addresses. As a
result, the FBI could not make a determination as to whether any of the devices were subject to
compromise. Similarly, the FBI does not have in its possession two of the five iPad devices
which potentially were used by Clinton to send and receive e-mails during her tenure, >*7*-74-2%
The FBI forensically examined two of the three iPads™"* it obtained and found no evidence of
cyber intrusion.***

¢ (U 6 Cyber Targeting of Clinton's Personal F-mail and Associated Acconnts

(S//HOEMNF) Investigation identified multiple occurrences of phishing and/or spear-phishing e-
mails sent to Clinton's account during her tenure as Secretarv of Stage ™

(S//FEAH) Clinton received another phishing e-mail, purportedly sent from the personal e-mail
account of a State ofﬁcial] | The e-majl contained a potentially malicious

link.™ Clinton replied to the e-mail stating, “Is this really from you? I was
worried about opening it!”’*] |
In a separate incident Abedin sent an e-mail tg indicating Clinton was

Wi ¢ /PO Apple iClond is a cloud storage medinm available 1o uscrs of Apple products. Clinton is known to have nscd
Apple iPads during ihe course of her tenure. and hdi22 ¢ clinionemail com was likely used as her AppielD 10 set up a new Apple
device.

TA{U/MOEe) While the NYT article did not reveal Clinton’s c-mail address—and by default the domain name—it is very likely
those who tried 10 gain access o the relaicd Apple iClond account scarched for and found the ¢-mail address in open sources,
News articles from 2013 comained a screcnshot of Blumenthal' s comnmnication with “hde22.” thereby divulging Clinton's -
mail alias, Oiher ouilets meaiioned the domain name in articles but withheld Clinion's ¢-mail alias, Clinton's full e-mail address
counld therefore hasc been ascertained through piccing together varions sonrces.

¢y Penetration testing. mote commonly known as pentesting. is the practice of testing a compuicr system, network. o1 web
application to find vnlncrabilitics that an attacker couid cxploit.

M (U MREHEE)) The third iPad ihe FBI obiained was not actually used by Clinton, Shortly afier it was purchased. it was given as
a gift 10 a member of her staffl and therefore the FBI did not forensically examing ihe device,

L) RAT is a picee of software that facilitates remotc opcration of a computer system.
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worried “someone [was] hacking into her email” given that she received an e-mail from a known
associate containing a link to a website with pornographic material.>™ There is no };?‘rc
additional information as to why Clinton was concerned about someone hacking into her e-mail
account, or if the specific link referenced by Abedin was used as a vector to infect Clinton's
21 device] l
o IOpen source .
information indicated, if opened, the targeted user's device may have been infected, and 53
information would have been sent to at least three computers overseas, including one in
Russis 56(}_5()1 l
D. (U FOTC) Potential Loss of Classified Information
(U//FOY0) On March 11, 2011, Boswell sent a memo directly to Clinton outlining an increase
since January 2011 of cyber actors targeting State employees' personal e-mail accounts.™ The
memo included an attachment which urged State employees to limit the use of personal e-mail
for official business since “some compromised home systems have been reconfigured by these
actors to automatically forward copies of all composed e-mails to an undisclosed recipient.”>"
Clinton' s immediate staff was also briefed on cybersecurity threats in April and May 2011.7%
(S//0EA
bl
b3
bé
b7¢C
b7&
(S/FOEAT
bl
b3
b6
b7C
b7E

ENITHIEN

(L) In order for malicious executables 10 be effective. the targeied host device has 1o have ihe correct program/applications
mstalled. If, for example, the host is munning an older version of Adobe but the exploit being used is newer, there is a chance the
host will not be infected because the exploit was unable (o execuie using the older version of the program,

LY A drop” account. in this case. is an c-mail account controlled by forcign evber actors and which senves as the recipient
of anto-forwarded c-nails from victint acconnts.
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(U//FOF6) On or about March 14, 2013, Blumenthal's AOL e-mail account was compromised
by Marcel Lehel Lazar, aka Guccifer, a Romanian cyber hacker. Lazar disseminated e-mails and

attachments sent betweenﬁhmﬂmdﬂa@ﬂ.mﬂmmmmmm.
Ibroaqurms. COINDANY, BlE

P™ One of the

screenshots captured a list of 19 foreign policy and intelligence memos authored by Blumenthal
for Clinton.” The content of one of the memos on the list was determined by State to be
classified at the CONFIDENTIAL level. > Lazar was extradited from Romania to the United
States on March 31, 2016.7”!

(U/ABB0) Between April 25, 2016 and May 2, 2016, Lazar made a claim to FOX News that he
used information from Blumenthal' s compromise as a stepping stone to hack Clinton's personal
server.””? On May 26, 2016, the FBI interviewed Lazar, who admitted he lied to FOX News
about hacking the Clinton server.””” FBI forensic analysis of the Clinton server during the
timeframe Lazar claimed to have compromised the server did not identify evidence that Lazar
hacked the server.” An examination of log files from March 2013 indicated that IP addresses
from Russia and Ukraine attempted to scan the server on March 15, 2013, the day after the
Blumenthal compromise, and on March 19 and March 21, 2013 595° However, none of these
attempts were successful, and it could not be determined whether this activity was attributable to

Lazar ™

k. (U O General Cyber Analysis Conducted
(S//eEAd The FBI conducted general cyber research and analysis of e-mail addresses 1]:;
and user accounts associated with the clintonemail com and presidentelinton.com domains. bé
i b7C
b7E

(U/FEH6) FBI extracted the Thread-Index®® and Message-IDPP values for each identified

confirmed classified e-mail relevant to this investigation. The values were extracted from the e-

mail headers® in order to develop specific electronic signatures that could be used when

searching for exact references in large data repositories. In an effort to identify whether any

confirmed classified e-mails may have been compromised through computer intrusion methods,

the FBI conducted signature-based searches in available databases, to includel:“. The BiE
FBI also provided the unique identifiers to other government agencies, and one entity

2998 (1) A Thread-Index value is a nnique. alphanumeric. Microsoft Ontlook-centric ficld found in an c-mail's icader. The

idemtifict is used to track c-mail thrcads {or comversations). Each time there is a reply or fonvard in the c-mail thread. Cutlook—

if it 15 the e-mail clieni being used—will append additional alphanumeric characters 1o the e-mail's oniginal Thread-Index value,

PRY ¢y A Message-ID is a unique identificr found in an c-mail’s header. Message-1Ds arc required to have a specific format and

be globally unique. Unlike Thread-Index values. Message-IDs are unique io every individual e-mail. regardless of whether two ¢-

nails belong to the same thicad {or conversation}.

W9 ¢y A header picccdcs lhc bod\ (conlcm lC\l) of'm ¢-mail. and contains lings (metadata) that identify particular routing

mformation. Fj ; oy, while others are optipnal

L HPOEO | b7&
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responded. ™ To date, the signature-based searches in USG databases have not identified the s

+ &0
relevant e-mails.”

#5 (U MBS The TBI provided the Excentive Office of the President {GOP). State Cyber Thrcat Analysis Division {CTAD?),
and State's Information Resource Burcau (IRB) with Thread-Index and Messaze-1D values, CTAD found no record of tie
signatures provided. EQP stated they conld only scarch "To,” "T'rom.” and ~Suobject” lines, as did Statc IRB. Scparately, in an
atiempt to identify whether confirmed classified e-mails resided in unidentified ¢-mail provider accounts. or wheilier identified
acconnts forwarded or replicd to the classificd messages. the FBI cxplored the possibility of shanng Thicad-Index Valuc and
Message-1Ds with e-mail service providers of inicrest, Google was asked if ihey could scarch those header ficlds in its datasct.
The company stated it does not index Thread-Index values. which is the identifier the FBI was mosi imerested in. as it would
have provided insight into the extent the messages were fonvarded.
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