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UNCLASSIFIED 

IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 

JUDICIAL WATCH, INC., 

Plaintiff, 

V. 

) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 

Civil Action No. l 5-cv-0785 

REX TILLERSON, in his official capacity as 
Secretary of State, 

Defendant. __________________ ) 

CAUSE OF ACTION INSTITUTE, 

Plaintiff, 

V. 

REX TILLERSON, in his official capacity as 
Secretary of State, and DA YID S. FERRIERO, 
in his official capacity as Archivist of the 
United States, 

Defendants. 

) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 

Civil Action No. l 5-cv-1068 

DECLARATION OF E. W. PRIEST AP 
FEDERAL BUREAU OF INVESTIGATION 

(U) I, E.W. Priestap, hereby declare and say: 

l . (U) I have been a Special Agent with the Federal Bureau of Investigation (FBI) 

for eighteen (18) years. I was assigned to the Counterintelligence Division at FBI Headquarters 

as the Assistant Director in December 2015. Before then, I served as the Deputy Assistant 

Director of the Intelligence Operations Branch in the Directorate of Intelligence at FBI 

Headquarters. Prior to that, I was named Special Agent in Charge of the Counterintelligence 
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UNCLASSIFIED 

Division in the New York Field Office in 2013, where I supported counterterrori sm and 

counterintelligence operations since 2006 as a Supervisory Special Agent. 

2. (U) On July 10, 20 15, the FBI initiated a full investigation based upon a referral 

from the US Intelligence Community Inspector General (ICIG), submitted in accordance with 

Section 81 l(c) of the Intelligence Authorization Act of 1995 and dated July 06, 2015, regarding 

the potential unauthorized transmission and storage of classified information on the personal e­

mail server of former Secretary of State Hillary Clinton (Clinton). In my capacity as the 

Assistant Director assigned to counterintelligence and counterespionage matters, I supervised the 

Clinton investigation. I make this declaration to provide the Court with background information 

regarding investigative efforts taken to obtain repositories of e-mail which would assist the FBJ 

in reviewing the potential unauthorized transmission and storage of classified information. The 

information stated herein is based on my personal knowledge, my review and consideration of 

documents and information available to me in my official capacity, and information furnished to 

me by Special Agents and other employees of the FBI. 

INVESTIGATIVE ACTIONS TAKEN TO ACQUIRE REPOSITORIES OF E-MAIL 

3. (U) A primary focus of the FBI' s investigative efforts was the recovery of non-

governmental e-mail repositories used by Clinton during her tenure as Secretary of State. In 

furtherance of its investigation, the FBI acquired or sought access to computer equipment and 

mobile devices used during the former Secretary's tenure in order to forensically review items 

and obtain evidence to evaluate the potential unauthorized transmission and storage of classified 

information. Although this Declaration provides a general overview of the FBl's investigative 

efforts, much more detailed information on specific investigative actions and specific computer 

equipment and mobile devices can be found in the Clinton E-Mail Investigation: Mishandling of 
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UNCLASSIFIED 

Classified - Unknown Subject of Country (SIM) Letterhead Memorandum (LHM), of which an 

unclassified and publically available version is attached to this declaration for review. 1 

A. Clinton's Personal E-Mail Server Systems 

4. (U) Prior to January 21 , 2009, when she was sworn in as the U.S. Secretary of 

State, Clinton used a personally-acquired BlackBerry device with service initially from Cingular 

Wireless and later AT&T Wireless, to access her personal e-mail accounts. Clinton initially used 

the e-mail address hrl 5@mycingular.blackberry.net and then changed to 

hr15@att.blackberry.net. These e-mail addresses continued to be utilized for a brief time during 

Clinton ' s tenure (January 21 , 2009 until March 18, 2009). The FBI' s investigation only 

concerned the potential unauthorized transmission and storage of classified information on the 

personal e-mail server during former Secretary Clinton's tenure at the Department of State 

(DOS). Initially, an investigative emphasis was placed on obtaining early tenure e-mails in order 

to understand the circumstances for deciding to use the private e-mail server. As described in 

greater detail below, the FBI primarily sought to obtain the actual devices used by Clinton to 

facilitate e-mail, such as BlackBerrys, as well as any archived repositories of Secretary Clinton' s 

e-mails, through consensual agreement. The FBI also obtained Grand Jury subpoenas related to 

the Blackberry e-mail accounts, which produced no responsive materials, as the requested data 

was outside the retention time utilized by those providers. The FBI did not recover any 

information indicating that Clinton sent an e-mail from her hrl 5@mycingular.blackberry.net or 

hrl 5@att.blackberry.net e-mails after March 18, 2009. 

1 The attached LHM is the unclassified version publically available on the FBl's website, which has classified 
information and personal identifying information redacted in accordance with statutory obligations. See 
https://va u It. fbi .gov /hi llary-r. -Clinton. 
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5. (U) In mid-to-late January 2009, Clinton transitioned to the 

hdr22@clintonemail.com account, which utilized a newly-created private domain for e-mail 

initially hosted on a private server (the "Apple Server") located at Clinton's Chappaqua, New 

York residence. In or around January 2009, a decision was made by Clinton's staff to move the 

clintonemail.com domain to another server because the Apple Server was antiquated and users 

were experiencing problems with e-mail delivery on their Black.Berry devices. 

6. (U) In or around March 2009, a second private server (the "Pagliano Server") was 

installed at the Chappaqua residence. During the installation of the Pagliano Server, Clinton's 

former staff believe all e-mail from the Apple Server was migrated, and therefore no e-mail 

content should have remained on the Apple Server. Following the e-mai l migration from the 

Apple Server to the Pagliano Server, the Apple Server was repurposed to serve as a personal 

computer for household staff at the Chappaqua residence. Sometime in 2014, and after the 

Secretary's tenure at DOS, some data from the repurposed Apple Server was transferred to a new 

Apple iMac computer, and the hard drive of the old Apple Server was discarded. The FBI was 

therefore unable to obtain the original Apple Server for a forensic review. 

7. (U) The FBI did not seek to obtain the iMac computer for forensic review 

because the device did not facilitate Secretary Clinton's use of e-mail during her tenure. At the 

request of the FBI, DOJ requested that Williams & Connolly LLP, Clinton's private counsel, 

coordinate a review of all data on the iMac to determine whether e-mail repositories from the 

Apple Server were still present from the 2014 data transfer through a keyword search consisting 

of terms identified by the FBI. On October 14, 2015, Williams & Connolly confirmed to DOJ 

that a review of the iMac was conducted pursuant to the request and no e-mails were found 

belonging to Clinton from the period of her tenure as Secretary of State. During the course of 
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the investigation, the FBI found no information to indicate that the review of the iMac by 

Williams & Connolly was not comprehensive and accurate. 

8. (U) The successor Pagliano Server consisted of several pieces of equipment 

discussed in detail in the LHM. The Pagliano Server was set to conduct a complete backup on a 

Seagate external hard drive once per week, with a differential backup (a cumulative backup of all 

changes occurring since the last full backup) being completed every day, and this continued from 

the initial Pagliano Server installation in March 2009 until Jw1e 20 11 , when the external hard 

drive was replaced. The external hard drive was replaced with a Cisco Network Attached 

Storage (NAS) device, to store backups of the server. The FBI was unable to forensically 

determine how frequently the NAS captured backups of the Pagliano Server. As discussed 

further below, the FBI was able to obtain the Pagliano Server, the Seagate external hard drive, 

and the NAS. The FBI' s forensic analysis of the three repositories resulted in the recovery of e­

mails and documents from within the Secretary's tenure. 

9. (U) In early 2013, because of user limitations and reliability concerns regarding 

the Pagliano Server, Clinton's staff discussed future e-mail server options through a vendor. On 

or about July 18, 2013, Platte River Networks (PRN) finalized terms for a service agreement to 

host e-mail services for C linton (the "PRN Server"). Prior to finalization, on or around June 23, 

20 13, PRN transported the Pagliano Server to a datacenter in Secaucus, New Jersey run by 

Equinix, Inc. (Equinix). The PRN Server remained at the Equinix faci lity until the PRN Server 

and associated equipment were voluntary produced to the FBI on October 03, 2015. The 

migration of the clintonemail.com domain from the Pagliano Sever to the successor PRN Server 

began to occur on or around June 30, 2013, and the Pagliano and PRN Servers functioned 

together at least in part until Microsoft Exchange was fully uninstalled on the Pagliano Server on 
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December 03, 2013. During the migration period to the PRN Server, a portion of Clinton's e­

mails were transferred utilizing a known commercial e-mail account. The FBI, in the course of 

its investigation, was able to obtain and review these files. 

10. (U) As part of the new PRN Server, PRN configured a backup device from Datto, 

Inc. (Datto), a Datto SIRIS 2000, to take multiple images of the server system daily, with a 

retention period of 60 days. The Pagliano Server remained in the same server cage as the PRN 

Server until it was obtained by the FBI in August 2015 via consent provided by Clinton through 

Williams & Connolly. Through the investigation, the FBI was also able to obtain the PRN server 

and the Datto SIRIS 2000, and to access the cloud backup of the Datto device. The FBI' s 

forensic analysis of these repositories resulted in the recovery of e-mails and documents within 

the Secretary's tenure. Of note, forensic analysis of the Datto backups revealed some e-mails 

associated with the time period between January 21 , 2009 and March 18, 2009, none of which 

were provided by Secretary Clinton because of an inability to locate the files. 

B. Mobile Devices Associated with Clinton's E-Mail Server Systems 

11. (U) The FBI's investigation identified thirteen (13) total mobile devices which 

potentially were used to send e-mails using Clinton's clintonemail.com e-mail addresses. On 

February 9, 2016, DOJ requested all 13 mobile devices from Williams & Connelly. Williams & 

Connelly replied on February 22, 2016 that they were unable to locate any of these devices. As a 

result, the FBI was unable to acquire or directly forensically examine any of these 13 mobile 

devices during the course of the investigation. The FBI was able to consensually obtain some 

backup copies of devices utilized by former Secretary Clinton in the course of the investigation 

from former members of Clinton's staff. The FBl's forensic analysis of the repositories resulted 

in the recovery of e-mails and documents within the Secretary' s tenure. 

6 
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12. (U) On October 16, 2015, Williams & Connelly provided two (2) BlackBerry 

devices to the FBI and indicated the devices may contain or had previously contained e-mails 

from Clinton's personal e-mail account during her tenure as Secretary of State. FBI forensic 

analysis found no evidence to indicate either of the devices provided by Williams & Connelly 

were connected to one of Clinton's personal servers or contained-mails from her personal 

accounts during her tenure. 

13. (U) The FBI identified five (5) iPad devices associated with Clinton which 

potentially were used to send e-mails from Clinton's clintonemail.com e-mail addresses. The 

FBI obtained three (3) of the iPads. One iPad contained three tenure e-mails from 2012 in the 

hdr22@clintonemail.com "drafts" folder. The FBI did not recover any e-mails from Clinton's 

personal e-mail accounts from either of the other two iPads in its possession. The FBI did not 

obtain the remaining two iPads because they were no longer in Clinton's possession and 

investigative activities ind icated there was no likelihood that tenure e-mails would be present. 

CONCLUSION 

14. (U) The FBI undertook all reasonable and comprehensive efforts to recover e-

mails relevant to investigating the potential unauthorized transmission and storage of classified 

information on the personal e-mail server of former Secretary Clinton. This effort consisted of 

acquiring all potentially work-related e-mails within the former Secretary's tenure and then 

undertaking classification reviews of each identified e-mai l in conjunction with U.S. 

Government partners. As of July 2016, the FBI recovered several thousand unique work-related 

and personal e-mails from Clinton's tenure associated with the hdr22@clintonemail.com e-mai l 

address that were not provided by Williams & Connolly as part of Clinton's production to the 

Department of State (DOS). The FBI has since turned over all of these e-mails and other 
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documents to DOS for agency record determination.2 In connection with an unrelated pending 

investigation, the FBI learned of the existence of e-mails that appeared pertinent to the Clinton 

investigation and took appropriate steps to allow investigators to review those e-mai ls. 

Investigative activities undertaken in October 2016 with respect to those e-mails resulted in 

additional e-mails being discovered which may be potentially work-related. The FBI wi ll also 

provide these e-mails to the DOS for agency record determination. It is my opinion that there are 

no further investigative actions that can be undertaken by the FBI to recover additional Clinton 

work-related e-mails which would be meaningful to the investigation, as described above. 

2 The FBI did not and could not make assessments of whether these e-mails were Department of State records under 
the Federal Records Act. 
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Pursuant to 28 U.S.C. § 1746, I declare under penalty of perjury that the foregoing is true 

and correct, and that Exhibit A attached hereto is a true and correct copy. 

Executed this 24th day of April, 2017. 

E. W. Priestap ~ 
Assistant Director 
Counterintelligence Division 
Federal Bureau of Investigation 
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::iECRli:+.'.'9itC(")I 4. Pli iFQR.ND 

U.S. Department of Justice 

Federal Bureau of Investigation 

CLINTON E-MAIL INVESTIGATION 

July, 2016 
Washinb>ton, D.C. 

MISHANDLING OF CLASSIFIED- UNKNOWN SUBJECT OR COUNTRY (SIM) 

This report recounts the information collected in this im·esti~ation. It is not intended to address potential inconsistencies in, or the 
,·alidity ol', the information related herein. 

(U//FOUO) On July 10, 2015, the Federal Bureau of Investigation (FBI) initiated a full 
investigation based upon a ref err al received from the US Intelligence Community Inspector 
General (ICIG), submitted in accordance with Section 81 I ( c) of the Intelligence Authorization 
Act of I 995 and dated July 6, 2015, regarding the potential unauthorized transmission and 
storage of classified information on the personal e-mail server of former Secretary of State 
Hillary Clinton (Clinton). a The FBI' s investigation focused on determining whether classified 
information was transmitted or stored on unclassified systems in violation of federal criminal 

• (lJ//FOo~) For a complete !isling of lhe inten iews conducted. clcclronic media colleclcd. legal pmcess issued. and classified e­
mails identified during this in,estigation. please refer 10 Appendices A-D. As background. Cli111011 was Secretary of S1a1e from 
Jmmmy 2 I. 2009 t Jrrough F cbnmry I. 20 I 3. 

FBI IN"FO. 
CLASSIFIED BY: NSICG f82l!32K21 

REA.SOH: 1. 4 (C. ,C) 
DECLASSI:Y QM: 12-31-2041 
DATE: 08-18-2016 
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statutes and whether classified information was compromised by unauthorized individuals, to 
include foreign governments or intelligence services, via cyber intrusion or other means. 
(U/ffOUQ) In furtherance of its investigation, the FBI acquired computer equipment and mobile 
devices, to include equipment associated with two separate e-mail server systems used by 
Clinton, and forensically reviewed the items to recover relevant evidence. In response to FBI 
requests for classification determinations in support of this investigation, US Intelligence 
Community (USIC) agencies determined that 81 e-mail chains, b.c which FBI investigation 
determined were transmitted and stored on Clinton's UNCLASSIFIED personal server systems, 
contained classified information ranging from the CONFIDENTIAL to TOP SECRET/SPECIAL 
ACCESS PROGRAM levels at the time they were sent between 2009-2013. USIC agencies 
determined that 68 of these e-mail chains remain classified. In addition, the classification 
determination process administered by the US Department of State (State) in connection with 
Freedom of Information Act (FOIA) litigation identified approximately 2,000 additional e-mails 
currently classified CONFIDENTIAL and I e-mail currently classified SECRET, which FBI 
investigation determined were transmitted and stored on at least two of Clinton's personal server 
systems.d 

(U//FOUO) The FBI' s investigation and forensic analysis did not find evidence confirming that 
Clinton's e-mail accounts or mobile devices were compromised by cyber means. However, 
investigative limitations, including the FBI' s inability to obtain all mobile devices and various 
computer components associated with Clinton's personal e-mail systems, prevented the FBI from 
conclusively determining whether the classified information transmitted and stored on Clinton's 
personal server systems was compromised via cyber intrusion or other means. The FBI did find 
that hostile foreign actors successfully gained access to the personal e-mail accounts of 
individuals with whom Clinton was in regular contact and, in doing so, obtained e-mails sent to 
or received by Clinton on her personal account. 

1. {U//FOUO' Clinton•s Personal E-Mail Server Systems 

A. (lf I OUO) /11i1ial /~-mail Server: .J1111e 2008 March 2009 

(U//FOUO) In or around 2007, Justin Cooper, at the time an aide to former President William 
Jefferson Clinton (President Clinton), purchased an Apple OS X server (Apple Server) for the 
sole purpose of hosting e-mail services for President Clinton's staff. 1.2 Due to concern over 
ensuring e-mail reliability and a desire to segregate e-mail for President Clinton's various post­
presidency endeavors, President Clinton's aides decided to maintain physical control of the 
Apple Server in the Clinton residence in Chappaqua, New York (Chappaqua residence). 3-U 

According to Cooper, in or around June 2008, a representative from Apple installed the Apple 

0 (Cl/~ The number of classified e-mail chains identified may change as classification determination 1csponses continue to 
be returned to the FBI. 
'(Cl/~) For the pmposes of the FBI' s i1wes1iga1ioll an "e-mail chain" is defined as a set of e-mail responses hm ing the 
same initial e-mail. The subject line may be edited in these chains to rellec1 the pmpose of the forward or reply. 
d (Cl~) State did not pm,ide a delennination with respect to the classification of these e-mails at the time they were sent. 
According 10 State Cnder Secretary of :vlanagemen1. Patrick Kennedy. unclassified information pro,ided to Stale in confidence 
can later be considered classified when it is "fun her assessed the disclosure of such information might damage national security 
or diplomatic 1cla1ionships ... Such information is referred to as "up~lass" or "up~lassified." 
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~~RC] 
Serverc in the basement of the Chappaqua residence.(,.? The FBI was unable to obtain records 
from Cooper or Apple to verify the installation. At the time, Cooper was the only individual with 
administrative access to the Apple Server; however, the Clinton family and their Chappaqua 
residence staff had physical access to the Apple Server. i:i·" The Apple Server initially hosted the 
domains ¥residentclinton.com and ajcoffice.com, which were used by President Clinton's 
staff. r. 10.1 

(U//FOUO) Prior to January 2 I, 2009, when she was sworn in as the US Secretary of State, 
Clinton used a personally-acquired BlackBerry device with service initially from Cingular 
Wireless and later AT&T Wireless, to access her e-mail accounts. 12

·
13 Clinton initially used the 

e-mail addresses hrl 5@mycingular.blackberry.net and then changed to 
hr! 5@att.blackberry.net. i.i.is According to Cooper, in January 2009, Clinton decided to stop 
using her hr! 5@att.blackberry.net e-mail address and instead began using a new private domain, 
clintonemail.com, to host e-mail service on the Apple Server. 16 Clinton stated to the FBI that she 
directed aides, in or around January 2009, to create the clintonemail.com account, and as a 
matter of convenience her clintonemail.com account was moved to an e-mail system maintained 
by President Clinton's aides. 17 While Cooper could not specifically recall registering the domain, 
Cooper was listed as the point of contact for c!intonemail.com when the domain was registered 
with a domain registration services company, Network Solutions, on January 13, 2009. IR.l

9 

Clinton used her au.blackberry.net e-mail account as her primary e-mail address until 
approximately mid-to-late January 2009 when she transitioned to her newly created 
hdr22@clintonemail.com account. 20

·
21 The FBI did not recover any information indicating that 

Clinton sent an e-mail from her hrl 5@att.blackberry.net e-mail after March 18, 2009. 

(Uh'FOUO) According to Cooper, in or around January 2009 the decision was made to move to 
another server because the Apple Server was antiquated and users were experiencing problems 
with e-mail delivery on their BlackBerry devices. n.n At the recommendation of Huma Abedin, 
Clinton's long-time aide and later Deputy Chief of Staff at State, in or around fall 2008, Cooper 
contacted Bryan Pagliano, who worked on Clinton's 2008 presidential campaign as an 
information technology specialist, to build the new server system and to assist Cooper with the 
administration of the new server system. H 25

·
26

·
27 Pagliano was in the process of liquidating the 

computer equipment from Clinton's presidential campaign when Cooper contacted Pagliano 
about using some of the campai~n· s computer equipment to replace the existing Apple Server at 
Clinton's Chappaqua residence. lU

9 Pagliano was unaware the server would be used by Clinton 
at the time he was buildi~8 the server system; rather, he believed the server would be used by 
President Clinton's staff.., Clinton told the FBI that at some point she became aware there was a 
server in the basement of her Chappaqua residence. 31 However, she was unaware of the 
transition from the Apple Server managed by Cooper to another server built by Pagliano and 
therefore, was not involved in the transition decision. :n 

B. (U 'r'()lle) Second /·,'-mail Server: March 2009 June 2013 

• (Cl/~) The Apple Se1,er consisted of an Apple Power Macintosh G.i or G5 1owcr and an 11 P printer. 
r (Cl~) lmes1iga1ion determined,. · · · · 

bl 
b3 
b7E 

b6 ._. ____________ ...,.... 
Prcsidcm Climon did 1101 maintain an e-mail account on the Apple Se1,cr. The e-mail b7C 

domain wicofficc.eom was primmily a legacy domain thal contained mostly fonnrrded e-mail. 
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(U//FOUO) Between the falI of 2008 and January 2009, Pagliano requisitioned the original 
hardware for the second e-mail server from Clinton's presidential campaign headquarters in 
Arlington, VA. 3·' In addition to hardware acquired from Clinton's presidential campaign, 
Pagliano and Cooperg purchased additional necessary equipment through commercial 
vendors. 3-us .. l(d

7 In March 2009, after Pagliano had acquired all of the server equipment and 
installed the necessary software, he and Cooper met at Clinton's Chappaqua residence to 
physically install the server and related equipment in a server rack in the Clintons' 
basement. h.Ji:i.39 

(U//FOUO) Once the new server systemi was physically installed and powered on, Pagliano 
began migrating the e-mail data from the Apple Server to the Pagliano-administered server 
system (Pagliano Server)_..io Pagliano believed he "popped out" all of the e-mail from the Apple 
Server and that no e-mail content should have remained on the Apple Server once the migration 

bl 
b3 
b7E 

took place." Pagl iano \l~d Jg lb~ E~~hl't he on! y transferred cl i ntonemai I. com e-mai I 
accounts for Abedin an . rrom the Apple Server and said he was unaware of and b 6 

did not transfer an e-maI accountor lmton_j.H However, Cooper stated to the FBI that he b
7

C 

believed Clinton had a c!intonemail.com e-mail account on the Apple Server, and that Abedin 
did not have a c!intonemail.com account on the Apple Server. ..JJ As the FBI was unable to obtain 
the original Apple Server for a forensic review for reasons explained below, the FBI cannot 
determine which clintonemail.com e-mail accounts were hosted on, and transferred from, the 
Apple Server to the Pagliano Server. 

(U//~OUO) After the e-mail account migration was completed, Cooper changed the Mail 
Exchange (MX) records" to ensure that delivery of all subsequent e-mail to or from e-mail 
addresses on the presidentc!inton.com and c!intonemail.com domains would be directed toward 
the new Pagliano Server instead of the Apple Server. --1-1 The Pagliano Server was only used fore­
mail management, and the FBI' s review of the oldest available backup image of this server, 
dated June 24, 2013, did not indicate that any e-mail users' files were stored on the Pagliano 
Server.-15 

(U/tt'OUO) In March 2009, following the e-mail migration from the Apple Server to the 
Pagliano Seryer the Annie Seryer was rtpurposed to serve as a personal computer for household 
staff. f at Clinton's Chappaqua residence, subsequently used the 
Apple Server equipment as a workstation. -17 In 2014, the data on the Apple computer was 
transferred to an Apple iMac computer, and the hard drive of the old Apple computer, which 

l'(C~) Cooper had ~nd was often responsible for reimbursing 
sl;lff for purclmses/expe1'!"'s"'cs-. -----------------
11 (l.:/~) Pagliimo ,isited Clinton's Clmppaqua residence on al least tluee occasions to work on the se1,er: in '.\-llrrch 2009. to 
install the sen er: in June 2011. to upgrade the equipment and in January 2012. 10 fix a hardware issue. 
; (l.:/~) The Pagliimo Se1Yer initially consisted of the following equipment: a Dell PowerEdge 2900 seIYer numing 
:vlicrosofl Exchange for e-mail hosting and management. a Dell PowerEdge 1950 se1,er nmning BlackBen-y Emerprise Sen er 
(8 ES) for I he managemenl of BlackBeny deYices. a Seagate external hmd dri,·e to slore backups of I he Dell PowerEdge 2900 
sen er. a Dell switch. a Cisco firewall. and a power supply . 
. i (l.://~) An e-mail oblained during the FBI i1westigation from Cooper lo Clinlon. indicaled that in April 2009. Cooper was 
preparing 10 update Clinton's Blad.Berry to "put it on our new system.·· 
k (t.:) An :vix record detennines which se1'er will handle e-mail deli,ery for a domain and is necessary for routing e-mail 10 its 
proper destination. 
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SECRl£1 }16RCON{NQF~~ ... __ __, 

previously served as the Apple Server was discarded."'~ On October I 4, 20 I 5, Williams & 
Connolly LLP (Williams & Connolly), counsel for Clinton, confirmed to the Department of 
Justice (DOJ) that a review of the iMac was conducted, pursuant to a request by DOJ, and no e­
mails were found belonging to Clinton from the period of her tenure as Secretary of State.~., 

(U//FSH9) Pagliano and Cooper both had administrative accounts on the Pagliano Server. 50 At 
Cooper's direction, Pagliano handled all software upgrades and general maintenance. 51 Cooper 
described his role as "the customer service face," and he could add users or reset passwords on 
the e-mail server. 52 Cooper and Pagliano both handled the acquisition and purchase of server­
related items. 53 For example, in March 2009, Cooper registered a Secure Sockets Layer (SSL)1 

encryption certificate at Pagliano' s direction for added security when users accessed their e-mail 
from various computers and devices. 5°'·55 Clinton stated she had no knowledge of the hardware, 
software, or security protocols used to construct and operate the servers. 56 When she experienced 
technical issues with her e-mail account she contacted Cooper for assistance in resolving those 
· 57 issues. 

(U//t'OUQ) Pagliano stated that a complete backup of the Pagliano Server was made on a 
Seagate external hard drive once a week and a differential backupm was completed every day, 
and this continued from the initial Pagliano Server installation in March 2009 until June 2011 
when the external hard drive was replaced. 5~ As space on the hard drive ran out, backups were 
deleted on a "first in, first out" basis. 5

'' In June 201 I, Pagliano replaced the Seagate external hard 
drive with a Cisco Network Attached Storage (NAS) device, to store backups of the server. 60 

The FBI was unable to forensically determine how frequently the NAS captured backups of the 
Pagliano Server. 

(U//FOUO) According to Pagliano, in early 2013, due to user limitations and reliability concerns 
regarding the Pagliano Server, staff for Clinton and President Clinton discussed future e-mail 
server options, and a search was initiated to find a vendor to manage a Clinton e-mail server 11

• (,I 

Additionally, Pagliano' s expressed desire to seek new employment contributed to the decision to 
move to a new server. 62 A search for the new vendor was facilitated with the assistance o~ 

\ Jnfograte, an information technology consulting company. 63
·
6 

· )) 

!was introduced to Clinton's Chief of Staff, Cheryl Mills, on or about January 2, 2013 
through a mutual business associate. ('1! btated she worked with Mills and Pagliano to 
produce a request for proposal which was used to solicit responses from multiple firms, 
including Denver-based information technology firm Platte River Networks (PRN). 67 Clinton 
recalled that the transition to the PRN Server was initiated by President Clinton's aides seeking a 
higher level of service than could be rovided b the Pa 1liano Server.(,~ Pagliano identified 
President Clinton's as making the final decision to 
select PRN.69 In the sprmg o 2013, PRN negotiate t e terms of the contract to host e-mail 
services and eventually signed a Service Level Agreement on July I 8, 2013. 70

·
71 

1 (t..:) SSL is a security protocol used 10 establish an encrypted connection between a sen er and another machine. allowing 
sensiti,·e information such as login credentials or credit card infommtion to be tmnsmitted in an encrypted format instead of in 
plain text. SSL certificates. issued by a 1hird-pany Ccnificate Authority. arc small files that must be installed on sc1'crs to 
establish sccmc sessions with web bmwsers. 
"'(t..:) A diffcremial backup is a cumulati,c backup of all changes that ha,e occurred since the last full backup. 
"(U~) The new Clinton e-mail sen er hosted e-mail for Clinton. President Climon.j !and their respccthc 
staffs. 
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C. (lf I OUO) third 1~·-mail Server: .June 2013 Ocwher 2015 

(U/ff'OUO) Following the selection of PRN to manage the Clintons' personal e-mail server and 
accounts, PRN' s management assigned two PRN employees to handle the primary installation 
and administration of the third server system (PRN Server). 7i I who worked 
remotely from his home in! !handled day-to-day administration for the PRN Server, 
an~ !who worked at PRN' s headquarters in Colorado, handled all hardware _, 
installation and any required physical (i.e. "hands-on") maintenance for the PRN Server. 0

·'·' 

During the transition to the PRN Server,! !advised he worked with Pagliano to 
understand the existing architecture ofttie Pagliano Server. 7~ As part of this transition process, 
on or around June 4, 20BJ !was granted administrator access to the Pagliano Server, as 
well as any accompanying services, such as the domain registration services through Network 
Solutions.'ls. 76

· 
77

· 
78 

(U//FOUO) On June 23, 2013J hraveled to Clinton's Chappaqua residence, where he 
powered down the Pagliano Server and transported it to a datacenter in Secaucus, New Jersey, 
run by Equinix, Inc. (Equinix). 79

·
80·ll1 The PRN Server remained at the Equinix facility until it 

was voluntarily produced to the FBI on October 3, 2015.ll2.ll.l The only equipmen~ !left 
at the Chappaqua residence was the existinr firewall and switch, since PRN intended to purchase 
its own firewalls and switches. l:!1 econnected and powered on the equipment for the 
Pagliano Server at the datacenter, so users could connect to their e-mail accounts, 85 and he 
continued to work at the datacenter for a few days setting up the remaining equipmentP for the 
PRN Server. 111! !completed all of the onsite work, while! !worked remotely to 
get the server online. 8' Afte~ left Secaucus, New Jersey, to travel back to PRN' s 
headqrrt;rs, all rysical pieces of hardware had been installed except for an intrusion detection 
device old the FBI that Equinix installed this device shortly after he left because the 
intrusion etect10n device was shipped later. 11

1:! 

(U//fOUO) On or around June 30, 2013,! ~egan to remotely migrate all e-mail 
accounts from the Pagliano Server to the PRN Server. 119 During this migration period, the two 
server systems functioned together to ensure uninterrupted e-mail delivery to users. 90 After 
several days of migration, all e-mail accounts hosted on the presidentclinton.com, wjcoffice.com, 
and clintonemail.com domains were transferred to the PRN Server.q·91 At that point, PRN kept 
the Pagliano Server online to ensure e-mail was still being delivered; however, the Pagliano 
Server was no longer hosting e-mail services for the Clintons. "2 

0 (Cl~) A third PR1' employed I only handled a few Lasks related to the administmtion of the se1Yer system 
until he left the company in the summer of 2015. 
P (Cl~) The PR1' Se1Yer consisted of the follo\\'ing equipment: a Dell Po\\'erEdge R620 seJYer hosting four ,inual 
machines. including four separate \ irtual machines for :vlicrosoft Exchange e-mail hosting. a BES for the management of 
BlaekBerry de,iees. a domain contmller to authenticate password requests. and an administmti\·e seJYer to manage the other 
three \ irtual machines. a Dalio SIRIS 2000 10 store onsite and remote backups of the sel'\er system. a CloudJacket de\ice for 
intn1sion pre\ention. two Dell switches. and two Fortinet Fortigate XOC firewalls. 
q (Cl~) Th~ !domain \\'!IS also added to the PR1' Sen er at a later date. 
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(U//FOUO) As part of the PRN Server environmend lold the FBI that he configured a 
backup device from Connecticut-based company Datto, Inc. (Datto), a Datto SIRIS 2000, r to 
take multiple snapshots of the server system daily, with a retention period of 60 days. 9-l The 
backup device al so made mu! tip le copies of the Pagl iano Server between June 24, 2013 and 
December 23, 2013. 9-t At the Clintons' request, PRN only intended that the backup device store 
local copies of the backups. 95

·
96 However, in August 2015, Datto informed PRN that, due to a 

technical oversight, the PRN Server was also backing up the server to Datto' s secure cloud 
storage. •n.•,I:( After this notification, PRN instructed Datto to discontinue the secure cloud 
backups. "9· 10° 

(U//FOUO)! !stated the Clintons originally requested that e-mail on the PRN Server be 
encrypted such that no one but the users could read the content. tnI However, PRN ultimately did 
not configure the e-mail settings this way to allow system administrators to troubleshoot 
problems occurring within user accounts. 102 

(U//FOUO) PRN utilized an Intrusion Detection System (IDS)/Intrusion Prevention System 
(IPS) called CloudJacket from SECNAP Network Security. 10

·' The IDS/IPS device implemented 
by PRN had pre-configured settings that blocked or blacklisted certain e-mail traffic identified as 
potentially harmful and provided real-time monitoring, alerting, and incident response 
services. tn-t. io; SECNAP personnel would receive notifications when certain activity on the 
network triggered an alert. 106 These notifications were reviewed by SECNAP personnel and, at 
times, additional follow-up was conducted with PRN in order to ascertain whether specific 
activity on the network was normal or anomalous. 107 Occasionally, SECNAP would send e-mail 
notifications tq ! prompting him to block certain IP addresses. 101 ~escribed 
these notifications as normal and did not recall any serious security incident or intrusion 
attempt. 109 PRN also implemented two firewalls for additional protection of the network. 

! !stated that he put two firewalls in place for redundancy in case one went down. 110 

(UNFOUO) According to the FBI' s forensic analysis of the server system, on December 3, 2013, 
Microsoft Exchange was uninstalled on the Pagliano Server. 111 The Pagliano Server remained in 
the same server cage at the Equinix datacenter in Secaucus, New Jersey, and a forensic review of 
the server, which was obtained in August 2015 via consent provided by Clinton through 
Williams & Connollr, indicated that it continued to be powered on and off multiple times before 
the FBI obtained it. 1 2 At the time of the FBI' s acquisition of the Pagliano Server, Williams & 
Connolly did not advise the US Government (USG) of the existence of the additional equipment 
associated with the Pagliano Server, or that Clinton's clintonemail.com e-mails had been 
migrated to the successor PRN Server remaining at Equinix. The FBI' s subsequent investigation 
identified this additional equipment and revealed the e-mail migration. As a result, on October 3, 
2015, the FBI obtained, via consent provided by Clinton through Williams & Connolly, both the 
remaining Pagliano Server equipment and the PRN Server, which had remained operational and 
was hosting Clinton's personal e-mail account until it was disconnected and produced to the 
FBI. I U.11-t.TI 5.116 

'(l.:) The Datto SIRIS 2000 is a dc,icc I hat prO\idcs back-up capability and data 1cdunda11cy. 
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I 

(U//f"OUG) Investigation determined Clinton and Abedin beoan usino new e-mail accounts on ..... .... 
the domain hrcoffice.com in December 2014. 111 

1
11

.:1·
11

~ Abedin stated the clintonemail.com system was "going away" and, 
followmg the m1tiatton of the new domain Abedin did not have access to her clintonemail.com 
account. 1201 

I"'-'"" This is consistent with 
re resentat1ons made b W1lhams & Connoll which stated in a Februar p y y, y 22, 2016 Jetter: 
"Secretary Clinton did not transfer her clintonemail.com e-mails for the time period January 21, 
2009 through February I, 2013 to her hrcoffice.com account ... " 123 The investigation found no 
evidence Clinton's hrcoffice.com account contained or contains potentially classified 
information or e-mails from her tenure as Secretary of State. The FBI has, therefore, not 
requested or obtained equipment associated with Clinton's hrcoffice.com account. 

D. (ll l OUO) Mobile Devices Associated with Clinton's !~-mail Server Systems 

(U//FOUO) Clinton stated she used a personal e-mail address and personal BlackBerry for both 
personal and official business and this decision was made out of convenience. rn Abedin recalled 
that at the start of Clinton's tenure, State advised personal e-mail accounts could not be linked to 
State mobile devices and, as a result Clinton decided to use a oersonal device in order to avoid 
carrvirn! multiole devices. 125

1 I 

I l'L./ Cooper stated that he was aware of Clinton using a second mobile phone 
number. s. ,Lll Cooper indicated Clinton usually carried a flip phone along with her BlackBerry 
because it was more comfortable for communication and Clinton was able to use her BlackBerry 
while talking on the flip phone. 129 Clinton believed 212! !was her primary BlackBerry 
phone number, and she did not recall using a flip phone during her tenure at State, only during 
her service in the Senate. 1. un Abedin and Mills advised they were unaware of Clinton ever using 
a cellular phone other than the BlackBerry. 13

1.m 

(U/tfOUO) FBI investigation identified 13 total mobile devices, associated with her two known 
phone numbers, 212} !and 212j !w.~ich potentially were used to send e-mails 
using Clinton's clintonemail .com e-mail addresses. 1.,., Investigation determined Clinton used in 
succession 11 e-mail capable BlackBerry mobile devices associated with 2121 !eight of 
which she used during her tenure as Secretary of State. ~ation identified Clinton used 
two e-mail capable mobile devices associated with 212L__Jafter her tenure. 11

• us On 

s (Cl~ During his inle1,iew with the fBI. Cooper was mistakenly shown "2021 t as the secot phone nmrer. 
Cooper recognized the phone number as Clinton's second number: howc,er the correct phone number is 21 
'(Cl~) AT&T loll records associated with 2ll Indicated the number was consistently used for phone calls in 
2009 and then used sporadically through the duration of Clinton's tenure and the years following. Records also showed that no 
BlackBerry de,ices were associated with this phone number. 
"(t.:/tl"Ot:'O) The FBI identilicd four additional mobile de, ices associated with 21 ~ !which were used during Clinton's 
tenure. I lowc,er. these dc,iccs lacked e-mail capability. and as a result the FBI did not conduct any fnnhcr imcstigation 
regarding these de,ices. 
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S~R£~R~~~__, 

February 9, 20! 6, DOJ requested all I 3 mobile devices from Williams & Connolly. m, Williams 
& Connolly replied on February 22, 2016 that they were unable to locate any of these devices. 137 

As a result, the FBI was unable to acquire or forensically examine any of these 13 mobile 
devices. 

(U//F0H9) On October 16, 2015, Williams & Connolly provided two other BlackBerry devices 
to the FBI and indicated the devices might contain or have previously contained e-mails from 
Clinton's personal e-mail account during her tenure as Secretary of State. LI

38
· 1

39 FBI forensic 
analysis found no evidence to indicate either of the devices provided by Williams & Connolly 
were connected to one of Clinton's personal servers or contained e-mails from her personal 
accounts during her tenure. i.to. i.t 1.1.tl 

(UNFOUO) The FBI identified five iPad devices associated with Clinton which potentially were 
used to send e-mails from Clinton's clintonemail.com e-mail addresses. l.tJ.l.t.t.l.t .l.t

6 The FBI 
obtained three of the iPads. l-t7.l-tR. l-t

9 One iPad contained three e-mails from 2012 in the 
hdr22@clintonemail.com "drafts" folder. 150 The FBI assessed the three e-mails did not contain 
potentially classified information. 151 The FBI did not recover e-mails from Clinton's personal e­
mail accounts from either of the other two iPads in its possession. 152 

(U//FOUO) Monica Hanley, a former Clinton aide, often purchased replacement BlackBerry 
devices for Clinton during her tenure at State. 153 Hanley recalled purchasing most of the 
BlackBerry devices for Clinton from AT&T stores located in the Washington, D.C. area. 15

-1 

Whenever Clinton acquired new mobile devices, Cooper w~y responsible for setting up 
the new devices and syncing them to the server. 155 Abedin and Hanley also assisted 
Clinton with setting up any new devices. 15

(' According to A e m, 1t was not uncommon for 
Clinton to use a new BlackBerry for a few days and then immediately switch it out for an older 
version with which she was more familiar. 157 Clinton stated that when her BlackBerry device 
malfunctioned, her aides would assist her in obtaining a new BlackBerry, and, after moving to a 
new device, her old SIM cards were disposed ofby her aides. 158 Cooper advised he sometimes 
assisted users, including Clinton, when they obtained a new mobile device by helping them back 
up the data from the old device before transferring it to the new device and syncing the new 
device with Clinton's server. 159 Abedin and Hanley indicated the whereabouts of Clinton's 
devices would frequently become unknown once she transitioned to a new device. 1('

0
·
161 Cooper 

did recall two instances where he destroyed Clinton's old mobile devices by breaking them in 
half or hitting them with a hammer. 162 

2. {U//FOtJO) Clinton's Handling of E-mail and Classified Information 

A. (( I FOUO) C/i11to111s Decision To Use Personal 1~·-mail and Server Systems 

(Uh'FOUQ) FBI investigation determined the State Executive Secretariat's Office of Information 
Resource Management (S/ES-IRM) offered Clinton a State e-mail address at the start of her 

' (UrF6ee) The mobile de,iccs prodded 10 1hc FBI from Williams & Connolly on October I 6.2015 did not contain SIYI cards 
or Sccmc Digital (SD) c,rrds. 

Page 9 of 47 

SE<j§JUDReo~RN,I~ ~---' 
HRC-9 

bl 
b3 
b7E 

b6 
b7C 

bl 
b3 
b7E 



Case 1:15-cv-00785-JEB   Document 33-2   Filed 04/24/17   Page 21 of 58

~@UGz@§uCJ 
tenure; however, Clinton's staff\' declined the offer. 163 According to! ! 
I !State S/ES-IRM, Clinton was offered a State e-mail address, but instead decided to use 
the personal server from her 2008 presidential campaign. x.

16
~ Investigation identified the 

existence of two State-issued e-mail accounts associated with Clinton~ however, these accounts 
were used on Clinton's behalf and not by Clinton herself. According to State, SMSGS@state.gov 
was used to send e-mail messages from the Secretary to all State employees. 165

·
166 This account 

was not configured to receive e-mails, and S/ES-IRM authored the messages sent from this 
account. 1(,

7 S/ES-IRM created SSHRC@state.gov to manage an Outlook calendar for Clinton, 
but this account was not configured to send or receive e-mails other than calendar 
invitations. 16

R·
169 A May 25, 2016 report issued by the State Office oflnspector General (OIGf 

stated that, during Clinton's tenure as Secretary of State, the State Foreign Affairs Manual 
(FAM) required day-to-day operations at State be conducted using an authorized information 
system. 170 The OIG stated it found "no evidence" that Clinton sought approval to conduct State 
business via her personal e-mail account or private servers, despite her obligation to do so. 171 

Clinton told the FBI that she did not explicitly request permission from State to use a private 
server or e-mail address. 172 According to the State OIG report, State employees alleged that John 
Bente!, then-Director of S/ES-IRM, discouraged employees from raising concerns about 
Clinton's use of personal e-mail. /..m When interviewed by the FBI, Bente) denied that State 
employees raised concerns about Clinton's e-mail to him, that he discouraged employees from 
discussing it, or that he was aware during Clinton's tenure that she was using a personal e-mail 
account or server to conduct official State business. rn 

(U//FOUO) The FBI investigation determined some Clinton aides and senior-level State 
employees were aware Clinton used a personal e-mail address for State business during her 
tenure. Clinton told the FBI it was common knowledge at State that she had a private e-mail 
address because it was displayed to anyone with whom she exchanged e-mails. 175 However, 
some State employees interviewed by the FBI explained that e-mails from Clinton only 
contained the letter "H'' in the sender field and did not display her e-mail address. 176

·
177.m The 

majority of the State employees interviewed by the FBI who were in e-mail contact with Clinton 
indicated they had no knowledge of the private server in her Chappaqua 
residence. 179

· 1Rn. iR1.1R
2

· 1RJ. iiu Clinton's immediate aides, to include Mills, Abedin, Jacob 
Sullivan,"a an~ hold the FBI they were unaware of the existence of the private server until 
after Clinton's tenure at State or when it became public knowledge. ii<:.. Ii:i<,. l1<

7
. li<i:i 

" (C~) S/ES-IR'.\11 employees intc1Yicwcd indicated they did not conununicatc di1cctly with Clinton regarding this issue 
and could not spccilically idem if\ the members of Clinton's immediate staff with whom they spoke. 
'(U~ According td !part of his job at State was to maintain and support the infrastnicturc for the 
Cl\CLASS!FIED and SECRET networks for the Exccuti,·c Secretariat. 
v (l.://FSt;e) Independent of the FBI' s itl\'cstigation. in Ap1il 2015. the Stale OIG initiated its own in,·cstigation and rc,icw of 
records managcmcm policies and practices regarding the use of 11011-Statc communications systems during the tenure of Ji,c 
Secretaries of State. including Climon. Portions of the State OIG' s :vlay 25. 20 I<, report rclc,am 10 the FBI' s i11,cs1iga1ion arc 
cited hc1cin. 
'(C) According to the State OIG report. two State information management staff members approached the Director of the S/ES­
IR'.\11 in 2010 with concerns they had about Clinton's use of a personal e-mail account imd compliance with federal rcco1ds 
requirements. According 10 one staff member. the Director stated that Clinton's personal system had been t'C,icwed and appro,cd 
by Stale legal staff. The Di1cctor allegedly told both staff members ncYcr to discuss Clinlon' s personal e-mail system again. OIG 
found no c, idcncc that State legal staff re dewed or appro, cd Clinton's personal e-mail system. 
•• (t..:) Sullivan scncd as the Deputy Chief of Staff and later the Director of Policy and Planning during Clinton's tenure as 
Scc1ctmy of State. 
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SEC~N'Nft!!TilNc=] 
(U/1-FOUO) The FBI investigation indicated Clinton was aware her use of a personal device, e­
mail account, and server did not negate her obligation to preserve federal records. On January 23, 
2009, Clinton contacted former Secretary of State Colin Powell via e-mail to inquire about his 
use of a Black Berry while he was Secretary of State (January 200! to January 2005). bb.I~., In his 
e-mail reply, Powell warned Clinton that if it became "public" that Clinton had a Black Berry, 
and she used it to "do business," her e-mails could become "official record[s] and subject to the 
law." 190 Powell further advised Clinton, "Be very careful. I got around it all by not saying much 
and not using systems that captured the data." 191 Clinton indicated to the FBI that she understood 
Powell's comments to mean any work-related communications would be government records, 
and she stated Powell's comments did not factor into her decision to use a personal e-mail 
account. 192 In an e-mail to Mills on Aub>uSt 30, 2011, State Executive Secretary, Stephen Mull, 
cited a request from Clinton to replace her temporarily malfunctioning personal BlackBerry with 
a State-issued device. ,•n Mull informed Mills that a State-issued reRlacement device for 
Clinton's personal BlackBerry would be subject to FOIA requests. 9

-t On that same day, Bente! 
sent a separate e-mail to Hanley, which was later forwarded to Abedin, stating that e-mails sent 
to a State e-mail address for Clinton would be "subject to FOIA searches." 195 A State-issued 
device was not ultimately issued to Clinton; in her FBI interview, Abedin stated she felt it did not 
make sense to temporarily issue Clinton a State BlackBerry because it would have required 
significant effort to transfer all of her e-mails and contacts to a device that she would have only 
used for a few days. I% The Mull and Bentel e-mails to Mills and Hanley did not indicate that 
transferring e-mail and/or contacts from Clinton's clintonemail.com account would be necessary 
to issue her a State BlackBerry. 197

· 1
9

R· 1
99 Abedin stated she always assumed all of Clinton's 

communications, regardless of the account, would be subject to FOIA if they contained work­
related material. 200 

(U//FOUO) While State policy during Clinton's tenure required that "day-to-daf operations [at 
State] be conducted on [an authorized information ~::em],""" according to the 
the Bureau of Information Security ManagementJ !there was no restriction on the 
use of personal email accounts for official business. However, State employees were 
cautioned about security and records retention concerns regarding the use of personal e-mail. In 
2011, a notice to all State employees was sent on Clinton's behalf, which recommended 
employees avoid conducting State business from personal e-mail accounts due to information 
security concerns. 203 Clinton stated she did not recall this specific notice, and she did not recall 
receiving any guidance from State regarding e-mail policies outlined in the State FAM. 20

.t 

Interviews with two State employees determined that State issued guidance which required 
employees who used personal e-mail accounts for State business to forward those work-related 
e-mails to their official State account for record-keeping purposes. 205

·
206 Investigation 

determined that State used the State Messaging and Archive Retrieval Too!set (SMART), which 
allows employees to electronically tag e-mails to preserve a record copy. 207

·
20

R·
209 According to 

I !then State' i !SMART was 
developed to automate and streamline the process for archiving records. 2111 According to the 

00 (t.,;) According 10 the Staie OIG repon. when Powell anfred at Slate in 200 I. 1he official unclassified e-mail system in place 
only pennittcd conununication among State employees: thcrcfo1c. Powell requested the use of a prirnlc line for his America 
Online (AOL) e-mail accou11110 communicate with indi,iduals outside of Staie. Prior to Powell's tenure. Staie employees did not 
ha, e Internet connec1i, i1y on their desktop computers. During Powell's tenure. State introduced unclassified desktop external e­
mail capability on a system known as Opcnt-:ct. 
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_i?crz,me«sJlE®RQ 
State OIG Report, IRM introduced SMART throughout State in 2009~ however, the Office of the 
Secretary elected not to use the SMART system to preserve e-mails, partly due to concerns that 
the system would "allow overly broad access to sensitive materials."211 ~old the FBI 
that representatives from the Executive Secretariat asked to be the last to receive the SMART 
roll out, and ultimately SMART was never rolled out to the Executive Secretariat Office. 212 This 
left the "print and file" method as the only approved method by which the Office of the Secretary 
could preserve record e-mails. 213 

(U//vOUO~ Mills wrote in a letter to State, dated December 5, 2014, that it was Clinton's 
practice to e-mail State officials at their government e-mail accounts for official business, and, 
therefore, State already had records of Clinton's e-mails preserved within State recordkeeping 
systems. 21

-t Abedin also stated in her FBI interview that Clinton's staff believed relevant e-mails 
would be captured and preserved by State if any of the senders or recipients were using an 
official State e-mail account. 215 The State OIG stated in its report that this was not an appropriate 
method of preserving record e-mails, and Clinton should have preserved any record e-mails 
created and received on her personal account by printing and filing the e-mails in the Office of 
the Secretary. w, State OIG also determined Clinton should have surrendered all e-mails relating 
to State business before leaving her post as Secretary of State. 217 Clinton stated that she received 
no instructions or direction regarding the preservation or production of records from State during 
the transition out of her role as Secretary of State in early 2013. 21

~ Furthermore, Clinton believed 
her work-related e-mails were captured by her practice of sending e-mails to State employees' 
official State e-mail accounts. 219 

B. (U / '()(}()} Commrmicalions l·,,Jllipment in Clinlon's Stale (!ffice and Residences 

(Uh'FOUO) Investigation determined Clinton did not have a computer in her State office, which 
was located in a Sensitive Compartmented Information Facility (SCIF) on the seventh floor of 
State headquarters, in an area often referred to as "Mahogany Row.',220

·
22

1.2
22 State Diplomatic 

Security Service (DS) instructed Clinton that because her office was in a SCIF, the use of mobile 
devices in her office was prohibited. 223 Interviews of three former DS agents revealed Clinton 
stored her personal BlackBerr~ in a desk drawer in DS "Post l,"cc which was located within the 
SCIF on Mahogany Row. 22u :\.22<, State personnel were not authorized to bring their mobile 
devices into Post I, as it was located within the SCIF. 227 According to Abedin, Clinton primarily 
used her personal BlackBerry or personal iPad for checking e-mails, and she left the SCIF to do 
so, often visiting State's eighth floor balcony. 228 Former Assistant Secretary of State for DS Eric 
Boswell stated he never received any complaints about Clinton using her personal BlackBerry 
inside the SCIF. 229 

I 

tfhis decision was relayed to Clinton's executive staff via a memo titled "Use of -----Blackberries in Mahogany Row," dated March 6, 2009. 2.n Clinton stated to the FBI that she 
requested a secure BlackBerry while at State after hearing President Obama had one, but she 

\ U:i ,x ~ The DS security detachment maimained a Post. known as Post I. located in the SCI F and directly outside of 
Clinton's office on '.\llahogany Row. 
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IU'1 
I ; 

;s, 

'U'· ' I 
l I 

!U'1 
I J 

.:SEcRK rnoacort·NoFOB~ .. ---... 

could not recall the reasons why State was unable to fulfill this request. dd.
23

·' Early in Clinton's 
tenure at State, Clinton's executive staff also inquired about the possibility of the Secretary using 
an iPad to receive communications in her office; however, this request was also denied due to 
restrictions associated with the Secretary's office being in a SCIF. 23

~ According to the State OIG 
report, in January 2009, in response to Clinton's desire to take her Black Berry into secure areas, 
Mills discussed with S/ES-IRM officials and with the State Under Secretary for Management, 
Patrick Kennedy, alternative solutions which would allow Clinton to check e-mail from her 
desk. 235 Setting up an Internet-connected, stand-alone computer was discussed as a viable 
solution~ however, a stand-alone system was never set up. 2·'

6 

~Cl~lf~ Investigation determined Clinton had access to a number of State-authorized secure 
means of telephonic communication in her residences and in her office at State.cc.i.n At the start 
of Clinton's tenure, State installed a SCIF and secure communications equipment~ ! 

n her residences m 
..,..,--...-~~ ...... ~'ll""""l""""~"""T"--en-r-es-1...,....e-n-c-e~an""""'l'~r-a-p-p-a-q-u-a-.'l"l' . .,.,..,'l'ffl"',_'!""'IR_ •239·2~0-2~ 1.2~2 According to 

Abedin, Cooper, an there were personally-owned desktop computers in the SCIFs in 
Whitehaven and Chappaqua. iu.2~~-w, Conversely, Clinton stated to the FBI she did not have a 
computer of any kind in the SCIFs in her residences. 2~

6 According to Abedin and Clinton, 
Clinton did not use a computer, and she primarily used her BlackBerry or iPad for checking e­
mails. 

C. (( I 10UO) individual.'> in Di reel Comn11mica1ion wilh Clinton's Personal 1~·-mail 
Address 

(U//FOUO) Investigation determined a limited number of individuals maintained direct e-mail 
contact with Clinton through her personal clintonemail.com e-mail account during her tenure at 
State. Thirteen individuals, consisting of State senior-level employees, work-related advisors, 
and State executive administrative staff, maintained direct e-mail contact with Clinton and 
individually e-mailed her between I 00 and 1,000 times during her tenure. ii Abedin, Mills, and 
Sullivan, were most frequently in e-mail contact with Clinton and accounted for 68 percent of the 
e-mails sent directly to Clinton. In addition to sending Clinton messages they wrote, Abedin, 
Mills, and Sullivan reviewed e-mails they received from other State employees, USG contacts, 
and foreign government contacts, and if deemed appropriate they then forwarded the information 

dd~ According to Clinton. her request for a State-issued secure BlackBen-y was not out of concern for the sensiti,ity of 
the infommtion on the dc,icc she ,ms using at the time. mt her she,· · · · · · 
cc 

b6 
b7C 

bl 
---------------------------late installed communications equipment at b3 

the Chappa ua residence similar to that at the Whitehmen residence. State finished installation of the SCIF in the Chappaqua 
1csidcncc i1,__ __ _. 
ii (U~) The statistics in this paragraph arc based on the e-mails prodded by Williams & Connolly as pai1 of Clinton's 
production to the FBI. e .... cluding Clinton's personal correspondence with family and close friends. as well as e-mails Clinton 
fonrnrdcd to herself. 
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I( /FO!O) Investigation identified hundreds of e-mails sent by Abedin and other State staff to 
presidentclinton.com e-mail address requesting him to print documents for Clinton. 

Some of these e-mails were determined to contain information classified at the 
.. J5J 2•3 J5 I ,5· 2•<, 2• CONFIDENTIAL leveJ..U·- -· ::>. ·- ... _ ::>. n :,I ~eceived a security clearance at the SECRET 

level on October 25, 2007 from the Department of Defense (DOD). 2::>i< Documentation retained 
by DOD and provided to the FBI did not indicat~ ~ecurity clearance was deactivated 
upon his retirement from the US Navy Reserves in September 2010. 259 

D. (ll l OUO) Cli11to11 Stc![fs Use<?/ Personal /·,'-mail Accounts.fhr q[ficial Business 

(U/IFOUO) Clinton's immediate staff, to include Mills, Sullivan, AbedinJ !and Hanley, 
told the FBI in interviews that they predominantly used their State-provided OpenNet e-mail 
accounts to conduct official State business. 260

·
2<,1.2<,2·

263
·
26

-t Exceptions to this practice included 
instances when the State OpenNet e-mail system was down or when staff was traveling 
internationally and Open Net was not readily accessible. 265

·
266

·
267

·
2
6!U

69 The FBI' s investigation 
confirmed that Clinton's immediate staff used their personal e-mail accounts in combination with 
their State-provided OpenNet e-mail accounts for official State business. kk 

1~. (lf l OUO) C/i11to11's Use <?f Personal 1~·-mail Acco1111ts While Overseas 

(Uh'fOUQ) FBI investigation and the State OIG report determined that State issued regular 
notices to staff during Clinton's tenure highlighting cybersecuritt threats and advising that 
mobile devices must be configured to State security guidelines. 2 0

·
271 Clinton and her immediate 

staff were notified of foreign travel risks and were warned that digital threats began immediately 
upon landing in a foreign country, since connection of a mobile device to a local network 
provides opportunities for foreign adversaries to intercept voice and e-mail transmissions. 272

·
273 

The State Mobile Communications (MC) Team was responsible for establishing secure mobile 
voice and data communications for Clinton and her team when they were travelino d me ti call 

27-U75 

(S//OC/f4f) Investigation determined that of the e-mails prolded by Williams & Connolly as 
part of Clinton's production to the FBI, approximately -mails were sent or received by 
Clinton on her personal e-mail accounts while she was traveling outside the continental United 
States (OCONUS) on official State business. 11

·
271 

.ii (Utreee, Im cstigation idcnlificd six e-mail chains forwarded tcr-lthat \\'CIC dclcrmincd from the Slate FOIA IC\ icw to 
contain COI\FIDEI\TIAL informa1ion. Fhe were forwarded b, Ab~d one was from Clinton. 
kL (C) Sec Section ~.C for discussion of classified e-mails conl;incd in Clinton's stafr s personal e-mail accounls. 
11 (Cl~ Stale lis1ed Cli111011's o,erseas 1ra,el by indi,idual days. but did not pro,ide additional informmion such as arrhal 
and departure times. As a result 1he FBI could not de1ermi11e specifically which e-mails were sent while she was on 1he ground 
OCOl\CS ,crsus in flight. 
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IS'1 
' ' 

§ECRE I;. bftCQISitNQFQ_RD 

mves 1ga 10n e ermine a un re s o e-ma1 s 
c asstfle CONFIDENTIAL during the State FOIA process were sent or received by Clinton 
while she was OCONUS. AQQroximatel~~mails were sent or received by Clinto~ I I OQccasions while OCONUS, Clinton had direct 
e-mail contact with an e-mail address for President Barack Obama. Ofthe0e-mails between 
Clintpn..apd President Obama,D.vere sent and received! !None of 
thesL..J-mails were determined to contain classified information. Clinton told the FBI that she 
received no particular guidance as to how she should use President Obama' s e-mail address, and 
the e-mails sent while Clinton was mi.

27
•, 

F. (lf 1 Ol!O) C/i11to111s Prod11clio11 <?/ 1~·-mail in Response lo FOJA and Other Requests 

(U//ffOUO) The House Select Committee on Benghazi was established on May 8, 20!4 and 
reached an agreement with State on July 23, 2014 regarding the production of records. wi State 
sent a formal request to former Secretaries of State on October 28, 2014, asking them to produce 
e-mails related to their government work. m After State requested that Clinton provide here­
mails,1111 Clinton asked her attorneys, David Kendall 00 and Mills, to oversee the process of 
providing Clinton's work-related e-mails to State. 2R

2 Heather Samuelson, PP an attorney working 
with Mills, undertook a review to identify work-related e-mails, while Kendall and Mills 
oversaw the process. 283 Ultimately, on December 5, 2014, Williams & Connolly provided 
approximately 55,000 pages of e-mail sqq to State in response to State's request for Clinton to 
produce all e-mail in her possession that constituted a federal record from her tenure as Secretary 
of State. lR-t State ultimately reviewed the 55,000 pages of e-mail to meet its production 
obligations related to FOIA lawsuits and requests. On May 27, 20! 5, State received a court order 
to post Clinton's e-mails to the State FOIA website on a monthly production schedule with a 
completion date of January 29, 2016. 2R

5 State ultimately concluded its FOIA-related production 
on February 29, 2016. Clinton told the FBI that she directed her legal team to provide any work­
related or arguably work-related e-mails to State~ however she did not participate in the 
development of the specific process to be used or in discussions of the locations of where here­
mails might exist. 2

R
6 Clinton was not consulted on specific e-mails in order to determine if they 

were work-related. 2R
7 

unng I ic summer o 2 4. talc m 1catc to. 1 s a request or . 1nton s wor -re ate c-mai s wou c 
fo11hcoming. and in October 2014. Stale followed up by sending an official request to Clinton asking for her work-related e­
mails. 
00 (C) Kendall is a partner al Willimns & Connolly. 
PP (C) Samuelson worked in 1hc While I louse Liaison Office at State during Climon' s 1cnm'C and cun'Cntly sen cs as Climon' s 
personal atlo rney. 
qq (C/~) According 10 Clinton's campaign website .. 10A90 po1cn1ially work-related e-mails were pro,idcd 10 Slate on 
December 5. 2014. On August 6. 2015. Williams & Connolly prodded 1hc FBI a .PST lite containing :m.542 e-mail t'Clatcd lites. 
which included 30.524 e-mail messages. 
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(U//FOUO) In July 2014, to initiate the review of Clinton's e-mails for production to State, Mills 
arranged fod ~o export from the PRN Server all of Clinton's e-mails sent to or received 
from a .gov e-mail address during Clinton's tenure as Secretary of State. WUR

9
·
290 Once~! - ...... _ _. 

completed this export from the PRN Server, he remotely transferred a .PST file containing thee­
mails onto Mills' sand Samuelson's laptops via ScreenC0nnect. 1

r·
29I.2''2·

2·n In late September 
2014, Mills and Samuelson asked! !to provide a full export of all of Clinton's e-mails 
from her tenure, to include e-mails sent to and received from non-.gov e-mail addresses. m. 295

·
296 

Mills and Samuelson explained that this follow-up request was made to ensure their review 
captured all of the relevant e-mails from Clinton's tenure. 2·n·291 ~ompleted this export 
and transfer in the same manner as the July 2014 request. ss Mills and Samuelson did not know 
from what location on the served !extracted Clinton's e-mails. 299.wcj ~ave the 
FBI inconsistent statements over the course of three interviews regarding from where on the 
server he extracted Clinton's e-mails, and FBI investigation and forensic analysis have been 
unable to specifically identify the location and composition of the reposito~ ~sed to 
create the export of Clinton's e-mails from her tenure. wum. 303 

(U/ff'OUO) The FBI interviewed Samuelson on May 24, 2016 about her review of the PRN­
provided e-mails. Samuelson indicated she conducted the review of these e-mails over the course 
of several months and completed it just prior to December 5, 2014, when hard copies of the 
work-related e-mails were turned over to State. 30

-t Using her laptop to conduct the review, 
Samuelson placed any work-related e-mails into a folder that she had created in Microsoft 
Outlook. 305 Samuelson first added to this folder all e-mails sent to or from Clinton's personal e­
mail account with .gov and .mil e-mail addresses. w6 Samuelson then searched the remaining e­
mai Is for the names of State senior leadership, as well as any members of Congress, foreign 
leaders, or other official contacts. :m, Finally, Samuelson conducted a key word search of terms 
such as "Afahanistan,, "Libya,, and "Benahazi " 11

·
30

R Samuelson reviewed the "To,, "From,, 
.::, ' .. .::, • ' 't 

and "Subject" fields of every e-mail during this review; however, she did not read the content of 
each individual e-mail, indicating that, in some instances, she made a determination as to 
whether it was one of Clinton's work or personal e-mails by only reviewing the "To," "From," 
and "Subject" fields of the e-mail. 309 

(U//FOUO) As she completed the review, Samuelson printed all of the e-mails to be turned over 
to State using a printer in Mills' s office .. no According to Samuelson, Mills and Kendall 
subsequently reviewed e-mails that Samuelson printed, and any hard copy of an e-mail Mills and 
Kendall deemed not to be work-related was shredded, and the digital copy of the e-mail was not 
included in the folder Samuelson created in Microsoft Outlook to contain all of the work-related 
e-mails. rn Mills stated that, other than instances where Samuelson requested Mills' s guidance, 
Mills did not review the e-mails Samuelson identified as work-related, and once the review was 
complete, Samuelson printed the work-related e-mails .. m After the review was completed, 
Samuelson created a .PST file containing all of the work-related e-mails and ensured that all 
work-related e-mails were printed. rn This .PST file was provided to Kendall on a USB thumb 

n (C) ScrecnConnect is a remote suppolt administration tool that allo\\'s tcchniciims to remotely connect to customers ,ia a 
ccmral \\'Cb application 10 control and ,ic\\' end users' machines. According to product specifications. ScrccnConncct encl) pts 
data tnmsmitted fmm one machine to imothcr. to include screen data. file tnmsfers. key strokes. and chat messages. 
ss (C//ffit;f)) :vlills did 1101 recall if this second .PST me was transferred 10 her computer. 
11 (C/~) The FBI was unable to obtain a complete list ofkey\\'ords or named officials searched from Samuelson. :vlills. or 
Clinton's other attorneys due to im assenion ofpri,·ilcge. 
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drive .. rn On August 6, 20 I 5, this thumb drive was obtained by the FBI from Williams & 
Connolly via consent from Clinton. 

G. (ll 1·'()(/(1') Deletion <?/1·;-mail Associated with Clinton's Personal /·;-mail Accounts 

(U//FOUO) According to Hanley, in spring 2013, Cooper assisted Hanley in creating an archive 
of Clinton's e-mails. 315 Cooper provided Hanley with an Apple MacBook laptop (the Archive 
Laptopt11 from the Clinton Foundation and telephonically walked Hanley through the process of 
remotely transferring Clinton's e-mails from the Pagliano Server to the laptop and a thumb 
drive .. ll6 Hanley completed this task from her personal residence .. ll 7 The two copies of the 
Clinton e-mail archive (one on the Archive Laptop and one on the thumb drive) were intended to 
be stored in Clinton's Chappaqua and Whitehaven residences~ however, Hanley explained this 
did not occur as Hanley forgot to provide the Archive Laptop and the thumb drive to Clinton's 
staff following the creation of the archive. 311u 19 In early 2014, Hanley located the Archive 
Laptop at her personal residence and worked wit~ lo transfer the archive of Clinton's 
e-mails to PRN. 320.rn .. m.m After trying unsucc~sfolly to rejiotely transfer the e-mails to 

I I Hanley shipped the Archive Laptop t residence i~ tn 
February 2014, an~ P1igrated Clinton's e-mails from the Archive Laptop onto the PRN 
Server. 12

·U
25·.n6

·
327

· m To accomplish thisJ kansferred all of the Clinton e-mail content 
to a personal Google e-mail (Gmail) address he created,! f@gmail.com, and 
then downloaded all of the e-mail content from the Gm ail account to a mad box named "HRC 
Archive" with the e-mail address hrcarchive t clintonemail.com on the PRN Server. 329

··no.J.l I 

I ~dvised he used the 1mail.com e-mail account to facilitate the 
transfer because he had trouble exporting the e-mail from the Apple MacMaii format to a format 
that would be compatible with Microsoft Exchange. J.>2 

(U/1:FOUO) Hanley stated she recof!!~ended that PRN wjn~ the Archive Laptop after the e-mails 
were transferred to the PRN Server . .,.,., However.I :told the FBI that, after the transfer 
was complete, he deleted the e-mails from the Archive Laptop but did not wipe the laptop. n.i He 
also advised he deleted the e-mails uploaded to the! @gmail.com e-mail 
account per Hanley' s instructions ~nd shinned the Arcbive Laptop via United States Postal 
Service or United Parcel Service t~ Jwho was Clinton' t the 
time. :n:..w, .. ' 31 ~old the FBI that she never received the laptop from ____ ... 
however, she advised that Clinton's staff was moving offices at the time, and 1t wou ave been 
easy for the package to get Jost during the transition period. rn< Neither Hanley no~ ! 
could identify the current whereabouts of the Archive Laptop or thumb drive cont._ai_n_m_g-,-tfi_e_ ... 
archive, and the FBI does not have either item in its possession. 33

'' 

(U//FOUO) FBI investigation identified 940 e-mails associated with Clinton's personal e-mail 
account from October 25, 2010 to December 31, 2010 that as of June 21, 2016 remained within 
th~ ~gmail.com account. .,..io The FBI was able to determine that 56 of these 

'"' (L:h'fflt:ie) According 10 Abeditl 1hc archhe of Clinton's e-mails was created as a reference for 1hc future production of a 
book. According lo l Ianlcy. the archi,e of Clinton's e-mails was created in 1csponsc lo Clinton's hdr22'dclinlonemail.com 
address being released to the public following 1hc online posting of e-mail exchanges between Clinton and an informal political 
ad,isor. Sidney Blumenthal. Blumenthal's personal e-mail account. which comained his e-mails with Clinton. was compromised 
on '.\<lirrch 14. 201:'l by a Ro1mmiim cyber hacker. Sec Section ..J.D. 
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e-mails have been identified as currently classified at the CONFIDENTIAL level through the 
Sta 3-1 1 ditionally, the FBI determined that 302 of the 940 e-mails identified in 
the 1mail.com account were not found in the set of e-mails Clinton 
pro uce to tate m December 2014. rn Of the 302 e-mails, the FBI disseminated I 8 to USG 
agencies for classification review. State determined one e-mail to be classified SECRET when 
sent and to be classified CONFIDENTIAL currently. State detennined a second e-mail to be 
classified as CONFIDENTIAL when sent and to be currently UNCLASSIFIED. 

~) In or around December 2014 or January 2015, Mills and Samuelson requested that 
~remove from their laptops all of the e-mails from the July and September 2014 

exports.· · ·3-1u-1! µ,se~ ~ program called BleachBit'' to delete thee-mail-related files so 
they could not be recovered .. ,.J<u~ '--'~! ~emotely connected to Mills' sand Samuelson's 
I . S C I h d I . w, 150 151 ~ d h h aptops via creen onnect to comp ete t e e et10ns. · .. · .. · tate to t e FBI t at an 
unknown Clinton staff member told him s/he did not want the .PST file after the export and 
wanted it removed from the PRN Server. 352 According to Mills, in December 2014, Clinton 
decided she no lon:er needed access to any of her e-mails older than 60 days."·' Therefore, Mills 
instructedj ~o modify the e-mail retention pol~~ :n Clin'.r's clintonemail.com e-mail 
account to reflect t 1s change. 35-1 However, according t he did not make these 
changes to Clinton's clintonemail.com account until Marc 2015. · 5 Clinton told the FBI that, 
after her staff completed her e-mail production to State in December 2014, she was asked what 
she wanted to do with her remaining personal e-mails, Clinton instructed her staff she no longer 
needed the e-mails. H 6 Clinton stated she never deleted, nor did she instruct anyone to delete, her 
e-mails to avoid complying with FOIA, State or FBI requests for information. 357 

(U//FOUO) On March 2, 20 I 5, The New York Times (NYT) published an article titled, "Hillary 
Clinton Used Personal Email Account at State Dept., Possibly Breaking Rules."""--m This article 
identified publicly that Clinton exclusively used a personal e-mail account to conduct official 
State business while she was Secretary of State and had not produced her federal records to State 
until December 2014. 35

'' On March 3, 2015, the United States House Select Committee on 
Benghazi provided a letter to Williams & Connolly requesting the preservation and production of 
all documents and media related to hdr22@clintonemail.com and hrcl 7@clintonemail.com.""--l60 

The following day, the House Select Committee on Benghazi issued a subpoena to Clinton to 
produce e-mails from hdr22@clintonemail .corn, hrod l 7@clintonernail.com, and other e-mail 
addresses used by Clinton, pursuant to the events surrounding the 2012 terrorist attack in 
Benghazi .. l61 

(U/fFOUO) In the days following the publication of the NYT article, Mills re~uested that PRN 
conduct a comolete inventory of all equipment related to the Pagliano Server.· 62

·
363 In response 

to this request( ~raveled to the f.lluinix d,acenter in Secaucus, New Jersey to conduct 
an onsite review of the equipment, whil~ also logged in to the server 

"(t..:) BlcachBi1 is open source software 1ha1 allows users 10 "shred" files. clear Inteme1 history. delete system and temporary 
files and wipe free space on a hard dri,·e. Free space is lhe mca of the hard d1i,e that can contain dala I hat has been deleted. 
BlcachBi1's "shred Jiles" function claims 10 securely erase lilcs by o,erwri1ing data 10 make the data unreco,erablc. 
'"' (l.:) The same article was released on the 1'YT website on :Vtmch 2. 2015. The print ,·ersion appeared on page Al lhe 
following day. :vlarch :,_ 2015. 
'-' (t..:) The I louse Select Commi1tcc on Benghazi submi1ted a prcsenation request for an accurate e-mail address. 
hdr22 dclintonemail.com. and an inaccurnte e-mail address. Juel 7'dclintonemail.com for Clinton. 
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remotely. 3<iu<,5.w1 !powered on the Pagliano Server and confirmed for Mills that no 
additional data existed on any server equipment, as all data was migrated to the PRN 
Server. yy .. l67.36R 

(U//~OUO) Investigation indicated that on March 25, 2015, PRN held a yonference call with 
President Clinton's staff. 369 

.. no In his interviews with the FBIJ Jndicated that sometime 
between March 25-31, 2015, he realized he did not make the e-mail retention policy changes to 
Clinton's clintonemail.com e-mail afcount that Mills had requested in December 2014. 371 In his 
FBI interview on February I 8, 2016 _ r2 ~ndicated that he did not recall conduct .... i_ng..,, ---. 
deletions based upon this realization.·' In a follow-up FBI interview on May 3, 2016J ! 
indicated he believed he had an "oh shit" moment and sometime between March 25-31, 2015 
deleted the Clinton archive mailbox from the PRN server and used BleachBit to delete the 
exported .PST files he had created on the server system containing Clinton's e-mails. m 
Investigation found evidence of these deletions37

-t and determined the Datto backups of the PRN 
Server were also manually deleted during this timeframe. 375 Investigation identified a PRN work 
ticket, which referenced a conference call among PRN, Kendall, and Mills on March 3 I, 
2015. 376·.-m PRN' s attorney advise~ !not to comment on the conversation with Kendall 
based upon the assertion of the attomey-chent privilege. 37

R 

(U//FOUOJ Investigation identified a March 9, 2015 e-mail to PRN from Mills, of which 
I !was a recipient, referencing the preservation request from the Committee on 

Benghazi .. m. 3
R
1j ~dvised during his February 18, 2016 interview that he did not recall 

seeing the preservation request referenced in the March 9, 2015 e-mail. 3RI During his May 3, 
2016 interview,! lndicated that, at the time he made the deletions in March 2015, he 
was aware of the existence of the preservation request and the fact that it meant he should not 
disturb Clinton's e-mail data on the PRN Server. .l, ~)so stated during this interview, 
he did not receive guidance from other PRN personnel, PRN' s legal counsel, or others regarding 
the meaning of the preservation request. m Mills stated she ~as unaware tha~ ~ad 
conducted these deletions and modifications in March 2015 .. ,R-t Clinton stated she was also 
unaware of the March 2015 e-mail deletions by PRN. m 

3. {UHFOUO) Results of FBI Review of Clinton E-mails Stored and Transmitted on 
Personal Server Systems 

A. (U FOUO) Qualllilies <?f C/i111011's 1~·-mai/.'i Recovered.from Personal Server Systems 

(Uh'FOUOJ To date, the FBI has recovered from additional data sources and reviewed 
approximately 17,448 unique work-related and personal e-mails0 from Clinton's tenure 
containing Clinton's hdr22@clintonemail.com aaa e-mail address that were not provided by 

~~ (C/~) FBI forensically identified deletions from the PRK Se"er on Ylarch K.2015 of .PST mes not associated with 
Clinton's e-mail account or domain. and other seJYcr data. 
"(t.://FOUO~ These approximately I 7A-rn e-mails were determined to be unique from the e-mails prodded by Williams & 
Co1molly as part of Clinton's pmduction to the FBI. through a distincti,e Internet '.\.-1cssagc ID. These files do not include 
documents or panial e-mail mes without an I nteme1 Ylessage ID in the me1ada1a . 
... (C/rret::6') The approximate 17A-lK e-mails may contain chains of e-mails in which Clinton is not on the most recent "To." 
"From." "CC." or "BCC line. 
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~~o 
Williams & Connolly as part of Clinton's production to the FBI, including e-mails from January 
23, 2009 through March 18, 2009.bbb 

B. (U I OlJO) Class{fication Portion Markings in /·;-mail Recovered.from Personal Server 
.\''yslems 

(U//fOUO) The FBI identified three e-mail chains, encompassing eight individual e-mail 
exchanges to or from Clinton's personal e-mail accounts, which contained at least one paragraph 
marked "(C)," a marking ostensibly indicating the presence of information classified at the 
CONFIDENTIAL level. .lR

6
.
387

·
38

R The emails contained no additional markings, such as a header 
or footer, indicating that they were classified. State confirmed through the FOIA review process 
that one of these three e-mail chains contains information which is currently classified at the 
CONFIDENTIAL level. ccc.Jl:\'J State determined that the other two e-mail chains are currently 
UNCLASSIFIED .. wo.w, State did not provide a determination as to whether any of these three e­
mails were classified at the time they were sent. 

(UMOUQ) When asked about the e-mail chain containing "(C)" portion markings that State 
determined to currently contain CONFIDENTIAL information, Clinton stated she did not know 
what the "(C)" meant at the beginning of the ~aragraphs and speculated it was referencing 
paragraphs marked in alphabetical order.ddd.J 2 Clinton identified a "CONFIDENTIAL" header 
and footer (inserted in the document by the FBI prior to the interview) and asked if the "(C)" 
related to the "CONFIDENTIAL" header and footer .. l9.l Clinton did not believe the content of the 
e-mail was classified and questioned the classification determination.wt When asked of her 
knowledge regarding TOP SECRET, SECRET, and CONFIDENTIAL classification levels of 
USG information, Clinton responded that she did not pay attention to the "level" of classification 
and took all classified information seriously .. l95 

C. (U f·'()UO) Class{fied !,!formation Found in Clinlon's !~-mail,; on Personal Server 
,\'yslems 

(U//FOUO) FBI and USIC classification reviews identified 81 e-mail chains containing 
approximately 193 individual e-mail exchangesccc that were classified from the 
CONFIDENTIAL to TOP SECRET levels at the time the e-mails were drafted on 
UNCLASSIFIED systems and sent to or from Clinton's personal server. Of the 81 e-mail chains 
classified at the time of transmittal, 68 remain classified. Twelve of the e-mail chains, classified 

000 (l.i//FObO} According to Clinton's campaign website. Clinton only pro\ ided State her work-related e-mails dated after :vlarch 
18. 2009. E-mails fmm Janmuy 2 I. 2009 to :\-tarch I 8. 2009 were not produced to State or the FBI by Williams & Connolly. 
According 10 Samuelson and :vlills. they were unable 10 locate Clinton's e-mails from this period. The e-mails from this time 
pe1iod were not pm\ided to them by PR!':. and they bclieYcd the e-mails were not backed up on any sen-er. hwes1iga1ion 
determined some of Clinton's e-mails fmm January 23. 2009 to :\-larch I 7. 2009 were captured tluough a Dauo backup on June 
29. 2013. I lowe\er. the e-mails obtained arc likely only a subset of the e-mails sem or rccei\ed by Clinton during this time 
period. 
""" (Cl~ The three e-mail chains containing the ponion mark of "(C)" arc not considered as pan of the group of e-mails 
classified through the FBI classification rcYiew because Stale has not 1csponded to the FBI request for classification 
determinations for these e-mails. 
ddd (Cl~) Earlier in her FBI intc1,icw. when asked what the classification marking "(SBl.T meant. Clinton coneclly staled 
Sensiti,e But Cnclassified. 
_...,. (Cl~ Due to the limited insight into other t.:SG and personal e-mail accounts. the in,estigation was unable 10 determine 
if e-mails fmm the classified e-mail chains were fommded lo other l.:SG or personal e-mail addresses. 
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by State as SECRET or CONFIDENTIAL, were not among the approximately 30,000 e-mails 
provided to State and the FBI by Williams & Connolly. In addition to State classified equities, 
the investigation determined the 81 e-mail chains contained classified equities from 5 other 
USIC agencies: the CIA, DOD, FBI, National Geospatial-Intelligence Agency (NGA), and 
National Security Agency (NSA). 

(S//OC,~ff) The 81 classified e-mail chains contained 8 e-mail chains classified TOP SECRET, 
37 e-mail chains classified SECRET, and 36 e-mail chains classified CONFIDENTIAL at the 
time they were sent. Of these e-mail chains, 7 e-mail chains contained information associated 
with a Special Access Program (SAP) and 3 e-mail chains contained Sensitive Compartmented 
Information (SCI).rrr Of the 81 classified e-mail chains, 36 e-mail chains were determined to be 
Not-Releasable to Foreign Governments NOFORN and 2 were considered releasable only to 
Five Allied artners FVEY . bl 

b3 

at the ttme t e e-mails were sent, were downgra ed in 

(S/,ec,~wi .... ________________ _ 

(S//00,~F 

(S//OC'J>lf -----------------------------
( S /10 C fl ff! 

(S//OCOff ___ ......,I .._ ________________________ __, 

- <SI/OC/fjf I _--------------
(S/,:,::::; ;; 

(SIIOC:'l>lf I 
I I 

(U/fFOUQ) The State FOIA process identified 2,093 e-mails currently classified as 
CONFIDENTIAL or SECRET. Of these e-mails, FBI investigation identified approximately 100 
e-mails that overlapped with the 193 e-mails (80 e-mail chains) determined through the FBI 

m (t.:~) One of the TOP SECRET/SCI e-mails was downgraded to a current classification of SECRET//REL TO t.:SA. 
fVEY by the owning agency during a fOIA-rclatcd rc,icw. 
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SECBE+N0Rcdr4/P~0FOR~ ... --... 

classification review to be classified at the time sent. All except one of the remaining 2,093 e­
mails were determined by the State FOIA process to be CONFIDENTIAL, with one e-mail 
determined to be SECRET at the time of the FOIA review. ggg.hhh State did not provide a 
determination as to whether the 2,093 e-mails were classified at the time they were sent. 

(U//FOUO) The FBI investigation determined Clinton contributed to discussions in four e-mail 
chains classified as CONFIDENTIAL, three e-mail chains classified as SECRET//NOFORN, 
and four e-mail chains classified as TOP SECRET/SAP. Inv~_n identified 67 instances 
where Clinton forwarded e-mails to either State personnel o1L__Jfor printing that were 
identified as classified CONFIDENTIAL or SECRET through either the State FOIA process or 
FBI classification determination requests. 

(U//FOUO) FBI investigation determined at least 32 classified e-mail chains transited both the 
personal e-mail account of Clinton and the personal e-mail accounts of Abedin, Mills, Sullivan, 
o~ !iii One of these e-mails was TOP SECRET/SCI at the time of transmission, and is 
currently considered SECRET//REL TO USA, FVEY~ five were classified as 
SECRET//NOFORN and one as SECRET both when sent and currently; two were classified 
SECRET when sent and are CONFIDENTIAL currently; one was classified as SECRET when 
sent and is UNCLASSIFIED//FOUO currently; 16 were classified CONFIDENTIAL both when 
sent and currently~ five were CONFIDENTIAL when sent and UNCLASSIFIED//FOUO 
currently; and one was CONFIDENTIAL when sent and UNCLASSIFIED currently.ii.i 
Investigation determined at least 80 e-mails from the 2,093 e-mails deemed classified through 
the State FOIA process were sent to or from the personal accounts of Abedin, Mills, Sullivan, or 

I rk 
D. (( I 1'0l,'9} Wimess S1ateme111s Relaled 10 Cla.'is!fled ]~-mails Found 011 Climon's 
Personal Server Sys/ems 

(U/fFOUQ) The FBI interviewed multiple officials who authored and/or contributed to e-mails, 
the content of which has since been determined to contain classified 
information. J% .. l97.39R. 399AnoAn1..ml .. toJAn.JAnsAoc, .. mAnR USG employees responsible for initiating 

classified e-mail chains included State Civil Service employees, Foreign Service employees, 
Senior Executive Service employees, Presidential appointees, and non-State elected officials. 

(U//FOUO) During FBI interviews, the authors of these e-mails provided context surrounding 
the e-mails in question as we11 as reasons for sending the e-mails on unclassified systems. 

~~~ (Cl~) Imcstigation dclcrmined the following types of e-mails were nol included in the list of 2.09:l e-mails classified 
tlrrough the Slate FOIA rc,icw: TS/SAP e-mails: e-mails nol produced lo State by Williams & Connolly: formerly classified e­
mails now considered Cl\CLASSIFIED: and classified e-mails improperly released during FOIA production. 
111111 (Cl~) Two auacluncnts labeled as SECRET tlrrough Stale FOIA process were nol lrnckcd as scparnlc classified 
documents in the FBI' s classification re, iew. 
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iii (Cl/~) Due lo the limited insighl inlo other CSG imd personal e-mail accounls. FBI im cstigation was unable lo dclcrminc 
if e-mails from classified e-mail chains were forwarded to other personal e-mail o 
.iii (Cl~) In addition to the personal accounts of Abed in. '.\llills. Sullinm. an sc, en classified e-mail chains were b6 
initially drafted in or sent from 1he pri,ate e-mail accounts of fi,e non-~in uals. 10 include Kerry and Blumenthal. b7C 
m (C/lret:ie) Personal e-mail accounts of Abedin. :vlills. Sulli,an. ancL_jappeared in the "To:· "From." or "CC line of 
the e-mail. Im cstigation was nol able lo dclcrminc if additional personal accounts were blind carbon copied ("BCC"). 
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Siff Rf, 1 iiE:&ttce14, P40FORND 

Individuals who worked in the State Bureau of Public Affairs111 often accessed classified 
information to understand the context of unclassified information that was to be disseminated 
publicly. -to? The Public Affairs officials primarily relied upon reporting from country desk 
officers to generate talking points and believed the country desk officers were experienced in 
protecting sensitive information within their reporting. Ho The Public Affairs officials were also 
responsible for notifying State leadership of impending reports by the news media regarding 
sensitive or controversial topics. -ti 1 Furthermore, a former DOD official explained that he sent an 
e-mail, since deemed to contain classified information, in order to quickly coordinate public 
affairs responses by State and DOD with respect to a specific incident referenced in thee-
mail.-t 12 

(U//FOUO) Individuals, including those in the State Operations Center (Ops Center), '"111111 who 
were responsible for passing information to high-level State officials, worked to identify and 
disseminate the information they deemed critical for review by State leadership. -ti:u l-t These 
individuals noted that such information was generally sent on State unclassified e-mail systems 
because of the need to quickly elevate information at times when the intended recipients did not 
all have immediate access to classified e-mail accounts. rnm.-tl:..H<> 

(U//FOUO) Investigation identified seven e-mail chains comprised of 22 e-mails on Clinton's 
server classified by the USIC as TOP SECRET/SAP. State Department officials, both in 
Washington, D.C. and overseas, were briefed into the SAP and communicated both internally 
and with other USIC officials about the program. -t 17·-tiiu 19.-tlo Only internal State e-mails 
regarding the SAP were forwarded to Clinton, all of which were sent to Clinton's server by 
Sullivan. Clinton and Sullivan engaged in discussions regarding the SAP in four of the seven e­
mail chains. 

stated tha 

tated the right method of communication was whichever method allowed for 
t e aste ... st_p_o_s-si,...b .... le ... dissemination of the message.-tw He also stated that information he received 
from other USG agencies was "technically probably classified" but that "you can't do business 

111 (U~) According to Staie' s website. the Bureau of Public Affairs "engages domestic and international media 10 

communicate timely and accurnte information with the goal of furthering CS foreign policy and national security interests as well 
as broadening understanding of American values." 
11

"'"" (l.:/~) The Ops Center is staffed 24 hours a day imd constantly monitors rcpolling fmm State cables. other l.:SG 
agencies. and open source news outlets for information of interest to State leadership. 
111111 (t..://~) lndi,iduals who inpuued classified infonnation into e-mail chains 10 pass 10 high-le,el State officials indicated 
that at times they wc1c relying on information that others had summarized imd pm\idcd to them. 
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I 

SECRETNt!.JRCOl,Ji>IQFOB.1 ... __ __, 

that way." u 9 When interviewed by the FBI, authors of the e-mails stated that they used their 
best judgment in drafting the messages and that it was common practice at State to carefullY..----. 
word e-mails on UNCLASSIFIED networks so as to avoid sensitive details or "ta.,.._ ............. ...._. __ ... 

rnl.,UU32 . .J3 

..._ __ _,,.eferenced news articles claiming e-mails on 
Clinton's server were over-classified, but after seeing the e-mails during the interview, stated he 
"now understood why people were concerned about this matter.""·'6 Sullivan indicated he had no 
reason to believe any State employee ever intentionally mishandled classified information. -'37 

(S//OC/~~f) The FBI interviewed four USIC executives stationed both in the United States and 
oversea Jl<.-'3''.Ho.m The USIC 
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b7E 
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executives reviewed the e-mail chains which transited Clinton's personal e-mail account bl 
and assessed that some of the e-mail chains should be considered classified""2·-'·l:U-'-, I 

r .. , However two of the USIC executives 
mterv1ewerl <:a1rl ~{'\me ofthPI I 

I 
(S//0€/~ff) A majorit, of the_USIC executives interviewed expressed concerns with how State 
handled! J"9

·"
5

n,.1:,i According to a · a,,.....~ ....... ~1.1.· """"".i..i..i.=.i.~~ 

State em lo ees were aware of the sensitivities 5 

(U//FOUO~ On April 9, 2016, Mills, who served as Chief of Staff to Clinton at State between 
2009 and 2013, was interviewed by the FBI. During this interview, Mills was provided seven e­
mails which contained information later determined to be classified. While Mills did not 
specifically remember any of the e-mails, she stated that there was nothing in them that 
concerned her regarding their transmission on an unclassified e-mail system. "55 Mills also stated 
that she was not concerned about her decision to forward certain of these e-mails to Clinton. "56 

In reviewing e-mails related to the SAP referenced above, Mills explained that some of thee­
mails were designed to inform State officials of media reports concerning the subject matter and 
that the information in the e-mails merely confirmed what the public already knew. -'57 

(U//~) The FBI interviewed Sullivan on February 27, 2016. Sullivan, who between 2009 
and 2013 served at State first as the Deputy Chief of Staff for Policy and then as the Director of 
Policy Planning, communicated extensively with Clinton by e-mail. Their communications 
included both e-mails written by Sullivan and e-mails written by others that Sullivan forwarded 
to Clinton. During the interview, the FBI asked Sullivan to review approximately 14 e-mails 
Sullivan sent or received on unclassified systems that were later determined to contain classified 
information up to the TOP SECRET/SAP level. Sullivan did not specifically recall the e-mails, 
aside from recognizing some of them from the materials released pursuant to FOIA litigation, but 
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provided reasons why the e-mails may have been sent by him or others on unclassified 
systems . .JSR With respect to the SAP, Sullivan stated that it was discussed on unclassified systems 
due to the operational tempo at that time, and State employees attempted to talk around classified 
information. -t59 Sullivan also indicated that, for some of the e-mails, information about the 
incidents described therein may have already appeared in news reports . .i<io Furthermore, Sullivan 
stated that his collea_b>ues at State worked hard while under pressure and used their best judgment 
to accomplish their mission. -161 When forwarding e-mails, Sullivan relied on the judgment of the 
individuals who sent the e-mails to him to ensure that the e-mails did not contain classified 
information. -t<>

2 Sullivan did not recall any instances in which he felt uneasy about information 
conveyed on unclassified systems, nor any instances in which others expressed concerns about 
the handling of classified information at State. ooo . .J().l 

(Sh'OC/Pff) Sullivan was also asked about an e-mail exchange between him and Clinton in 
which, on the morning of June 17, 2011, Clinton asked Sullivan to check on the status of talking 
points she was supposed to have received . .J().J Sullivan responded that the secure fax was 
malfunctioning but was in the process of being fixed. Clinton instructed Sullivan that if the 
secure fax could not be fixed, he should "turn [the talking points] into nonpaper [with] no 
identifying heading and send nonsecure." .JM State uses the term "non-paper" to refer to a 
document which is authorized for distribution to a foreign government without explicit 
attribution to the U.S. government and without classified information. Sullivan did not recall 
this specific e-mail but believed that Clinton's request indicated that she would have wanted him 
to make an unclassifie · · · 
on a non-secure fax.-16 

(U//fOUO) On April 5, 2016, Abedin, who served as Deputy Chief of Staff to Clinton at State 
between 2009 and 2013, was interviewed by the FBI. When asked about an e-mail subsequently 
determined to contain CONFIDENTIAL information, Abedin noted that she had only conveyed 
the information from the e-mail and had not originated it . .iw She also stated that she relied upon 
the sender to properly mark the e-mail for classification purposes and did not take it upon herself 
to question the sender's judgment as to such marking. ppp.rn 

(U//FOUO) Investigation determined Sidney Blumenthal, a former political aide to President 
Clinton and an informal political advisor to Clinton during her tenure at State, had direct e-mail 
contact with Clinton during her tenure at State. FBI investigation identified at least 179 e-

000 (Cl/~) Abedin and '.\..tills also pm,ided similar responses when asked about State security practices regarding classified 
information. 
PPI> (Cl~) Although Abedin ,ms a pmty to e-mails containing infonuation that has since been determined to be classified. 
due 10 the nature of her position at State. Abedin was not regularly included in the e-mail chains (discussed in this section of the 
memorandum) about which Snllhan and :vlills were questioned. Abcdin's position at State did not consistently in,ohe her 
pmticipation in substmui, e policy decisions. and she ,ms not a regular user of classified e-mail systems. 
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mailsqqq that Blumenthal sent to Clinton containing information in memorandum format. The 
State FOIA process identified 24 memos from Blumenthal that contained infonnation currently 
classified as CONFIDENTIAL and one as SECRET both when sent and currently. -m.-m The FBI 
interviewed Blumenthal on January 7, 20! 6. According to Blumenthal, the content of the 
memos, which addressed topics to include Benghazi and foreign political developments, was 
provided to him from a number of different sources to include former USIC employees and 
contacts, as well as contacts within foreign 
governments. -t7-U75-n<>...177--nl<.n9...1l<n.-1l<ul<2 . ..iin...1l<-t.-1l<:Ul<<>.-tl<7 The memos contained a notation of 
"CONFIDENTIAL"m and then often included a source summary statementsss similar to those 
frequently found in USIC intelligence products. -tRlUR

9
.-t

9o Blumenthal indicated he was not tasked 
to provide this infonnation to Clinton; rather, he provided it because he deemed the information 
helpful, which Clinton occasionally acknowledged via e-mail. -t'H Clinton often forwarded the 
memos to Sullivan asking him to remove information identifying Blumenthal as the originator 
and to pass the information to other State employees to solicit their input. -192--m According to e­
mails between Clinton and Sullivan, Clinton discussed passing the infonnation to the White 

h SG · d fi · ttt -19..J ..J'h House, ot er U agencies, an ore1gn governments. · · · 

1~·. (( I ,' OllO) Cli11to111s Sta1eme11ts Rela1ed lo Class~fied ]~-mails Found 011 Her Personal 
Server Syslems 

(S//OC/f4f) On July 2,2016, the FBI interviewed Clinton. Clinton was aware she was an 
Original Classification Authority (OCA) at State; however, she could not recall how often she 
used this authority nor could she recall any training or guidance provided by State. -t% Clinton 
could not give an example of how the classification of a document was determined; rather she 
stated there was a process in place at State before her tenure, and she relied on career foreign 
service professionals to appropriately mark and handle classified infonnation. -197 Clinton 
believed infonnation should be classified when it relates td hhe use of 
sensitive sources, or sensitive deliberations. -t9l< When asked whether she believed information 
should be classified if its unauthorized release would cause damage to national security, Clinton 
responded "yes, that is the understanding. ,,-199 

;U} ()t!OC/fff) Clinton did not recall receiving any e-mails she thought should not have been on an 
unclassified system. 500 She relied on State officials to use their judgment when e-mailing her and 
could not recall anyone raising concerns with her regarding the sensitivity of the information she 
received at her e-mail address. 501 The FBI provided Clinton with copies of her classified e-mails 
ranging from CONFIDENTIAL to TOP SECRET/SAP and Clinton said she did not believe the 
e-mails contained classified information. 502 Upon reviewing an e-mail classified 
SECRET//NOFORN dated December 27, 2011, Clinton stated no policy or practice existed 

qqq (C~) The FBI obtained I 77 of Blumentlml' s memos from the e-mails pro,ided by Williams & Connolly as pm1 of 
Clinton's production to 1he FBI. The FBI t'CCO\ ered 1wo additional memos during 1he in,es1iga1ion from BlackBen-y backups 
pro\·ided by Cooper: Stale did not pm,ide a classification delennination on those additional memos. 
nr (C/~) According to Blumcmhal. "COKFIDEKTIAL" mean11he memo was personal in nature and did no1 refer 10 
classified CSG information. 
~ (C~) According 10 Blumenthal. 1he indh idual who prodded 1he content for a number of 1he memos an1ho1'Cd 1he source 
summmy statements (caYeats prO\ ided 1cgmding the source of infonnation) in the memos. 
1
" (Cl~) ln,estigation was unable 10 determine if any of Blumenthal's memos we1'C forwarded to 1he White I louse. or to 
other CSG agencies and foreign go,ernments. as Sullhan's Openl\el sem items were 1101 p1'Cse111 in 1he data prodded by Staie to 
the FBI. 
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related to communicating around holidays, and it was often necessary to communicate in code or 
do the best you could to convey the infonnation considering the e-mail system you were 
using. 503 In reference to the same e-mail, Clinton believed if the foreign press was to obtain 
information from that e-mail, it would not cause damage to the US Government. 50

~ When asked, 
Clinton recalled being briefed on SAP information but could not recall any specific briefing on 
how to handle SAP information. 505 Clinton stated she knew SAP infonnation was of great 
importance and needed to be handled carefully. 506 

F (U I OUO) Gaps in Cli11to11 /·;-mail Recovered.fi·om Personal Server Systems 

(U//FOUt5) There were no e-mails provided by Williams & Connolly to State or the FBI dated 
from January 2 I, 2009 to March 18, 2009. FBI investigation identified an additional 18 days 
where Clinton did not provide State any responsive e-mail. FBI investigation determined 14 of 
the 18 days where Clinton did not provide State any responsive e-mail correspond with e-mail 
outages affecting Clinton's personal server systems as a result of both Hurricane Ireneuuu and 
Hurricane Sandyn". FBI investigation indicated other explanations for gaps in Clinton's e-mail 
production could include user deletion prior to PRN' s transfer of Clinton's e-mails for review, or 
flaws in the archiving and sorting process used to generate the responsive production to State. 

4. {U/JFOtJO) Results of the FBI Investigation and Analysis of Cyber Intrusion Potential 

A. (U ffltft)) Cyher Analysis <?f C/i111011's Personal Server Sys/ems 

(U//fi't,UO) FBI investigation and forensic analysis did not find evidence confirming that 
Clinton's e-mail server systems were compromised by cyber means. The FBI' s inability to 
recover all server equipment and the Jack of complete server Jog data for the relevant time period 
limited the FBI' s forensic analysis of the server systems. As a result, FBI cyber analysis relied, 
in large part, on witness statements, e-mail correspondence, and related forensic content found 
on other devices to understand the setup, maintenance, administration, and security of the server 
systems. 

(U/tfOU0-) Investigation determined Clinton's clintonemail.com e-mail traffic was potentially 
vulnerable to compromise when she first began using her personal account in January 2009. It 
was not until late March 2009, when the Pagliano Server was set up and an SSL certificate""" 
was acquired for the c!intonemail.com domain-providing encryption of login credentials, but 
not e-mail content stored on the server-that access to the server was afforded an added layer of 
security. 50

'·
50

1:( The certificate was valid until Se~tember 13, 2013, at which time PRN obtained a 
new certificate valid until September 13, 2018. 519 

I ( /liOU()~ During his December 22, 2015 FBI interview, Pagliano recalled a conversation with 
t the beginning of Clinton's tenure, in whic~ ~dvised he would not be 

'"'" (L:/~) The lirs1 of two extended outages occurred from August 28 to 30. 2011 (3 days) as a result of I lunicane Irene. 
"'(l.:/tffit:'e) The second e;,.,tended outage occurred from October 30. 2012 to 1\0\cmber 9. 2012 (11 days) as a result of 
I lurricane Sandy. 
'""' (t..://~) According to FBI forensic analysis. there was no SSL certificate on the Pagliano Ser,.er between Ylarch 19. 
2009. when the mail sen ice was operational. imd :'v1arch 29 or 30. 2009. when the SSL cellificatc ,ms installed on the seJYcr. 
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urther recommended that e-mail transiting from a state.gov account to the server 0.

. d · f classified information was being transmitted to Clinton's personal server. 510 

ent through a Transport Layer Security (TLS)"xx tunnePYY Pagliano advised that the 
transition to TLS never occurred. 51 u 12 The FBI was unable to forensically determine ifTLS was 
implemented on the Pagliano Server. 

(U//fOUO) When asked about the maintenance and security of the server system he 
administered, Pagliano stated there were no security breaches, but he was aware there were many 
failed login attempts, which he referred to as brute force attacks. zzz.rn He added that the failed 
attempts increased over the life of the Pagliano Server, and he set up the server's logs to alert 
Cooper when they occurred. 51

.t Pagliano knew the attempts were potential attackers because the 
credentials attempting to log in did not match legitimate users on the system. 515 Pagliano could 
not recall if a high volume of failed login attempts emanated from any specific country. 51(' 

(U/,'fOU6) In an attempt to thwart potential attacks, Pagliano set up Internet Protocol (IP) 
filtering:iaaa on the firewall and tried to review the firewall log files once a month. 517 After the 
Pagliano Server was established, Cooper put Pagliano in contact with! ! a United 
States Secret Service (USSS) agent, who recommended Pagliano also perform outbound filtering 
of e-mail traffic. 51

R Pagliano further considered, but ultimately did not implement, a Virtual 
Private Network (VPN)bbbb or two-factor authenticationcccc to better secure administrative access 
to the server system by him and Cooper. 519 The FBI forensically determined that Remote 
Desktop Protocol (RDPlddd was enabled on the Pagliano Server and was used by Pagliano, 
Cooper, and later PRN, for remote administration of the server. 520 While the availability ofRDP 

"'(l.:) TLS is a pmtocol that ensures p1irncy between communicating applications. such as web browsing. e-mail. imd installl­
messaging. with their users on the Internet. TLS ensures that no third-party ea,esdrops on the two-way communication. TLS is 
the successor lo SSL imd is considered more secure. 
ii) (t.:) According to the State OIG report. State policy (12 FA:vJ 54-U) stipulates nonnal day-10-day operations must be 
conducted on an authorized system. In the absence of a dc,icc. such as a Stale Openl\'ct terminal. employees can send most 
Sensiti,e But Cnclassilied (SBt.:) information unencrypted ,ia the Internet only when necessary. with the knowledge that the 
nature of the tmnsmission lends itself lo unauthorized access. howc,cr remote that chance might be. Furthermore. in AUb'llSl 
2008. 12 F A'.\11 682.2-5 was amended imd 1mmdatcd that SI3C infommtion on non-Dcpm1mcnt-owncd systems al 11011-

Depai1me111al facilities had to meet certain criteria. Employees had 10: I) ensure that SBC infonnation was encrypted: 2) destroy 
SBC information on their personally owned imd managed computers and rcmornblc media when the files arc no longer 1cquircd: 
and 3) implement encl)ption ce11ified by the Kational Institute of Science and Technology (KIST). among other things. Although 
12 FA:'v1 682.2-5 was further amended in 2009.2011. 2014. imd 2015. the basic requirements did not change. 
w (C) A bmte force a11ack is a 1rial-and-c1wr method used to obtain information. such as a password or personal identification 
number (Pl!\'). In a bmtc force auack. passwo1ds may be allcmptcd manually or automated soflwmc can be used to generate a 
large number of consecuti,e guesses as to the targeted information. 
"""" (l.:) IP filtc1ing is the practice of identifying and manually blocking IP addresses based on the identification of patterns that 
arc indicati,·c of a potential auack. 
bbbb (t.:) VPI\ is a pri,ate network that mns on top of a larger network to pro, ide access to shared network resources. which may 
or may not include the physical hard dri, cs of indi,idual computers. as in the case of Remote Desktop Pmtocol (RDP). VP!\' 
offers an additional layer of security by encrypting the data tra, cling to the pri,ate network before sending it o,er the Internet. 
Data is then decrypted when it reaches the prirnlc network. 
,w~ (t.:) Two-factor authentication is a method of confirming a use1' s claimed identity by utilizing a combination of two different 
components. often something the user knows and something the user has-such as a RSA kcyfob/tokcn. 
dddd (t.:) RDP is a proprietary protocol de, eloped by Microsoft that allows a user 10 remotely connect 10 another computer o,er a 
network connection to ,iew the computer and control it remotely. RDP is implemented in e,ery ,ersion of Windows starting with 
Windows XP. 

Page 28 of 47 

SESRE Imm mnm 1Y,·oir~ 
HRC-28 

bl 
b3 
b7E 

b6 
b7C 

b6 
b7C 

bl 
b3 
b7E 



Case 1:15-cv-00785-JEB   Document 33-2   Filed 04/24/17   Page 40 of 58

SECRE I J10ftf QN/P:'OEQR:cl ... _ ...... 

on a server is convenient for remote access, the FBI is aware of known vulnerabilitiescccc 
associated with the protocol. 

(UHFOU01 

I f""·'··'" .. Pagliano recalled finding "a 

I 

virus," but could provide no additional details, other than it was nothing of great concern. 525 FBI 
examination of the Pagliano Server and available server backups did not reveal any indications 
of ma! ware. 526 

(U//FOUO) On January 9,201 I, Cooper sent Abedin an e-mail stating someone was attempting 
to "hack" the server, prompting him to shut it down. 527 Cooper sent Abedin another e-mail later 
the same day stating he had to reboot the server again. 52

R The FBI' s investigation did not identify 
successful malicious login activity associated with this incident. 529 

(U/.LFOUe,j The FBI' s review of available Internet Information Services (IIS) web logs showed 
scanning attempts from external IP addresses over the course of Pagliano' s administration of the 
server, though only one appears to have resulted in a successful compromise of an e-mail 
account on the server. 53° Forensic analysis noted that on January 5, 2013, three IP addresses 
matching known TorITTr exit nodes were observed accessing a user e-mail account on the 
Pagliano Server believed to belong to President Clinton stafferl !FBI 
investigation indicated t~~ '°f ?r user logged int~ le-mail account and browsed e-mail 
folders and attachments. :u1.:-..,z When asked during her interviewJ !stated to the FBI she is 
not familiar with nor has she ever used Tor software. 5-u FBI invest1gatton to date was unable to 
identify the ac~<?r(s) responsible for this login or hm~ !ogin credentials were 
compromised.'·'"' 

(U//rOU&) Forensic analysis of alert e-mail records automatically generated by CloudJacket 
revealed multiple instances of potential malicious actors attempting to exploit vulnerabilities on 
the PRN Server. FBI determined none of the activity, however, was successful against the 
server. 5·'

5 

(U/lt'OUO) Following the March 3, 2015 New York Times article publicly revealing Clinton's 
use of personal e-mail to conduct government business, 5-"' the FBI identified an increased 
number of login attempts to the PRN Server and its associated domain controller. gggg -

537 Forensic 
analysis revealed none of the login attempts were successful. FBI investigation also identified an 

_...,.,. (t..:) Older ,ersions of RDP had a ,ulnerability in the method used to encl) pt RDP sessions. While security patches. if applied. 
hm e 1cmcdicd these rnlnembilities. exposing RDP to direct connections could allo\\' remote attackers the opponunity to b'lless 
login credentials. 
mr (l.:) Tor is free softwmc allo\\'ing end users to direct their Inlernet traffic through a group ofrnhmteer-operated seners irround 
the world in order to conceal their location and lntemet usage. 
~~~~ (t..:) A domain controller is a :vlicrosoft se1,er that responds to security authemication requests (logins. checking permissions. 
etc.) \\'ithin a Windo\\'s domain. 
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increase in unauthorized login attempts into the Apple iCloudhhhh account likely associated with 
Clinton's e-mail addressiiii during this time period. Investigation detennined all potentially 
suspicious Apple iCloud login attempts were unsuccessful. s.lR Additionally, PRN made various 
network changes to the PRN Server around March 7, 2015, to include disabling the server's 
public-facing VPN page and switching from SSL protocol to TLS to increase security. 53

'' Staff 
also discussed the possibility of conducting penetration testingilli against the PRN Server to 
highlight vulnerabilities in the network. s.Hi The FBI interviewed an employee of the company 
with which PRN had discussed the issue. The employee stated that the topic was broached but 
that penetration testing against the PRN Server, ultimately, did not happen. m 

B. (( I ,' OUO) Cyher Analysis <?f Cli111011's Mobile Devices 

(Unf'e>UO) The FBI does not have in its possession any of Clinton's 13 mobile devices which 
potentially were used to send e-mails using Clinton's c!intonemail.com e-mail addresses. As a 
result, the FBI could not make a determination as to whether any of the devices were subject to 
compromise. Similarly, the FBI does not have in its possession two of the five iPad devices 
which potentially were used by Clinton to send and receive e-mails during her tenure. 5-tz.rn.5-tu~5 

The FBI forensically examined two of the three iPadskkkk it obtained and found no evidence of 
cyber intrusion. 5°'6 

C. (U I OUO) Cyher Targeting <?/'Clinton's Personal /·;-mail and Asso<:ialed Accounts 

(S/fOC,~ff) Clinton received another hishing e-mail, purportedly sent from the personal e-mail 
account of a State official!..... _____ ....._..L.1.L""""-.:;.u.~·1 contained a potentially malicious 
link. 552 Clinton replied to the e-mai "Is this reall from ou? I was 
worried about openin~1..!i!.;t!;..."_5_5·l.1...._-,. _________ _,.---, ___________ .J 

In a separate incident Abedin sent an e-mail t indicating Clinton was ___ ... 
11111111 (l.:/lt'6ti'6) Apple iCloud is a cloud storage medium a\ ailable to users of Apple products. Clinton is known to ha,e used 
Apple iPads during the course of her tenure. and hd1'22 ti clintonemail.com was likely used as her Apple ID to set up a new Apple 
de,ice. 
iiii (Cl~) While the "YT article did not re,cal Clinlon' s e-mail addrcss-,md by default the domain munc-it is ,e1y likely 
those who tried to gain access 10 the related Apple iCloud account searched for and found 1he e-mail address in open sources. 
"ews articles from 20 l ~ contained a scrccnshot of Blumenthal's commmlication with .. hdr22." thereby di\lllging Clinlon' s e­
mail alias. Other 0111lc1s mcmioned the domain name in aniclcs but withheld Clinton's e-mail alias. Climon' s full e-mail address 
could therefore hm e been asce1tained tlrrough piecing together nrrious sources. 
iiii (t.,;) Penetration testing. more commonly known as pcmesting. is the practice of testing a computer system. network. or web 
application to find\ ulncrnbilitics that an attacker could exploit. 
~m (U+Fete>) The third iPad 1he FBI obtained was 1101 actually used by Clinton. Sho11ly after ii was purchased. it was gh en as 
a gift to a member of her staff. and therefore 1he FBI did 1101 forensically examine 1he de,ice. 
LUI (l.:) RAT is a piece of software that facilitates remote operation of a computer system. 
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worried "someone [was] hacking into her email" given that she received an e-mail from a known 
I !associate containing a link to a website with pornographic material. 55

-l There is no 
additional infonnation as to why Clinton was concerned about someone hacking into her e-mail 
account or if the s ecific link referenced b Abedin was used as a vector to infect Clinton's 
device 

pen source 
information indicated, if opened, the targeted user's device may have been infected, and 
information would have been sent to at least three com uters overseas includin , one in 
Russia. 5(>

056 

D. (l I r·at J(JJ Polential J,oss <f ( '/ass{fied h!fhrmalion 

(U//r'OUO) On March 11, 2011, Boswell sent a memo directly to Clinton outlining an increase 
since January 2011 of cyber actors targeting State employees' personal e-mail accounts. 56

.l The 
memo included an attachment which urged State employees to limit the use of personal e-mail 
for official business since "some compromised home systems have been reconfigured by these 
actors to automatically forward copies of all composed e-mails to an undisclosed recipient." 56

-l 

Clinton' s immediate staff was also briefed on cybersecurity threats in April and May 2011. 565 

(SI/~::,:~'.~ I 

(SI 
-~n.,J 

I \Jvl l '<.IJ 

"'"""'" (t.:) In order for malicious executables 10 be effec1he. the targeted host de,ice has to ha,e the correct program/applications 
installed. If. for example. the hosl is nmning an older ,ersion of Adobe bul the exploit being used is newer. then: is a chance the 
host will not be infected because the exploit was unable 10 e.-.;ecu1e using the older\ ersion of the program. 
1111111

' (t.:) A ··drop" account. in this case. is an e-mail account com rolled by foreign cyber actors and which sc1,es as the recipient 
of auto-forwarded e-mails from ,ictim accounts. 

I 

I 
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(U//fi'OU6) On or about March 14, 2013, Blumenthal's AOL e-mail account was compromised 
by Marcel Lehel Lazar, aka Guccifer, a Romanian cyber hacker. Lazar disseminated e-mails and 
attachments sent between,,....~......,.I.I.W.""""-'lol.l~....i...1.1.1,1,,,1,1,1,.1w.i.."-'-.1.1.1.1 ........ 11,,,,1,,.iw.i.1.1oo.1oo~.l.l.liol.l.l,l,l,,l,l,l,,,lo-...l~i..i.w.l.l.l,j..._ 

""'"".,,.,nu 5l< 

screenshots captured a list of 19 foreign policy and intelligence memos authored by Blumenthal 
for Clinton. 5R

9 The content of one of the memos on the list was determined by State to be 
classified at the CONFIDENTIAL level. 590 Lazar was extradited from Romania to the United 
States on March 3 I, 20 I 6. 591 

(U/ffeHO) Between April 25, 2016 and May 2, 2016, Lazar made a claim to FOX News that he 
used information from Blumenthal's compromise as a stepping stone to hack Clinton's personal 
server. 592 On May 26, 2016, the FBI interviewed Lazar, who admitted he lied to FOX News 
about hacking the Clinton server. 593 FBI forensic analysis of the Clinton server during the 
timeframe Lazar claimed to have compromised the server did not identify evidence that Lazar 
hacked the server. 59

~ An examination of log files from March 2013 indicated that IP addresses 
from Russia and Ukraine attempted to scan the server on March I 5, 2013, the day after the 
Blumenthal compromise, and on March 19 and March 21, 2013. 595 However, none of these 
attempts were successful, and it could not be determined whether this activity was attributable to 
Lazar. 596 

1~. (lf FOUOj General Cyher Analysis Conducled 

(S//OC/P4~ ! The FBI conducted general cyber research and analysis of e-mail addresses 
and user accounts associated with the clintonemail.com and nresidentclinton.com domains. 
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(U//FOUO) FBI extracted the Thread-Index0000 and Message-IDPPPP values for each identified 
confirmed classified e-mail relevant to this investigation. The values were extracted from thee­
mail headersqqqq in order to develop specific electronic signatures that could be used when 
searching for exact references in large data repositories. In an effort to identify whether any 
confirmed classified e-mails may have been compromised through computer intrusion methods, 
the FBI conducted signature-based searches in available databases, to includ~ rr. The b7E 

FBI also provided the unique identifiers to other government agencies, and one entity 

0000 (l.:) A Thread-Index rnlue is a unique. alphanumeric. '.\llicrosoft Outlook-centric field found in an e-mail's header. The 
identifier is used to track e-mail tlueads (or comersations). Each time there is a reply or fonnrrd in the e-mail tlucad. Outlook­
if ii is the e-mail client being used-will append additional alphanumeric characters 10 the e-mail's original Thread-Index ,aluc. 
Pl~'P (l.:) A '.\llcssage-ID is a unique identifier found in an e-mail's header. :Vtcssage-!Ds irre 1cquircd to haYe a specific format and 
be globally unique. t.:nlikc Thread-Index ,alucs. :vlcssage-1Ds arc unique 10 e,cry indi\id1ml e-mail. regardless of whether two e­
mails belong to the smne tluead (or com ersation). 
qqqq (t.:) A header precedes the body (content tcx1) of an e-mail. and contains lines (mc1adata) 1ha1 identify pai1icular routing 
infonnation. Fields such as "Fron1 .. "Io .. and "Dale~: ais 1uanda101x u·hilc oUicrs arc ontional 
''"(U~J 
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responded. ssss To date, the signature-based searches in USG databases have not identified the 
relevant e-mails. 601 

~~ (Cl~) The FBI pm,ided the Executi, c Office of the Presidenl (EOP). State Cyber Threat Analysis Di, ision (CT AD). 
and State's Information Resource Bureau (IRB) with Thread-Index and :vlessage-ID ,alues. CT AD found no record of the 
signatures pro,·ided. EOP slated they could only search "To ... "Fmm." and "Subject" lines. as did State IRB. Scparntcly. in ,m 
attempt 10 identify whether confirmed classified e-mails resided in unidentified e-mail pro, ider accounts. or whether identified 
accounts fommded or replied to the classified messages. the FBI explored the possibility of shming Thread-Index Value and 
:vlcssagc-IDs with e-mail sen ice pro,iders of interest. Google was asked if they could search those header fields in its dataset. 
The company stated it docs not index Thread-Index ,alues. which is the identifier the FBI was most interested in. as it would 
hmc pro,·idcd insight inlo the e:\.1ent the messages were fonnrrded. 
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