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Though it was not their primary mission, FBI agents who investigated Hillary Clinten's email collected
significant evidence that she and her team violated federal recard-keeping laws, including persisting to
use a private Blackberry and server 1o conduct State Depattiment business aﬁer being warned they
posed legal and security risks, government sources tell Circa,

The evitdence was cam;}eﬁmq enough to force multiple witnesses in the FBI investigation fa assert their
Fifth Amendment right against seif-incrimination and even convinced Director James Comey that the
Clinton team had not complied with the faw, the sources said.

Hut in the end the bureau chose to defer to Mrs. Clinton's former emplayer, the State Bep&m‘nené fa
decide whether to recommend anyone to the Justice Depattiment for misdemeanor criminal prosecution
or adminisirative action, the sourtes said, speaking only on condition of anonymity.

Each transmission of a government document across private email that was not preserved or turned
over to the State Department from Mrs: Clinton's tenure could theoretically be considersd a viclation of
the Federal Records Act, the main law governing preservation of government records and data:
intentionally concealing, removing or destroying tedersl records as defined under the Act, including
those kept in private email, carries a fine and imprisonment of up to three years. But such a conviction
CArfes an even e devastatmg political impact for a candidate seeking to occupy the White House,
because the law states that any viclator “shall forfet his-office and be disqualified from holding any office
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under the Unled MMates”
The FBI “indirectly documented hundreds, and likely thousands, of violations of the Records Act” one
source with dirsct knowledge of the FBi's investigation toid Circa. Us:ngf forensics, the FBI recwewﬁ
from computer drives and other witnesses about 15,000 emails from Mrs. Clirten's private account that
dealt with goverriment business covered by the Records Act and had not been tumed over by her or her
aides, the scurces said. Some of the recovered records impacted document requests under the
Frae{i@m of Information Act or pending congressional irvestigations at the fime they were deieted or not
turned over, the sources added.
Accounts fmm withesses suggested the efforts to keep Mrs. Clintory & government email
communications on a device and server cutside the reach of the law — and therefore away from public
oF tnngresmana% disclosure — were “systemic and intentional” and began as soon as Mrs. Glinton took
office in 2009, one sowrce told Circa. - _ - o
For instance, the sowrces said agents secured testimony and documents suggesting that Mrs. Clintan's
team:
»  Was informed in 2008 that she an obligation under the records law to forward any government-
related records contained in private emalf to 3 new record preservation system knownas
SMART but chase nat ta do so because her office wanted to keep control over “sensitive” data.

»  Was specifically guestioned in 2009 by a State Departrentt aide whe wa ried on her private
‘email server in the Clinton family home in New York whether the arrangemment was appropriste
for a government official under i.he feﬁer&i records law. Atep aide 1o Mrs. Clintan dismissed his
CORCENS.

« Wanted to keep her private Blackerry email senvice because of fears a government email
address would be subject 1o public scruting under the Freedam of Information &ct

«  \Were aware ﬁ}at govermment officers complving ugzth congressional or FOIA requests did not
have access to search Mrs. Glinton's private emall for responsive records.

= Persisted in altowing her to use private email to conduct State Department business even after a
cable was sent under her name in 2011 to all diplomats worldwide urging them o stop asing
private emaif because of foreign hacking fears.

»  Allowed Clinton to keep uamg the private email system after after she personally received a 2011
classified presentation warning of dangers of the private emadl for government business.

5 Fa@e{i to preserve private amails from C&ntcm that clearly involved significant govermment
business. including discussions wih Army Gen. David Petraues. Benghazi, meeting with foreign
leaders and the State Department's quadrennial g}{;im y and g}urfarman{:e review,

= Had prior reason from satlier legal cases nvobang their conduct 1o know that emalls covering
government business were legally required to be preserved and turned over to their agency and
the National Archives.

Ciuring a briefl aside ata House Judic] lary Committee hearing | i j{ﬂy FBI Director James Domey was
asked by a congressman if he believed Clinton complied with State Department pracedures and federal
{ewrdkeepfng jaws.

“1 don't think so. | know you have the State inspector general here, who's more of an expert on all the
department's pﬁ%meb but at least in some respects, no” he answered. Comey, however, offered no
explanation why charges werent filed.

Attorney Ganeral Larefta Lynch said in mid-July that she did not believe her d&paﬁment had assessed

whether Clinton or her team violated the Federal Records Act 1 don't know i that was under the

purview of the investigation. | dontrecalta specific opinion on that,” she said

The Clinton campaign did not respond 1o a reguest for comment. But Mrs. Clintan has said she regrets

using private email te conduct official State Department business antd wishes she could do it over Her

former chief of staff Chery Mills also expressed some regret, saving Mrs. Clinton thought her records

would be preserved because her private emails usually went to other government acounts but that was

mistaken.

Former President Bill Clinton was less apologetic, Stmngiv dismissing Comey's and the FBI's criticism

of his wife. “This is the biggest load of bull | ever heard * e said a few weeks ago.

A retired federal prosecutor told Circa the FBI and DOJ could easily have broucht a case if the evidence
FBI (18-cv-154)-2516
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pﬂtnied tav;afd ;nteﬁtmnai W:}Eatmns '

“ff you get enough instances of peopls violating the Federal Rﬂmfda Act and if #'s @ group of folks then
you could look at thmgs like a conspiracy, of a criminal enterprise, that could bump it uptoa felony
said Matt Whitaker, who served as U.S. Attarney for lawa under President George W, Bush and
President Barack Qb&ma and nownunsa mnsemaiwealeamng government sihics group.

“There are alot of intentional acts including the sefting up of the private email server that probably could
g0 to a question of was this intentional and was this violation of both the records act and the han{iimg of
classified material "

Whitaker said he believes a special prosecutor should be appointed to review the Records Act
guestions because “in this political silly season it appears that the FBI and especially the Department of

Justice dossnt have the stomach to pursue the potential charges that ermanate from this behavior”
Ronald Hosko, who retired two years ago as the Assistant FBI Director in charge of the bureau's
criminal fémswﬁ agreed Mrs. Clinton’s actions at the State Department showed a disregard for her
nbi:gatmn to preserve and pﬁaﬁect sensitive government infortmation.

Such responsibilities were “taken seriously” inside the FBi bid that “does nat a;:peaf fobethe casein
the State Departiment under Hillary Clinton. To me, this was a systemic failure at State, top to bottom.*
But Hosko said & misdemeanor case wouldn't he sexy enough for an F8! - stretched by higher
terrorism, origanized crme and cybersecurity priorities — to pursue, especially against a candidate
leading the ;}FESI{SEE%&&I race right now in & polarizing election.

*The FBIis an agency with finite %ES{BUFCQS Seldom do you expend resources when the top available
penally isa misdemeancr.” he said. .. I'm not saying you don't consider it or cantemplate it | would
say you contemplate # if the facts are so compelliing and the intent is so ovenwhalmingly clear, that her
desire was io violate that statute

“But we are in @ hyper- mitacszed time in America. Would the electorate take to that? You have to ake
that all into consideration.”

Sources dtrec%"g familiar with the F8I's thinking said the bureau was not concerned about the plection
and did make a short reference to Federal Records Act issues in its final report to the Justice
Department. o R _ _ _ .
But i chose to defer to State to decide f criminal charges should be filed. "W's thewr recards and their
determination o make " one soutce said, describing the phifosophy that governed the FBI's final
decision:

ina Hz}nm\;es{tgatwe report in June, the State erartnmﬁs internal watchdog concluded Brs. Clinton
was one of anly three senior department officials in the last twe decades to use a private m;i account
exclusively for government business and that her team did not comply with record-keeping policies of
the Federal Records Act.

Douglas Weﬁ\e 2 spokesman for the Siate 16, said Thursday the office has no further wark planned on
the Chnton email scandal “The OIG has mm;;ieﬁed its wark. The OIG does not comment on whether or
not it has referred . or will refer, any particular matter to DOUT he wrote in an email ta Circa.

State Eﬁépaﬂm&nt afficials deciined comment.

The Federal Records Act was pazsed by Enng ress 66 years ago o ensure federal agencies prcperiy
managed and maintained government records so they are preserved for historical purposes at the
Nationat Archives and for public access and congressional oversight. The law was updated by
lawmakers in 2014, legistation that President Obama himself signed.

A separate law prtmdes criminal penaities for intentional violations of the Act:

Since the late 1890s, the State Depariment has made clear to its wmployees that emails were public
reconds covered by the Act, even those semt on their privale accounts. _

Much of the focus during the presidential race has been on the more than 100 emails that maved
between Mrs. Clinton and her top aides that contained inteligence classified at the confidential, secret
and top-secret level at the time it was transmitted.

Comey announced earizer this summer that Mes. Clinton's and her 5&‘3& ‘s handling of mtelligence

was “sxtremely careless” but the bureau decided not to request criminal charges for violating national
secirity laws because agents found insufficient evidence of intent and motive.

_ﬁ_&fter her private email system was discovered, Mrs: Clinton eventually turned over 55,000 pages from
about 30,000 emails invelving State Departiment work. But FBI officials recovered about 15,0008
additional emails on her private account that invabred govemment business by sweeping her old
ﬁ&wces and SEIVers of SCour mg the gwemmem emails z:sf Qiher pespfe she caﬁemhdeﬁ with.
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“iNere was mfiﬂty af svidenc e Tom gur nenaews. especialy fﬂ}m echncal and c@mp&dnae =igit, as to

the intention of creating a private emait system outside the State Sepaﬁm&nt & record keeping. it was
well i-:mwn and it persisted even after people r&sed ieg al and security concems.” ane source toid
Circa.
Multiple withesses in the technical communily involved in setting up, maintaining or wiping Clinton's
email equipment were concemed enough about their legal iabillity to invoke their Fifth Amenciment right
against selff-incrimination, the sources said. At least one cited concerns sbouf records laws, the
sources said.
One withess who tmt;ai{y nvoked the Fifth and got immmmf fram proseculion was Bryan Pagﬁan@ a
former State Depaniment worker who helped on the side to set up and maintain Mrs. Clinton's private
email server at her home in New York Sources familiar with his account say he tald the FBI he inguired
with Mrs. Clintor's inner circle whether the server arrangement ran afoul of any federal recards laws
and was assured there were no problems.
Among the strangest evidence gathered by investigators accurred inlate 2010, when Mrs. Clinton was
directly approached by one of her top deputies and informed that her government emails fram her
private account were not reaching State Department afficials and possibly were going to spam. Mrs.
Clinton was encouraged to get an official State emall address.
tirs. Clinton told her deputy she was willing fo get a govermment email address if she could be aasured
her personal emails wouldn't be "accessible” to the public. Rather than create the government email
address, Stale officials went to'a technical person mamta&nmg her private server and made adj justments
to the server to ensure emails wouldnt be ireated by the agency's email screening systems as spam.
the sources said. o _ o _
Arpund the same time, two information management emplovees inside State began raising concems
that material in Clinton's personal email server likely contained government records that needed to be
preserved under the Federal Records Act. One raised the concemn to a supervisor at a staff mesting but
was scolded and sventually told never ta raise the issue of Secretary Clinton's persornial email account
again, according to the sowrces,
Agents also found evidence Mrs. Clinton herself was acutely aware of the security and legal dangers of
using her private Blackberry to conduct government business. For instance:

+ 2008, Mrs. Clinten and her chief of staff were briefed in a classfied memao from the Assistant

Secratary for Diplomatic Secirity on the securty dangers of private B?aak%mrry service and the
secretary of state responded to that official a few days laler that she “gets "

s Mis. Chn‘é{}n received a second classified ematl in March 201 $about for ebgn govermment.
ha{:kmg attemps specifically aimed af State Department officials. The mema included this
warning, “We also urge Depariment users to minimize the use of personal Web email for
business” citing evidence of “compromised home systems.” A version of that briefing was found
in Mrs. Olintory's personal files at State:

» In.une 2011, a cable entitled “securing personal email atcounts” was sent toall U S. diplomatic
posifr. waridw@e wnder Clintan's ewn hame that highlighted growing cybersec tirity threats and
specific aﬁy warned “to avoid conducting official department business from your personal email
accounts.”

» By that time, officials maintaining Mrs. Clinton’'s private email server had detected attempis to
hack into # but still she persisted in using the private email to conduct governiment business.

Agents also found evidence hmﬂng at a possible mitoive for Clintan's team to mairtain a private email
server: a fear records on it could be obtained by the public via FQIA.

fn 2011, shortly after the information managemnt staff raised concemns about her private email, Mrs.
Clinton's top aides discussed replacing her private Blackberry with a qa}wnment»awned device, but
that idea was scrapped after a top aide wamed the materials on the government Blackberry wauld be
S&b}ﬁ{:t to FOWA.

“You should be aware that any email would go mmugﬁ the Depariment's infrastruciure and be s&b;ect
to FOIA searches ” a top State official wamed.
The gwemmﬁt Siackﬁerry Wwas never issued.
When Mills, Clinton's former chisf of staff, was recently deposed in 3 civil lawsuit over FOA practices
brought by the waltchdog group Judicial Watch, she admitied that State Department FOIA officers wolld
not have had access to Mrs. Clinton’s private emall to search for responsive records. _
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*Na is the answer” Mills testified. *f don't think | reflected on were there accasions where thers might
stitt be something with respect 1o a personal e-matl where someone had either e-mailed me or thad
responded back of the system had been down and we ultimately needed io use it, that there was
information that hadn't been captured. &nd | wish it had.®

Regret for lost government reconds sn' new to the Clintan polifical maching:

Bath Mills and Mrs. Clinton were mentioned i a lawsuit in the late 1860s duwring Bilf Clinton’s presidency
over the loss of mare than 1 million White House emails that were not saved far FQIA, congressional or
criminal fwesttgattmw« The Clintorn White House blamed a technical error for the loss of the records.
But subsequent litigation by the Judiciat Watch group found evidence that & White House official
disabled the archiving function for White House emails. A federal judge sharply criticized the Clinton
YWhite House for what he called a “iasco® and singled out Mills, who had been a deputy white house
counsel for Bl Clinton for having “fafled ‘miserably" to resclve the problem or give the court accurate
information.

in another embrassment, Sandy Serger, President Clintor's national security adviser and a longtime
corfident of both Bill and Hillary Clinton, was caught trying to secret classified information about
terrorism out of the National Archives in his socks. He pled gtﬁﬁ‘a{ and apologized.
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